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IDC- 2 LAW AND TECHNOLOGY  

Module- 1:  INTRODUCTION 

Study material is given by: Miss. Mayurika Roy 

 

An introduction to Law and Technology 

The relations between law and technology are both simple and exceedingly complex. At the most 
elementary level, technology consists in the application of labor to create a product, to generate a 
service or otherwise to produce a desired result. Technology develops as ways are found to 
produce new results or to produce old results using fewer or less costly inputs. Law is generally 
understood to exist as a set of rules adopted by a society’s governing institutions that are 
applicable to all of its inhabitants.  All modern societies have established institutions charged 
with making determinations about the applicability and interpretations of these rules. They have 
also established institutions that enforce the rules. Law and technology interact when legal rules 
foster or retard the development of technology. They also interact when society decides that 
technology produces undesirable results and employs legal rules to contain or modify those 
results.  

 BACKGROUND  

It is generally understood that property rights are essential to generating incentives to productive 
behavior. Because traditional property does not include intellectual creations—such as the design 
of new technology—society has expanded that regime to include limited forms of protection for 
intellectually creative acts. Let’s briefly review this background.  

(A) THE LAW, PROPERTY RIGHTS, INCENTIVES, AND TRADE 

 In defining property rights, the law creates the conditions that are crucial for the development of 
technology. Without property rights, the world would be a vast commons in which productive 
incentives would be absent. Few would labor to create wealth if others were free to take it. 
Property rights enable people to keep the wealth that they create. Property rights, for example, 
enable the farmer to keep the crops that he raises. These rights provide him with the incentive to 
farm. Almost all societies have recognized such basic property rights as the right of a farmer to 
his crops. But a new and crucial dimension is added to property rights when property becomes 
transferable. When property is transferable, then the incentives to be productive increase 
exponentially. When a farmer possesses the right to keep the crops that he raises, he has an 
incentive to raise crops to feed himself and his family. When he is able to trade his crops for 
goods or services provided by others, he acquires an incentive to produce more than for his own 
needs. Transferability means that I have an incentive not only to create goods and services for 
myself. It means that I have an incentive to create goods and services for others as well, since I 
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will be able to transfer the benefit of my productive activity to others, and they will be able to 
compensate me by transferring some of their property to me in payment. As discussed below, 
transferability provides the basis for specialization and scale economies, and it also underlies the 
principle of comparative advantage in international trade.  

(B) INTELLECTUAL PROPERTY AND ITS INCENTIVES  

Although property rights are essential to productive incentives, traditional property rights fail to 
generate incentives for creative activities. If I devise a new product or a new, more efficient way 
to employ inputs to produce wealth, my creativity can be replicated at will in a society that 
recognizes rights only in traditional property. Modern societies, therefore, create rights in 
intellectual creations in order to provide incentives to create as yet unknown technologies or 
improvements in existing technology. A person who creates a new technology qualifying for 
patent protection, for example, acquires exclusive rights in his invention for a twenty year 
period. The laws creating these rights are generally referred to as intellectual property laws. A 
common way of viewing these laws is to see them as remedying a market failure by filling a pre-
existing gap in property protection.  Just as tangible property rights transform what would 
otherwise be an incentive-free commons into a regime that provides productive incentives, 
intellectual property laws transform parts of a preexisting intellectual commons into a regime 
that provides incentives for creativity. The intellectual property laws that are most important to 
the development of technology are the patent and copyright laws. Their importance has been 
recognized throughout the history of the Republic. Indeed, the U.S. Constitution specifically 
authorizes Congress to enact both sets of laws in order “to promote the Progress of Science and 
useful Arts.”  This phrasing reflects the understanding of the Framers those creative activities 
could be stimulated through the economic incentives that the patent and copyright laws provide.  

COMPETITION, MONOPOLY, TECHNOLOGY AND THE GENERATION OF WEALTH: 

We know that free and open markets maximize productive incentives and that competition 
among sellers maximizes societal wealth. So long as markets operate competitively, goods and 
services are routed to their highest valued uses. A competitive economic system also fosters 
productive efficiency in the short run by pressuring producers to employ their most cost-effective 
techniques and in the long run by replacing the less efficient producers with more efficient 
producers. Thus, at all times, competition pressures producers to employ the most efficient 
technologies available to them. Although competitive markets force producers to act efficiently, 
the tendencies of monopolies are otherwise. Monopolies tend to restrict production in order to 
maintain prices at higher-than-competitive levels. In so doing, they deny society those uses of 
their products whose values are less than the monopoly price but higher than their cost of 
production. This output restriction is inconsistent with the allocation of society’s assets to their 
highest valued uses and constitutes a social waste that economists often refer to as a “deadweight 
social loss.”In this respect, monopolies produce locative inefficiencies. Monopolies, moreover, 
are also less keyed to productive efficiency, as the incentives to implement new technologies are 
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reduced in monopolistic market structures. While competitive markets are forced by competition 
to adopt the most efficient technologies as they emerge, monopolies lack that competitive 
pressure. A monopolist, of course, has an incentive to invest in efficient technology, as that 
technology will reduce its costs and thereby increase its profits. But because the incentive 
structure is reduced, the implementation of new technology may be delayed. Society’s embrace 
of competitive markets as a means of maximizing aggregate wealth exists in a dynamic tension 
with the use of the exclusive rights over technological developments provided by the intellectual 
property laws. Because there may be no effective substitutes for some such developments, the 
exclusive rights provided under the patent law may amount to an economic monopoly. In 
exercising its monopoly power under the patent, the patentee may, like other monopolists, 
license the technology at rates that are sufficiently high as to exclude many uses. As a result, 
society is denied uses of a valuable technology, societal assets are misallocated, and deadweight 
social loss results the tension between intellectual property rights and competition is reflected in 
the uneasy relationship that has existed, and continues to exist, between the antitrust laws and the 
intellectual property laws, especially within patent and copyright law. In one view, perceived 
conflict between the policies of the Sherman Act and patent and copyright laws lacks substance. 
The competition laws are designed to foster economic welfare and so are the intellectual property 
laws. The latter employ exclusive rights as a means for generating new technology; and new 
technology raises societal welfare. The restraints imposed by intellectual property rights holders 
are in newly created markets that would not have existed had these restraints been barred ex ante. 
In this view, the intellectual property laws do not create restraints that would not exist in their 
absence. Finally, technology probably is largely responsible for much of our economic welfare, 
and the intellectual property laws are designed to foster the development of new technology. 
There are, however, more sophisticated ways of understanding the relation between the 
competition laws and the intellectual property laws. It is true that intellectual property laws help 
to provide the incentives that stimulate the technological innovation that enriches society. But 
that analysis is overly simple. Intellectual property laws generate both benefits and costs. Their 
major costs lie in the very exclusivity that they provide rights holders. Those laws not only 
generate new technology, they also restrict its use. This restriction—however justified as 
necessary to generate incentives—is nonetheless a social waste. Ideally, a society should limit 
intellectual property rights to a term in which the marginal social costs of the restraints that they 
facilitate are less than the marginal social benefits that they provide. 

The relationship between law and technology forms two distinct areas for discussion and debate, 
but both are intertwined and no discussion is complete without acknowledging the other. In any 
conversation on the future of the legal profession, there must be real consideration of the role 
that technology takes to shape and enhance that future. Similarly, any discussion on technology 
must involve proper acknowledgement and consideration of the legal framework in which it 
operates. 
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The use of new technologies in law firms echoes what is happening in the wider business 
economy where the emergence of new technologies, processes and automation has brought 
exciting change and vast consumer and business benefit but also a new modern work structure. 
Colloquially referred to as the gig economy, it encompasses a way of working where temporary 
positions are prevalent, freelance work is the norm and organizations contract with individuals 
on a short term basis. 

Advocates argue that the gig economy offers boundless innovation and empowers both workers 
and entrepreneurs, while critics suggest that it disenfranchises the workforce and undermines 
workers’ rights. New technologies present exciting opportunities but they also present 
uncertainty. Companies can efficiently automate processes, connect needs with solutions more 
quickly and allow companies to have a wider pool of ‘workers’ on standby, and we are on the 
verge of potentially immense upheaval. Without careful consideration, there could be a 
considerable loss of individual rights. 

As the recent cases relating to the gig economy such as Uber, Dewhurst v City Sprint and now 
Pamlico Plumbers are illustrating, the courts are alive to the inequality of bargaining power faced 
by individuals in these circumstances. The Law Society has suggested this is an area ripe for 
reform and has proposed that the government conduct a wide-ranging review and re-appraisal to 
assess whether the current legal definitions of employment status are fit for purpose. 

Professor Jeremias Prassl of Oxford University in his article examining how technology, existing 
law and practical measures could be used to solve a number of the social and legal problems 
created by new platforms warns that 'we have to be careful that "disruptive innovation" is not in 
danger of becoming a code word for breaking the law, with exploitation masked by technology'. 
This article forms part of a report by LexisNexis considering the gig economy and the 
implications for lawyers and their clients, highlighting that the employment status of those 
working in the gig economy is a complex issue for those advising not only affected individuals 
but also employers seeking to implement new working practices. 

This position is echoed by Nigel Rea, Director of Drafting, Forms and Precedents, LexisNexis: 
'New technology is exciting, but we shouldn’t let that cloud the fact that we work in an industry 
built on people - we believe this position underpins the successful deployment of any new 
technology' he writes in the forward to the LexisNexis report ‘Lawyers and Robots?’ which 
considers questions facing the legal industry regarding the adoption of new technology. 

Lawyers and others in the legal industry need to engage with these issues or they face becoming 
irrelevant to their clients. Clients (and lawyers) have a high expectation of what technology can 
deliver and this expectation is judged against their experience delivered by large technology 
firms such as Google and Apple. Lawyers themselves might well find that they are doing a very 
different job from their predecessors. 
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Technology is the catalyst by which the world turns. Over the past several years, technology has 
had a significant impact on the practice of law. With the rise of the internet, average Americans 
have a much larger access to legal information and they have over the past several decades. The 
practice of law for lawyers is changing as well. Lawyers once did all of their legal research using 
books. However, now most of that research is done electronically with legal research databases 
such as Westlaw and Lexis Nexis. Several technologies have come out recently that are changing 
the legal profession on the significant basis. 

One of the biggest steps that have enabled technology in law to involve is the digitalization and 
storage of case law, statutes, and regulations. Recently, Harvard Law School has made their 
entire Collection of case law available to the public. This has enabled technology firms to 
aggregate, store, and provides statistics about the law in a way that we have not seen in the past. 

Artificial intelligence is on the rise and may change how legal research is done. Recently, the 
company called ROSS Intelligence has started using the IBM computer called Watson in order to 
perform legal research. Specifically, they are attempting to get Watson to understand and 
interpret the legal terminology used by lawyers in order to look up case law and statutes.  Other 
firms are developing similar technology that will enable lawyers to delegate the task of 
reviewing contracts to a computer. Some firms are even trying to develop intelligent contracts 
that can alter themselves based on a variable set of information. 

Chat bots are also changing how people access legal information. With the rise of smart phone 
technology, people have access to large quantities of legal information at their fingertips. Now, 
there are various apps that you can download that will allow you to ask legal questions. 
Sometimes, those questions are not actually answered by an actual attorney but by computer. 
Consumers turned to these apps for mundane legal questions that they do not want to have to pay 
an attorney to answer. There is also an application called Docubot which allows users to generate 
legal documents. 

Virtual offices are making it easier for attorneys to practice law while saving on large overhead 
costs. Lawyers use to need to brick-and-mortar offices in order to conduct their business. Now, a 
lawyer maybe able your entire case remotely without you ever having to meet. Attorneys 
accomplish this by renting office space when they needed for things like depositions or 
mediations. 

Increased capabilities and legal research databases are also changing the legal profession some 
databases have broken down case law and statutes in a way that allows users to look up statistics 
on things like how often a judge has are ruled for plaintiffs. Databases are now incorporating 
non-legal sources such as newspapers and internet articles in order to provide a wider birth of 
information. 

With the rise of technology in the legal profession, more bar associations are making it 
mandatory for lawyers to have technology-based CLE programs. This means that older lawyers 



6 | P a g e  
 

will have to learn how to use things like form documents, Westlaw, and how to browse the 
internet. This is a big step because there are many lawyers who rely on paralegals to do the 
technical work and have little understanding of how far technology has come in the legal 
profession. 

Lastly, the rise of hacking has caused lawyers to evaluate whether or not they need cyber 
security protection. The attorneys have an obligation to keep the information and property of 
their clients in safekeeping and now that includes keeping that information away from hackers. 
Moreover, many lawyers are involved in setting policy in helping the United States combat 
hacking from foreign nations. 

Perhaps one day, they will do away with in person hearings and judges will decide everything 
based on reading a computer. I am sure eventually the Supreme Court will have to decide if that 
satisfies the requirements of due process. Until then, lawyers still have to suit up and get to court. 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 1:  INTRODUCTION 

Study material is given by: Miss. Mayurika Roy 

 

 

Crimes- wrongs- offences 

 

CONSTITUENTS OF A CRIME 

1)  It is an act of commission or omission, on the art of human being, that is considered harmful 

by the state; 

2)  The transgression of such harmful acts is prevented by a threat or sanction of punishment 

administered by the state; and 

3) The guilt of the accused s determined after the accusation against him has been investigates in 

legal proceedings of a special kind in accordance wit the provisions of law. 

DEFINITIONS 

Though it is different to give a precise definition of crime, many scholars have, from time to 

time, while focusing on one or the other dimension of a prohibited act, defined he term crime. 

William Blackstone, in his book, Commentaries on the Laws of England, has defined Crime as, 

“an act committed or omitted in violation of public law forbidding or commanding it.” However, 

the term ‘public law’ has different accepted connotations. Austin perceived it to be identical with 

constitutional law, while some other jurists equate it with positive law or ‘municipal law’. Each 

of these interpretations has their own merits and demerits. Perhaps, visualizing these 

inadequacies, Blackstone gave another definition, “a violation of the public rights and duties due 

to the whole community considered as a community.” Sergeant Stephen, modified this 
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definition to read, “A crime is a violation of a right, considered in reference to the evil tendency 

of such violation as regards the community at large.” Again, this definition is inadequate as the 

essential characteristic of a crime is not the violation of a right, but the doing of prohibited acts 

(e.g. possession of counterfeit coins). 

Both Blackstone and Stephens have stressed on the harm or injury committed to the community 

at large. Though this may be true for many crimes, not all crimes affect community at large. 

Also, there may be acts that are illegal and cause harm to a large section of community, but still 

are not considered crimes. E.g., the negligent management of a company’s affairs. 

John Gillin, has also defined crimes in terms of harm done to others. Crimes, he says, is “…an 

act that has been shown to be actually harmful to society, or that is believed to be socially 

harmful by a group of people that has the power to enforce its beliefs, and that places such act 

under the ban of positive penalties.” 

Professor SW Keeton has stated that, “A crime today would seem to be any undesirable act, 

which the state finds most convenient to correct by the institution of proceedings for the 

infliction of a penalty, instead of leaving the remedy to the discretion of some injured person.” 

Professor Goodhart has simply defined crime as any act which is punished by the state. 

Crime is defined in Halsbury’s Laws of England as “an unlawful act or default which is n 

offence against public and renders the person guilty of the act or default liable to legal 

punishment.” 

Other important and noteworthy definitions of crime are as follows. Crime is a serious anti-social 

action to which the state reacts consciously by inflicting pain (either punishment or correctional 

measures). Michael and Adler state that, “the most precise and least ambiguous definition of 

crime is that it which defines it as a behavior which is prohibited by the criminal code.” Section 

40 of the IPC 1860 states that ‘an offence denotes a thing made punishable by the code.’ Russell, 

in his classic work, On Crimes says that crime is the result of human conduct which the penal 

policy of the state seeks o prevent. 
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BA Wrotley combines moral and legal element and puts forth his definition as follows, “A crime 

is an offence against the law, and is usually an offence against morality, against a man’s social 

duty to his fellow members of society; it renders the offender liable to punishment.” 

 

ORIGIN OF CRIMINAL LAW 

Understanding the origins of criminal law helps understand its scope better. Broadly, there are 

four theories regarding the origin of criminal wrong, namely, civil wrong, social wrong, moral 

wrong and group conflict theory. 

1)  The civil wrong theory regards criminal law to have originated from torts. 

According to this theory, initially the injured parties sought redress to wrongs done to them, and 

later, some wrongs came to be realized as affecting the society at large. Thus the group, and later 

the state, took over the charge of the treatment in its own hands. This may be true for crimes like 

deceit, defamation etc, but proves inadequate for crimes such as treason, sedition etc that, from 

the very beginning were regarded as wrongs against society. 

2)  Social wrong theory postulates that criminal law originated as a national process of unified 

society. Thus society makes regulations to prevent the repetition of wrongs. Again, though this 

theory may hold true in cases of serious offences like murder, robbery, dacoity etc, it does not 

explain how criminal law developed over the course of time. 

3)  The moral wrong theory says that criminal law originated in and is the crystallization f 

morals, traditions and the like. Customs that persisted over longs periods of time, got an ethical 

foundation and its violation came to receive hostile reaction from the society. Penal laws and 

punishments were formulated against such acts. However, this explains only conventional crimes 

against persons and 

property, but not many economic and other social crimes like hoarding, tax evasion etc. 
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4)  The group conflict theory holds that criminal law developed in the conflicts between rival 

groups in order to protect each other’s interests. Thus, through criminal law, the powerful group 

forces the state to prohibit acts that may endanger their position. However, offences against the 

state and public tranquility etc are not explained by this theory, though some offences relating 

property interests may be explained away. 

SCOPE 

I. ECONOMIC CRIMES AGAINST THE SOCIETY 

In a Laissez-faire economy, the waste of property is, like its accumulation, a matter of private 

concern. Today, however, there are only a small percentage of people who still believe in the 

sanctity of property, immunization from official interference or regulation. An important factor 

in the change in public philosophy has been the total war in the twentieth century. Outside the 

emergencies of war conditions, the growing recognition of the social function and use of 

property has led to more permanent change in the legal values. 

In India, since the early 90s, economic have caused havoc in the Government managed 

institutions like Banks, Public Sector undertakings, Telecom department, Insurance Companies 

etc. this has become a serious concern to the government and the people. 

Even as early at 1860, when the penal code was enacted, provisions for cheating (Sec 420), 

criminal breach of trust (Sec 409), Counterfeit of coins (Sec 232) etc were provided to deal with 

these issues. However, with the development of technology, means of transport and 

communication etc has also resulted in the increase of economic crimes. Economic crimes are 

committed by intelligent but devious individuals involving huge sums of public or government 

money. 

The main types of such economic crimes include primary and secondary market frauds, bank, 

insurance, non-banking finance company frauds, issuance of fake currencies and stamps etc. 

Other forms include tax evasions, money laundering, smuggling, evasion of excise duties, 

cultural objects’ theft, trade in human body parts, racketeering in employment and travel 

documents etc. 
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Several legislations have been made consequently to counter these crimes such as the Income 

Tax Act, Customs Act 1962, COFEPOSA, 1974, Central Excise and Salt Act, 1944, Banking 

Regulation Act, 1949, Passport Act, 1920 etc. 

II SEXUAL PERMISSIVENESS AND THE CRIMINAL LAW 

Certain types of individual behavior, once severely condemned by prevalent concepts of morality 

and public order, have become widely tolerated and more acceptable to society. This trend is 

seen greatly in the area of sexual behavior as can be seen from the growing abolition of 

criminality of homosexual conduct between consenting adults carried out in private. The rapidly 

growing number of jurisdictions that have abolished, or greatly limited, the criminality of 

abortion is yet another example. 

The greater permissiveness towards homosexuality is essentially a product of changed ideas of 

social morality. Nowadays, homosexuality is not considered morally so blameworthy that it 

requires criminal attention. The repealing of Section 377 of the IPC in India in 2009 was 

following the recognition of this fact. 

The changing view on abortion is, however, a product of social change. It is a response to the 

worldwide population growth- now recognized as one of the major dangers to the civilized 

survival of mankind. Also, the realization of the fact that millions of illegal abortions have long 

made a mockery of the law, and that growing pressure towards abortion will make legal 

sanctions increasingly ineffective may be yet another contributory factor to this. Until recently, 

the great majority of criminal laws legalized abortion only where the life (and more dubiously 

the health) of the mother were in danger, a rapidly growing number of laws now greatly widens 

the grounds of permissible abortions, or in some countries even abolishes its criminality 

altogether. 

III ENVIRONMENTAL POLLUTION AND THE CRIMINAL LAW 

An increasing use of criminal sanction, which is often complimentary to damages and 

administrative sanctions, has resulted from the recognition of the dangers of massive pollution of 

the environment, through despoliation of the land, water and the air, by industrial waste, 
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chemicals, oil, the dumping of garbage, the indiscriminate use of pesticides etc. the awareness 

has dawned that it threatens the very conditions of social survival. Thus an area, which until 

recently, has remained outside the legal regulation altogether has become a major object of social 

condemnation, supported by criminal sanctions. 

Under the IPC, section 268 defines ‘public nuisance’. In the section following public nuisance, 

several specific instances of public nuisances and their punishments are given. Those important 

from the perspective of environmental protection are the following. Sec.277 covers water 

pollution, Sec.278 atmospheric pollution, Sec.284 deals with negligent conduct with respect to 

poisonous substances. Ss. 290 and 291 general sections dealing with punishments for public 

nuisances not otherwise provided for and for continuance even after issuance of injunction order. 

Several legislations have been made for the protection and conservation of the same in several 

countries across the world. India also has passed many laws such as the Biological Diversity Act, 

2002, Environment (Protection) Act, 1986, Forest (Conservation) Act, 1980, Air (Prevention and 

Control of Pollution) Act, 1981, Water (Prevention and Control of Pollution) Act, 1974, the 

Wildlife (Protection) Act, 1972 etc. 

There are some provisions under the environmental protection laws, the violation of which is 

visited with penal consequences. Therefore, such acts of violations are offences and hence 

criminal in nature. For instance, Sec 51 of the Wildlife (Protection) Act, 1972 provides penalties 

for commission of offences defined and provided for in the Act. 

IV CYBER CRIMES 

Today, cyber crimes are emerging as a serious threat. Governments, police departments and 

intelligence units have started to take serious initiatives for counter this threat. Special cyber 

cells have been created by the Indian police, and steps have to been taken to educate the 

personnel and the public on the issue. 

The emergence of internet and increasing reliance on it for communication, e-commerce etc, has 

not just improved opportunities and made our lives easier, but has also provided scope for a new 

type of crime-cyber crime. Cyber crime is a term used to broadly describe criminal activity in 
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which computers or computer networks are a tool, a target, or a place of criminal activity and 

include everything from electronic cracking to denial of service attacks. It is also used to include 

traditional crimes in which computers or networks are used to enable the illicit activity.[12] 

The several forms of cyber crimes are- unauthorized access and hacking, Trojan horse, virus and 

worm attack, e-mail and Internet Relay Chat (ICR) related crimes, e-commerce, investment 

related crimes, defamation, breach of privacy and confidentiality etc. 

The criminal activities traditional in nature can be dealt with using provisions of the IPC dealing 

with forgery, defamation, theft, fraud etc. The Information Technology Act, 2000 is a legislation 

that provides ways to deal with cyber crimes. This Act aims to provide the legal infrastructure 

for e-commerce in India. The legal framework provides sanctity to electronic records and other 

activities carried out by electronic means and also grants acceptance to contracts expressed by 

electronic means of communication. The Act provides for Regulation of certifying authorities, 

cyber regulation appellate Tribunal, defines the offences and punishments for specific offences 

(chapter XI) etc. 

V CRIMINAL LAW IN THE WELFARE STATE 

A whole new area of criminal law developed out of the steadily increasing responsibilities of the 

modern state for the maintenance of certain crucial standards demanded by the proper 

functioning of a modern and industrialized society. These standards are embodied in a great 

variety of statutory regulations. They concern safety appliances and sanitary standards in 

factories and mines, the minimum standard in housing accommodation, purity and minimum 

quality of food stuff, drugs and medical preparations offered to the public, compliance to the 

statutory obligations, unemployment insurance and other forms of social security, registration of 

professional and trade qualifications etc. The statutes mostly provide for the fulfillment of such 

obligations mainly in the form of fines. 

The public welfare offences are essentially more standardized and such offences are considered 

ought to be punished strictly in the interest of public welfare, irrespective of the considerations of 

guilt. A vast proportion of these offences are imputable to corporations rather than the 

individuals such as in the case of social-insurance obligations, food and health standards etc. it is 
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in fact desirable that the corporations are held liable instead of individuals. The very large 

number of cases under such offenses makes the determination of individual guilt very difficult 

thereby justifying the imposition of strict liability in the light of social welfare. 

VI CORPORATION AND CRIMINAL LIABILITY 

The corporation, today, is a predominant unit and a normal defendant, in actions of economic 

and social impact has a profound effect on this branch of criminal law. A corporate body is, by 

the law, equated to physical individual, but it is not an individual. Except for the purely 

administrative or welfare offence, the criminal law appears to be individual. It can direct itself to 

corporate body only by a further process of imputation. According to the criminal responsibility, 

the corporation itself divides into several aspects. 

First – a clear distinction should be made between vicarious liability of the master for the acts of 

the servant, and imputation of the actions of a person in the employment, or acting on behalf of 

the corporation which are properly imputable to the latter. Imputed liability is not vicarious but 

original. 

Secondly- the nature of the criminal sanctions imposes certain obvious limitations on the 

categories of crimes which may be imputed to a corporation. Corporations cannot be executed or 

imprisoned and therefore would exclude certain grave offences like murder rape etc and neither 

practice nor doctrine has hitherto extended responsibility off corporation to these offences. 

Third- the rejection of vicarious as distinct from imputed, liability in the field of criminal law 

makes it necessary to define the type of relationship to make to proper to impute the criminal 

action of an individual to the corporation. 

V COMPARISON BETWEEN CRIMES AND OTHER WRONGS 

5.1 MORALITY, ETHICS AND CRIMINAL WRONGS 

The word ‘crime’ is derived from the Greek word ‘krimos’, which is synonymous with the 

Sanskrit word ‘karma’ which means social order. It is also derived from a Latin word meaning 

‘to accuse’. Combining the modern meaning of both the roots, ‘crime’ is ‘a most validly 
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accusable act’. Thus ‘crime’ would be applicable “to those acts that go against the social order 

and are worthy of serious condemnation.” Garafalo, an eminent criminologist, says, “Crime is 

an immoral and harmful act that is regarded as criminal by public opinion because it is an injury 

to so much of the moral sense as to community-a measure which is indispensable for the 

adaptation of the individual to society.” 

However, Criminal law is narrower than morality. Crime involves some definite, gross, 

undeniable injury caused by some overt action. Ingratitude, hard heartedness, loathing etc are not 

crimes and hence not punishable, though they may be considered wrongs from a moral 

perspective. The overt acts or omissions must be capable of being distinctly proven to inflict 

some definite evils either on specific persons or at the community at large. Here, the term evil 

refers to a ‘harm’ and not an ethical or moral value. 

Considering wrongs and crimes to be two intersecting circles, the intersection of the two would 

be the crimes such as rape, robbery, murder etc that are wrongs even without the backing of 

criminal law. 

Distinction between the two can be seen from several instances. While a nieghbour may be 

morally bound to help a starving neighbour, (if he is capable to do so) it is not a legal obligation 

to do so. They are not sufficiently serious for an action in crimes or even law for that matter. 

They are simply immoral or ethical wrongs. On the other hand, wrongs like nuisance, robbery, 

murder, rape etc are sufficiently serious for legal action. 

There are many acts that are prohibited not because of their immoral nature, but for social 

expediency and other factors. For instance, traffic offences, customs, hoarding etc. Other 

harmless acts like vagrancy and loitering, possessions of drugs, weapons etc (even without intent 

to use them) are also criminal in nature. 

5.2 CIVIL LAW AND CRIMINAL WRONGS 

5.2.1 TORT AND CRIMES 

The wrongs serious enough for state actions are responded to by the state in two ways, at the 

instance of the individual or group, or by itself taking a direct action. i.e., when the gravity or 
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magnitude of injury is more concentrated on the individual, the wrong doer is asked to 

compensate the injured in terms of money. E.g. libel, nuisance, negligence etc. this type of 

wrong is termed ‘civil wrong’ or ‘tort’ and civil remedies are open for such wrongs. 

Where the gravity or magnitude of the offence is more concentrated on the public at large, public 

condemnation (as in the case of moral wrongs) and compensation (as in the case of civil wrongs) 

is ineffective. Such wrongs, like dacoity, murder, rape, treason etc destroy the very fabric of law 

and order and jeopardize the state’s existence or create widespread panic. Therefore, it becomes 

appropriate that the state stresses punishment for the wrong doer. These are called ‘public 

wrongs’ or ‘crimes’ for which criminal proceedings are instituted by the state, and the culprit is 

punished in a court of law if found guilty. 

However, it is not always necessary that all wrongs are either civil or criminal. There are certain 

wrongs, called ‘felonious tort’ such as deceit, trespass, malicious prosecution etc that fall under 

the category of tort and crimes depending on whether it is looked upon from the point of view of 

the individual or as a menace to the society. Thus in all such cases, two different kinds of actions 

are open against the wrong doer. In India, the rule of ‘merger of tort in felony’ (and later its 

modified version that the civil wrong is merely suspended till criminal prosecution for the crime) 

is not accepted. An injured person can maintain an action for damages for a tortious act, even 

though it amounts to a crime, without, in the first instance, instituting criminal proceedings 

against the offender. 

Though both ‘tort’ and crime are violation of right in rem, i.e., right vested in some determinate 

person and available against the world at large and secondly, in case of both wrongs, the rights 

and duties are fixed by law irrespective of the consent of the parties, unlike contract. However 

there are differences between the two- 

1)  A tort is a private wrong against an individual whereas crime is a public wrong which affects 

the society at large. 

2)  In tort, the wrong doer has to compensate the injured; in a crime he is punished by the state. 
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3)  In the case of a tortuous liability, the immediate purpose of the suit is to provide 

compensation to the injured, whereas in a criminal trial, the criminal is punished and sent to jail, 

asked to pay fine etc not only for the sake of redress but also to set an example[18] for like 

minded people do not indulge in such activities again. 

4)  In a tort, the action is brought by he injured, whereas in a crime, the proceedings are initiated 

by the state except for offences such as adultery, defamation etc where complaint has to be made 

by the aggrieved party. 

5)  The emphasis is laid more on the wrong committed by the accused in a criminal trial, but in a 

tort, the emphasis is on the victim’s injury. He is free to initiate the suit either in a civil court or a 

consumer forum to seek damages and compensations. 

6)  The burden of proof differs as also the standard of proof required, proof beyond reasonable 

doubt in crimes as against, preponderance of probability in a tort. 

5.2.2 BREACH OF CONTRACT AND CRIMES 

A few dangerous breach of contract are criminally punishable and few types of debt frauds are 

crimes. But on the whole, the law in this area is weak and under enforced. For the most part, the 

breach of contract is a crime. Incurring a contracted debt by deception is often criminal, but 

getting a contractual benefit and then dishonestly avoiding paying for it generally not. The 

remedy for the aggrieved party is to bring a civil action for debt damages, specific performance 

or injunction. A contracting party who fails to comply with the court’s order of specific 

performance or injunction may be sent to prison for contempt of court, but it is regarded civil, 

rather than criminal. 

5.3 CRIME AS A SOCIAL WRONG 

The definition given by John Gillin is a sociological definition of crime. But this view also fails 

to explain a number of criminal behaviours. When the legislature enacts that a certain act shall 

become or cease to become a crime, it does not change the nature of the act, but merely its legal 

classification. In other words, a mere change in the name attributed to the behaviour changes 

without any change to the ‘social reaction’ to the act remains the same for, the ‘social interest’ 
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has remained unaltered. E.g. though dowry is a crime, there is hardly any change in the people’s 

attitude. In fact, perhaps it is more evident today with more reported cases of dowry deaths each 

year. 

5.4 CRIMES AND PROCEDURAL WRONGS 

Wrongs sometimes are differentiated on the basis of the difference in the procedure initiated. 

Austin says, “A wrong which is pursued by the sovereign or his subordinates is a crime. A wrong 

which is pursued at the discretion of the injured party and his representatives is a civil injury.” 

However, there are a number of offences in which the prosecution can be initiated only at the 

instance of the injured party, just like in torts. No court will take cognizance of the offence of 

adultery and of criminal elopement (IPC ss 497, 498), except on complaint by the husband of the 

woman. 

Kenny gives a modified version, “Crimes are wrongs whose sanction is punitive, and is in no 

way remissible by any private person, but is remissible by the Crown alone, if remissible at all.” 

However, there are a number of compoundable offences that are remissible by some gratification 

from the accused. 

5.5 CRIMES AND PUBLIC WRONGS 

The two definitions given by Blackstone and later by Stephen, limit the scope of crime to 

violations of ‘public law’. As such they would cover only political offences, i.e. offences against 

the state which, in actuality only cover a small portion of criminal law. If ‘public law’ is taken as 

an equivalent of ‘positive law’ or ‘municipal law’, it would become too wide, covering all legal 

wrongs. It cannot be interpreted to include both constitutional law and criminal law, as it would 

be fallacious to define crime in terms of constitutional law. Stephen’s subsequent definition also 

falls short as it covers only rights. Criminal law also encompasses omissions in the performance 

of duties required by law. Willful omission to provide food, clothing, shelter to a child by a 

father a police officer remaining passive to another police officer torturing a suspect for extorting 

confession etc amount to crimes. 
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These definitions also stress for crimes to be breaches of law which injure the community. As 

has already been seen, neither are all crimes are injurious to community, nor are all acts injurious 

to community, crimes. In fact, some times, acts advantageous to the community or society as a 

whole may also be considered a crime as in the case of R v.Ward. 

When we have come down to bringing  out a difference between Crime and Wrong at Common 

law then the immediate idea, which would strike the mind of any person would be that of crime 

versus torts or civil wrong. However, through this paper author tries to define the meaning of 

other wrong besides what wrong really is with respect to Common law. 

Crime is defined according to the Black’s law dictionary1as “Any act which is done in violation 

of those duties which an individual owes to the community, and for the breach of which the law 

has provided that the offender shall make satisfaction to the public . A crime or public offence is 

an act committed or omitted in violation of a law forbidding or commanding it, and to which is 

annexed upon conviction, either, or a combination, of the following punishments: (1) death; 

(2)imprisonment; (3) fine; (4) removal from the office; or (5) disqualification to hold and enjoy 

any office of honor, trust, or profit. While many crimes have their origin at common law, most 

have been created by statute; and, in many states, such have been codified.” 

Torts has been defined from the same source as the above as “A private or civil wrong or injury, 

other than breach of contract, for which court will provide a remedy in the form of an action for 

damages. A violation of a duty imposed by general law or otherwise upon all persons occupying 

the relation to each other which is involved in a given transaction. There must always be a 

violation of some duty owing to plaintiff, and such duty must arise by operation of law and not 

by mere agreement of the parties”. 

While wrong has been defined by Black’s law dictionary as” A violation of the legal rights of 

another; an invasion of right to the damage of the parties who suffer it, especially a tort. It 

usually signifies injury to person, property or relative non contractual rights of another than 

wrongdoer, with or without force, but, in more extended sense, includes violation of contract”. 

Thus by stating these definitions of crime, torts, and wrong we can get a clear idea what exactly 

other wrongs mean. It is very clearly stated in the definition of wrong that it refers to torts 

especially and in more extended sense it refers to the violation of contract which as we know 

doesn’t come under torts , and is rather an exception.  A breach of contract is basically the duty 
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which two individual parties have towards each other but both breach of contract and tort are 

against the criminal liability. 

DIFFERENCE BETWEEN CRIME AND CIVIL WRONGS BASED ON THEIR 

ELEMTARY NEEDS 

From the recommencement the idea of crime and civil wrong or tort in this case was not very 

sharply distinguished. The problem was, whatever principles people had learned for 

understanding of criminal law was applied to that of civil law. In common law, a victim was able 

to gain justice for the same wrongful act which was committed either through criminal law or 

through law of tort. Hence here are some differences between the wrong. 

 Theory of Offence: When we talk with reference to  this theory we can very well see that in 

crime the offence is against the whole society hence it prohibits public wrong while in civil 

law the offence is against an individual who has suffered the injury, it caters to private 

interest  and private wrong. 

 Purpose – One of the most carved out distinction between the purpose of the two is that 

criminal law when there is a violation of the laws the guilty is punished by following 

incarceration in a prison, fine or both and last but not the least with death penalty.  While in 

civil wrong the person who is at fault is liable to provide reimbursement to the injured. 

 Very peculiar thing which is noticeable in crime is that the state prosecutes the person at fault 

for the offence, and there is nothing as consent when a prosecution is brought. While when it 

comes to that of civil wrong, the victim is the main master to decide whether he would like to 

claim for tort or would choose not to do so. 

 Proportionality-In theory of criminal law, at least, we come across the fact that the 

Punishment which is given to the offender should be in proportion to the culpability of the 

actor and how serious the wrong which has been committed. But in tort law it does not 

support the remedies which are in proportion to the wrong committed to injurer . The 

compensation which is provided in civil wrong done based the idea of proportionality. For 

example for say there are three people A, B and C who the wrong of negligence in various 

degree but the compensation would be in proportionality for all three offenders. 

 Burden of Proof-   The category of the responsibility which lies in crime is that of guilt which 

needs to be proved by the government so as to make a point of proving the that the defendant 

was found to be guilty since the burden of proving lies entirely on the government. While in 
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case of civil wrong plaintiff is entrusted with the work of burden of proving and then it later 

on shifts to the defendant , when he has to refute the evidence which is provided by the 

plaintiff. 

 Time of Action- The deadline or the final time of action in case of Crime is that there is a 

concept of Statute of Limitation involved for all crimes except in case of murder. In this case 

the time limit is calculated from the time the crime was committed. Once the statute expires, 

the court cannot charge punishment to the defendant. While when we talk with reference to 

the civil wrong we find that the type of cause of cause of action plays a major role when it 

comes to deciding onto the statutory limitation period. Civil wrong is also guided by the 

principle of equitable estoppelswhen it comes to the deadline of action and laches. 

These were basically the difference between the civil wrong/ tort and crime. Now through this 

paper I would like bring out the difference between crime and Breach of Contract , which have 

already proved to fall under the category of civil wrong. 

 

DIFFERNCE BETWEEN CRIME AND BREACH OF CONTRACT 

 When coming down to distinguishing these three : tort, breach of contract and crime we found 

the following difference 

 A contract mainly consists of a promise factor for which the law provides with a remedy in 

case there is a violation of the promise kept. .If the party fails to fulfill the promise which is 

contractual in nature or conveys to the other person that he won’t be able to honor the contract 

then he seems to have committed breach of contract. This is regarded to be strict liability 

standards. The breach of the contract gives the party who is injured the right to seek monetary 

reimbursement unlike in the case of state which does not wish for non-monetary punishment 

in such breaches. While Crime seems to differ from contracts. The state in this case can seek 

for sanctions as well as give punishment such as imprisonment. Moreover the main 

contention which needs to be understood is that everything which is found to be equal in 

crime receive criminal punishment only while in contracts the result is civil liability. 

 An excellent example from the view of economics theory would be the best. Hence  when we 

take the example of the concept described by Richard Posner , he uses the idea of something 

which a person can gain voluntarily , being more efficient and the involuntary transaction so 
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as to come to a conclusion with respect of criminal punishment and the sanctions which are 

civil in nature. He gives an example to explain such idea. He says that it would be more easier 

to have the neighbor ‘s car through negotiation or rather than simply just taking it. Stealing of 

the car would not improve the allocation of the resources since it would not make it more 

valuable , since the person who wants car is not ready to pay the price of the car. If the person 

is allowed to steal the car then the owner will have to use more resources which would mean 

that the victims resources which would be used to prevent the car from being taken. This 

would only result in the increase in the amount of expenditure and there would be no social 

benefit. 

When it comes to the point of criminal law it is seen that if the point is mainly not to                   

encourage behavior which is inefficient then in that case Poser is right in his approach when he 

says that tort law is not enough for fighting it. He explains by basically putting total focus on the 

subject of the ineffectiveness of pricing crimes. He states that the people who are from affluent 

class would come into line only when monetary sanctions are imposed, but when it comes to 

non-affluent members of the society it would just not work on them. Since they would not be in a 

position to pay money hence crimes like rape are prices to be very high. He then again goes on to 

give the example wherein there is for say a car which and accident occurs so in this case. If the 

penalty was found to be imprisonment then some would give up driving but no we know that 

driving is a necessity so only compensation would be preferred rather than punishment. 

 Describing the differences in a nut shell are as follows : 

 The purpose of the criminal law is basically use the force of punishment as a sanction 

while as that of breach of contract is that to protect the rights of the parties by providing 

them with compensation based on monetary. 

 Men rea is the main factor behind when we talk with reference to crime or that of 

imposing the criminal liability on the person who is at fault while when we talk with 

reference to the breach of contract there  already the pre-settled damage at hand. 

  When we talk with reference that the wrongdoer has the duty in rem ; which means that he 

should not harm anyone. It is a duty which is stated in that statute. While in breach of 

contract the right is available only against a private person. 

CONCLUSION 
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Through this paper, Author has tried to differentiate between the nature of crime and tort, which 

is also called the Civil wrong. It was found that in crime, the wrong is against the public mainly 

and tort is against the private party. Crime and civil wrong are of the same nature at some point 

or the other but some elements is what makes all the difference. In both breach of contract and 

tort compensation is provided while in case of crime punishment is the only thing many a times 
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Study material is  given by: Miss. Mayurika Roy 

 
Cyber Law of India: Introduction 

 

In Simple way we can say that cyber crime is unlawful acts wherein the computer is either a tool 
or a target or both 

Cyber crimes can involve criminal activities that are traditional in nature, such as theft, fraud, 
forgery, defamation and mischief, all of which are subject to the Indian Penal Code. The abuse of 
computers has also given birth to a gamut of new age crimes that are addressed by the 
Information Technology Act, 2000. 

We can categorize Cyber crimes in two ways 
 
The Computer as a Target :-using a computer to attack other computers. 

e.g. Hacking, Virus/Worm attacks, DOS attack etc. 

The computer as a weapon :-using a computer to commit real world crimes. 

e.g. Cyber Terrorism, IPR violations, Credit card frauds, EFT frauds, Pornography etc. 
 
Cyber Crime regulated by Cyber Laws or Internet Laws. 

Technical Aspects 
 
Technological advancements have created new possibilities for criminal activity, in particular the 
criminal misuse of information technologies such as 

a. Unauthorized access & Hacking:- 

Access means gaining entry into, instructing or communicating with the logical, arithmetical, or 
memory function resources of a computer, computer system or computer network. 

Unauthorized access would therefore mean any kind of access without the permission of either 
the rightful owner or the person in charge of a computer, computer system or computer network. 

Every act committed towards breaking into a computer and/or network is hacking. Hackers write 
or use ready-made computer programs to attack the target computer. They possess the desire to 
destruct and they get the kick out of such destruction. Some hackers hack for personal monetary 
gains, such as to stealing the credit card information, transferring money from various bank 
accounts to their own account followed by withdrawal of money. 

By hacking web server taking control on another persons website called as web hijacking 
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b. Trojan Attack:- 

The program that act like something useful but do the things that are quiet damping. The 
programs of this kind are called as Trojans. 

The name Trojan Horse is popular. 

Trojans come in two parts, a Client part and a Server part. When the victim (unknowingly) runs 
the server on its machine, the attacker will then use the Client to connect to the Server and start 
using the trojan. 

TCP/IP protocol is the usual protocol type used for communications, but some functions of the 
trojans use the UDP protocol as well. 

c. Virus and Worm attack:- 

A program that has capability to infect other programs and make copies of itself and spread into 
other programs is called virus. 

Programs that multiply like viruses but spread from computer to computer are called as worms. 

d. E-mail & IRC related crimes:- 

1. Email spoofing 

Email spoofing refers to email that appears to have been originated from one source when it was 
actually sent from another source. Please Read  

2. Email Spamming 

Email "spamming" refers to sending email to thousands and thousands of users - similar to a 
chain letter. 

3 Sending malicious codes through email 

E-mails are used to send viruses, Trojans etc through emails as an attachment or by sending a 
link of website which on visiting downloads malicious code. 

4. Email bombing 

E-mail "bombing" is characterized by abusers repeatedly sending an identical email message to a 
particular address. 

5. Sending threatening emails 

6. Defamatory emails 
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7. Email frauds 

8. IRC related 

Three main ways to attack IRC are: "verbalâ⦣8218;?Ŧ#8220; attacks, clone attacks, and flood 
attacks. 

e. Denial of Service attacks:- 

Flooding a computer resource with more requests than it can handle. This causes the resource to 
crash thereby denying access of service to authorized users. 

Examples include 

attempts to "flood" a network, thereby preventing legitimate network traffic 

attempts to disrupt connections between two machines, thereby preventing access to a service 

attempts to prevent a particular individual from accessing a service 

attempts to disrupt service to a specific system or person.  

Distributed DOS 

A distributed denial of service (DoS) attack is accomplished by using the Internet to break into 
computers and using them to attack a network. 

Hundreds or thousands of computer systems across the Internet can be turned into “zombies” and 
used to attack another system or website. 

Types of DOS 

There are three basic types of attack: 

a. Consumption of scarce, limited, or non-renewable resources like NW bandwith, RAM, 
CPU time. Even power, cool air, or water can affect. 

b. Destruction or Alteration of Configuration Information 

c. Physical Destruction or Alteration of Network Components 

e. Pornography:- 

The literal mining of the term 'Pornography' is “describing or showing sexual acts in order to 
cause sexual excitement through books, films, etc.” 
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This would include pornographic websites; pornographic material produced using computers and 
use of internet to download and transmit pornographic videos, pictures, photos, writings etc. 

Adult entertainment is largest industry on internet.There are more than 420 million individual 
pornographic webpages today. 

Research shows that 50% of the web-sites containing potentially illegal contents relating to child 
abuse were ‘Pay-Per-View’. This indicates that abusive images of children over Internet have 
been highly commercialized. 

Pornography delivered over mobile phones is now a burgeoning business, “driven by the 
increase in sophisticated services that deliver video clips and streaming video, in addition to text 
and images.” 

Effects of Pornography 

Research has shown that pornography and its messages are involved in shaping attitudes and 
encouraging behavior that can harm individual users and their families. 

Pornography is often viewed in secret, which creates deception within marriages that can lead to 
divorce in some cases. 

In addition, pornography promotes the allure of adultery, prostitution and unreal expectations 
that can result in dangerous promiscuous behavior. 

Some of the common, but false messages sent by sexualized culture. 

Sex with anyone, under any circumstances, any way it is desired, is beneficial and does not have 
negative consequences. 

Women have one value - to meet the sexual demands of men. 

Marriage and children are obstacles to sexual fulfillment. 

Everyone is involved in promiscuous sexual activity, infidelity and premarital sex. 

Pornography Addiction 

Dr. Victor Cline, an expert on Sexual Addiction, found that there is a four-step progression 
among many who consume pornography. 

1.Addiction: Pornography provides a powerful sexual stimulant or aphrodisiac effect, followed 
by sexual release, most often through 

masturbation. 
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2.Escalation: Over time addicts require more explicit and deviant material to meet their sexual 
"needs." 

3.Desensitization: What was first perceived as gross, shocking and disturbing, in time becomes 
common and acceptable. 

4.Acting out sexually: There is an increasing tendency to act out behaviors viewed in 
pornography. 

g. Forgery:- 

Counterfeit currency notes, postage and revenue stamps, mark sheets etc can be forged using 
sophisticated computers, printers and scanners. 

Also impersonate another person is considered forgery. 

h. IPR Violations:- 

These include software piracy, copyright infringement, trademarks violations, theft of computer 
source code, patent violations. etc. 

Cyber Squatting- Domain names are also trademarks and protected by ICANN’s domain dispute 
resolution policy and also under trademark laws. 

Cyber Squatters registers domain name identical to popular service provider’s domain so as to 
attract their users and get benefit from it. 

i. Cyber Terrorism:- 

Targeted attacks on military installations, power plants, air traffic control, banks, trail traffic 
control, telecommunication networks are the most likely targets. Others like police, medical, fire 
and rescue systems etc. 

Cyberterrorism is an attractive option for modern terrorists for several reasons. 

1.It is cheaper than traditional terrorist methods. 

2.Cyberterrorism is more anonymous than traditional terrorist methods. 

3.The variety and number of targets are enormous. 

4.Cyberterrorism can be conducted remotely, a feature that isespecially appealing to terrorists. 

5.Cyberterrorism has the potential to affect directly a larger number of people. 

j. Banking/Credit card Related crimes:- 
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In the corporate world, Internet hackers are continually looking for opportunities to compromise 
a company’s security in order to gain access to confidential banking and financial information. 

Use of stolen card information or fake credit/debit cards are common. 

Bank employee can grab money using programs to deduce small amount of money from all 
customer accounts and adding it to own account also called as salami. 

k. E-commerce/ Investment Frauds:- 

Sales and Investment frauds. An offering that uses false or fraudulent claims to solicit 
investments or loans, or that provides for the purchase, use, or trade of forged or counterfeit 
securities. 

Merchandise or services that were purchased or contracted by individuals online are never 
delivered. 

The fraud attributable to the misrepresentation of a product advertised for sale through an 
Internet auction site or the non-delivery of products purchased through an Internet auction site. 

Investors are enticed to invest in this fraudulent scheme by the promises of abnormally high 
profits. 

l. Sale of illegal articles:- 

This would include trade of narcotics, weapons and wildlife etc., by posting information on 
websites, auction websites, and bulletin boards or simply by using email communication. 

Research shows that number of people employed in this criminal area. Daily peoples receiving 
so many emails with offer of banned or illegal products for sale. 

m. Online gambling:- 

There are millions of websites hosted on servers abroad, that offer online gambling. In fact, it is 
believed that many of these websites are actually fronts for money laundering. 

n. Defamation: - 

Defamation can be understood as the intentional infringement of another person's right to his 
good name. 

Cyber Defamation occurs when defamation takes place with the help of computers and / or the 
Internet. E.g. someone publishes defamatory matter about someone on a website or sends e-mails 
containing defamatory information to all of that person's friends. Information posted to a bulletin 
board can be accessed by anyone. This means that anyone can place 
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Cyber defamation is also called as Cyber smearing. 
 
Cyber Stacking:- 

Cyber stalking involves following a persons movements across the Internet by posting messages 
(sometimes threatening) on the bulletin boards frequented by the victim, entering the chat-rooms 
frequented by the victim, constantly bombarding the victim with emails etc. 

In general, the harasser intends to cause emotional distress and has no legitimate purpose to his 
communications. 

p. Pedophiles:- 

Also there are persons who intentionally prey upon children. Specially with a teen they will let 
the teen know that fully understand the feelings towards adult and in particular teen parents. 

They earns teens trust and gradually seduce them into sexual or indecent acts. 

Pedophiles lure the children by distributing pornographic material, then they try to meet them for 
sex or to take their nude photographs including their engagement in sexual positions. 

q. Identity Theft :-  
 
Identity theft is the fastest growing crime in countries like America. 

Identity theft occurs when someone appropriates another's personal information without their 
knowledge to commit theft or fraud. 

Identity theft is a vehicle for perpetrating other types of fraud schemes. 

r. Data diddling:- 

Data diddling involves changing data prior or during input into a computer. 

In other words, information is changed from the way it should be entered by a person typing in 
the data, a virus that changes data, the programmer of the database or application, or anyone else 
involved in the process of having information stored in a computer file. 

It also include automatic changing the financial information for some time before processing and 
then restoring original information. 

s. Theft of Internet Hours:- 

Unauthorized use of Internet hours paid for by another person. 
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By gaining access to an organisation's telephone switchboard (PBX) individuals or criminal 
organizations can obtain access to dial-in/dial-out circuits and then make their own calls or sell 
call time to third parties. 

Additional forms of service theft include capturing 'calling card' details and on-selling calls 
charged to the calling card account, and counterfeiting or illicit reprogramming of stored value 
telephone cards. 

t. Theft of computer system (Hardware):- 

This type of offence involves the theft of a computer, some part(s) of a computer or a peripheral 
attached to the computer. 

u. Physically damaging a computer system:- 

Physically damaging a computer or its peripheralseither by shock, fire or excess electric supply 
etc. 

v. Breach of Privacy and Confidentiality 

Privacy 

Privacy refers to the right of an individual/s to determine when, how and to what extent his or 
her personal data will be shared with others. 

Breach of privacy means unauthorized use or distribution or disclosure of personal information 
like medical records, sexual preferences, financial status etc. 

Confidentiality 

It means non disclosure of information to unauthorized or unwanted persons. 

In addition to Personal information some other type of information which useful for business and 
leakage of such information to other persons may cause damage to business or person, such 
information should be protected. 

Generally for protecting secrecy of such information, parties while sharing information forms an 
agreement about he procedure of handling of information and to not to disclose such information 
to third parties or use it in such a way that it will be disclosed to third parties. 

Many times party or their employees leak such valuable information for monitory gains and 
causes breach of contract of confidentiality. 

Special techniques such as Social Engineering are commonly used to obtain confidential 
information. 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 3: AGRICULTURE & REGULATION OF TECHNOLOGY 

Study material is given by: Miss. Mayurika Roy 

 

 

Environmental issues 

 
Our green planet is at risk now. Humans polluted water, soil and air and exhausted natural 
resources. We must open our eyes and face the problems we created. Industrial development 
affected greatly on the environment. The more conveniences we have, the more pollution people 
produce. 

Environment contamination influences on climate change. Climate changes more rapidly than a 
century ago. Industrial progress is subject to weather change. Horrible hurricanes, floods and 
droughts are the outcomes of climate change. Many countries suffer all these natural calamities 
in the recent years. People spend lots of time and money covering the expenses of these 
catastrophes every year. Nature warns us of its desperate situation and demonstrates it in 
frequent natural hazards. 

Global warming is another manifestation of natural imbalance. We witness greenhouse effect, 
when greenhouse gases increase and affect the temperature rise. It influences the rise of World 
Ocean level and Arctic ice melting. The scientists have calculated that over several decades 
coastal countries and some islands can be engulfed by water. Carbon dioxide is the main 
greenhouse gas that works as a sheet not allowing the heat from the Earth to come out. 

With the growth of population, people need more space and resources to meet all their 
requirements in food and shelter. People started to cut down forests to increase area for pastures 
and agricultural fields. Forests are the main lungs of the Earth and the main environment for a 
great variety of animals, birds and insects. A lot of forest species are in danger due to human 
activities and deforestation. The developing countries skim off their natural resources and do not 
care about nature protection. Meantime developed countries pollute environment with urban 
pollution and industrial wastes. 

Overpopulation is a great concern in many countries. We exploit natural resources on the 
consume basis and do not think of future outcomes that may occur in the nearest future. 
Overpopulation results in gender imbalance, nature pollution, overproduction and urban 
sprawling. Countries try to cope with this problem on the governmental level but such policies 
seem to be ineffective in such countries as India and China. The recent industrial development of 
these countries and life improvement resulted in overpopulation. 

Increased population consumes more products and produces tons of garbage. Landfill sites 
become bigger and bigger that pollute air, soil and water. Recycling of rubbish is the main 
concern of big cities. Landfills attract rats and crowns that influence in their population growth. 
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Big plants and factories throw down their wastes into rivers and ocean thus polluting water we 
are going to drink. 

Ozone layer depletion is vexed problem humankind faces. Ozone layer absorbs ultraviolet 
radiation that is harmful for people.  The increased number of ozone holes result in intensive 
solar radiation and in the increase of skin cancer. 

Genetic modification in food is responsible for many illnesses and impact badly on people 
health. We alter genetic code in animals and plants that changes human genes. Its influences are 
unpredictable and dangerous. 

Urbanization is the main concern of ineffective land usage. People start building houses on the 
land of vast lands and forests. The excessive strive for luxury and greediness result in land 
degradation. 

People learned to obtain energy from different resources. We use power of water and atom that 
work to satisfy our needs. Nuclear power is very costly and can cause great environment 
problems as it cannot be used and stored safely. 

Unfortunately, people forget that we are the integral part of nature. We must live in balance with 
environment and care for it. Though we produce many environments issues humans try to 
redeem resources used. We must reconsider our consuming attitude to nature. People must be 
aware that nature is at the edge of the catastrophe. People realize that they are not the ultimate 
users of nature and build environmentally friendly houses. We must share this world with plants 
and animals. What is done cannot be undone. We must think of future generation and what will 
be left after us. 

People find solutions to environmental problems. We recycle rubbish, invent battery cars and 
limit air, water and soil pollution, plant new trees on the land erosion. But that is not enough; 
people have to change their lifestyle radically until nature took last extreme measures. 

The population of our planet is increasing constantly. The population growth, unfortunately, has 
many adverse effects, one of which is the pollution problems. Pollution is a process of 
contaminating the environment in a way that it becomes unsafe to use. The contamination 
usually occurs through the chemical substances; however is not limited to tangible effects. The 
pollution can also take the form of the light, sound (noise pollution), or heat. The effects of 
pollution are devastative. The report of the NGO Pure Earth suggests that one of the seven deaths 
occurs due to pollution. Another comparison shows that pollution kills 60% more people than 
malaria, HIV/AIDS and tuberculosis combined. In this light, it is important to explore the 
various types of pollution and its effects on the environment and human beings. 
  

One of the pivotal issues nowadays is the water pollution. The enlargement of the population 
means more trash and garbage. The rubbish dumps decay and the toxic substances permeate the 
soil going to the rivers and oceans. Moreover, tons of garbage is thrown directly into the water. 
There are even special islands for garbage in the oceans. 
  

Even though the technological development offers various approaches to garbage utilization, 
most of the poor countries do not utilize innovative technologies. Thus, pollution becomes the 
leading cause of death in underdeveloped low-income countries. Nevertheless, water is 
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contaminated not only due to regular garbage utilization. The plants, factories and mills are the 
key pollutants of the water. The process water from factories goes to the rivers and seas in 
neighborhood areas. In some rivers, the water is contaminated to the critical level and is banned 
from using. The fish and living environment of natural ecosystems are contaminated by 
dangerous chemicals that cause either the death of the entire ecosystems or hurts the consumers 
of the contaminated products (seafood, fish, and water, salt). 

  

Additionally, water is polluted by pesticides and fertilizations used in agriculture. The 
devastating effects of water pollution may be decelerated by installing the water purification 
mechanisms at factories and plants. These efforts should be promoted and enhanced on the 
governmental level. Moreover, states should develop the global programs of the environment 
protection as the problem is not limited to a particular territory or state. It is a universal hazard 
that requires combined efforts. 

 

Another big humanity’s challenge is air pollution. Air consists of nitrogen, oxygen, water vapor 
and inert gases. When the typical structure of air is altered, we can observe the effects of air 
pollution. The primary reason of air contamination is the effect of the burning fuels. The smoke 
floats in the air and most people breathe it in. Further, it affects the health resulting in respiratory 
diseases, cancers and other problems. Another type of air pollutants are dangerous gases, such as 
sulfur dioxide, nitrogen oxides, carbon monoxide, and chemical vapors. Those gases undergo the 
reactions in the higher atmosphere layers and return to the surface in the form of the dangerous 
chemicals (acid rains) that ruin the living environment. Moreover, carbon dioxide and sulfur 
dioxide create the so-called “greenhouse effect” when the radiation is absorbed while the heat is 
prevented from escaping. It is a natural process. 

However, the high concentration of the gases makes Earth warmer and affects the natural 
processes on the planet. Thus, air pollution is one of the contributors to the global warming. 

 
One of the least discussed problems is sound pollution. People tend to underestimate this 
problem because it is not possible to smell, see or touch it. However, noise pollution also has 
negative effects on the environment and people. The research shows that many illnesses are 
connected to noise pollution, such as hearing loss, high blood pressure, coronary heart disease 
and speech interference. The industrial noises also affect the lives of animals. For example, 
whales’ navigation system breaks down due to the sounds of ships. Besides, the industrial noise 
makes wild species communicate louder which requires additional efforts and decreases their life 
spans. 
  

The growth of population and technological progress has imprints on the ecological stage of 
Earth. The extraction of natural sources, work of factories and plants, and other products of 
human activity result in various environmental problems. The pollution of water, air and sound 
has extremely negative effects on our environment. The effects of the pollution include acid 
rains, detrimental diseases and illnesses of people and animals, and global warming. The 
environmental pollution is the global problem that calls for radical actions for environment 
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protection and rehabilitation. More than that, the problem should be resolved on a global level by 
the united efforts of the global community. 

 Sources and Causes 

The sources and causes of environmental pollution include the following: 

 Industrial activities: The industries all over the world that brought prosperity and 
affluence, made inroads in the biosphere and disturbed the ecological balances. The pall of 
smoke, the swirling gases, industrial effluents and the fall-out of scientific experiments 
became constant health hazards, polluting and contaminating both air and water. The 
improper disposal of industrial wastes is the sources of soil and water pollution. Chemical 
waste resulting from industry can pollute lakes, rivers and seas and soil too as well as 
releasing fumes. 

 Dumping solid waste: Household and commercial waste pollutes the environment when 
not disposed of properly. 

 Vehicles: The smoke emitted by vehicles using petrol and diesel and the cooking coal also 
pollutes the environment. The multiplication of vehicles, emitting black smoke that, being 
free and unfettered, spreads out and mixes with the air we breathe. The harmful smoke of 
these vehicles causes air pollution. Further, the sounds produced by these vehicles 
produce causes noise-pollution. 

 Rapid urbanization and industrialization: The urbanization and the rapid growth of 
industrialization are causing through environmental pollution the greatest harm to the plant 
life, which in turn causing harm to the animal kingdom and the human lives. 

 Population overgrowth: Due to the increase in population, particularly in developing 
countries, there has been surge in demand for basic food, occupation and shelter. The 
world has witnessed massive deforestation to expand absorb the growing population and 
their demands. 

 Combustion of fossil fuels: The combustion of fossil fuels pollutes the air, the soil and the 
water with noxious gases such as CO2 and CO. 

 Agricultural waste: Fertilizers and pesticides used in agriculture are key causes of 
environmental pollution. 

Effect 

Environmental Pollution can have devastating effects on sea life, on crops and on human health. 
It affects all plant, human and animal life in a negative way. Almost all of our gains in the fields 
of industrial progress, science and technology had so far been realized at the cost of our health. 
Even our flora and fauna were found to be threatened with extinction. 

All this really leaves us wondering if all our achievements and industrial civilization really help 
us climb the peaks of prosperity or simply take us down the blind alleys of adversity. The 
question is being raised whether all is well with our industrial growth and progress in the field of 
science and technology. 
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Many crusaders against environmental pollution are vehemently protesting against the 
indiscriminate violations committed daily in the name of development. 

The environmental pollution is not caused by the fall-out from nuclear tests or industries alone. 
The smoke left behind the automobiles and other vehicular traffic, the increasing use of synthetic 
detergents, nitrogen fertilizers and insecticides contaminate both air and water. 

 Contamination of water: The water we drink the vegetables are all contaminated to-day. 
As a result of this contamination our world is afflicted with a quite a number of incurable 
diseases. 

 Depletion of fresh water: Environmental pollution affects water sources which mean that 
there is less fresh water available for drinking, washing, cooking and irrigating crops. 

 Unsafe: Unless pollution levels are brought down, nothing in this world is immune, no life 
is safe, and the future of this world is bleak. 

 Brain and heart complications: The factories are mostly built in populated areas and the 
smoke-emitting vehicles ply through the congested areas. Besides causing immense 
disturbances, there are increasing case of pulmonary tuberculosis and thrombosis and 
various sorts of brain and heart complications. 

 Air-pollution related diseases: Air-pollution may cause severe lungs-diseases, asthma, 
brain-disorder diseases, etc. 

 Low Farm Output: Soil-pollution may have negative effect on farm output ratio. It can 
also contaminate the ground water. 

 Effect on auditory sense organs: Noise-pollution has negative effects on hearing or 
auditory sense organs. It can also cause deafness, tiredness, and mental losses. 

 Rise in environmental temperature: The heat generated by industries and vehicles 
causes thermal pollution by raising the environmental temperature of the nearby areas. 

 Extinction of species: There are many endangered species of both plants and 
animals. Many scientists believe that we are living in an era of mass extinction, due to 
human made environmental pollution. 

The birth of mills and factories is the result of the growth of industry in this machine-
predominated age. As long as they will be there, they must emit smoke, pollute the air and hasten 
our end by slow-poisoning. 

The worst industrial environment tragedy occurred at Bhopal on December 3, 1984 as a result of 
toxic and poisonous leakage of methyl isocyanine (MIC) gas from a multi-national Union 
Carbide pesticides manufacturing plant. Over 2000 people including woman and children were 
killed, and hundreds were severely hurt. 

Solution 

What then is the remedy? A lot of pollution derives from human activity. As a result, it is we 
humans who will be able to stop pollution. But, there surely cannot be any radical solution, for 
the existing factories cannot be bodily lifted to a place far from the populated zone. However, the 
following attempts can be made to solve the problem of environmental pollution. 
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 The Government can at least see that future factories are set up at a distant place, an 
industrial complex far away from the township. 

 Researcher may find out how to avoid harmful smoke from running vehicles. Countries, 
around the world, are promoting the use of on environment friendly electronic vehicles. 

 Deforestation should be stopped and Forestry should be developed. Forests help us 
combat pollution in many ways. The trees bind the soil and prevent soil pollution. They 
also help in preserving the biodiversity that is important for ecosystem balance. Trees take 
in COs and releases oxygen and contribute in purifying he air. 

 Factory wastes should be disposed in environment friendly manner. Discharge of Factory 
wastes in rivers should be banned so as to make the river-water free from pollution. 

 Recycle the sewage or in all events it can be disposed of in such a way as to prevent it 
from polluting the environment. 

 Reducing the amount that we buy, reusing and repairing items wherever possible, 
and recycling as much as we can will all help to reduce the amount of waste dumped in 
the environment. When we do need to throw away waste we should do so responsibly. 

 Organic farming could be one solution for reducing environmental pollution levels. 
 Using fewer plastics would help in controlling plastic pollution. 
 Disposing of litter and chemicals responsibly. 
 Burning fewer fossil fuels. 

Initiatives 

1. The UN Conference on Human Environment was convened to study the profound changes 
in the relationship between man and his environment in the wake of modern scientific and 
technological developments. 

2. The World Health Organization also set up an international network for the monitoring 
and study of air pollution on a global scale and for devising possible remedies. 

Conclusion 

We can very well notice the abnormal behavior of the seasons – the cycle developing clogs in its 
wheels; and the worried experts fear that the disturbed balance in the biosphere has assumed 
such serious proportion that very soon our world would be uninhabitable like Hiroshima of 1945. 
But it is heartening to find the entire world aware of the menace. Some of the advanced countries 
have already taken some measures to meet it. If we fail to restore the ecological balance right 
now, it would be too late tomorrow. 
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IDC- 2 LAW AND TECHNOLOGY  
Module- 1:  INTRODUCTION 
 

Study material is given by: Miss. Mayurika Roy 

 

 

Ethical issue with respect to biological sciences 

Today's biology-based technologies have emerged from a historical imperative and as an 
inevitable consequence of developments in modern biology beginning in the last half-century. 
They can be classified into almost 30 different areas, ranging from the use of gene therapy for 
human beings, enzyme engineering, stem cells and cloning, to marine biotechnology, 
bioinformatics, nanotechnology and biological warfare among many others. Many of them have 
major sociopolitical-economic, moral, ethical and legal implications. They include genetic 
engineering, gene therapy, tissue culture, stem cell work, the new DNA technologies, 
commercialization of traditional plant-based drug formulations, assisted reproduction techniques, 
cloning technologies, organ transplantation, bioinformatics, and biological weapons. Examples 
of the ethical implications of several of these items will be considered. They will be assessed 
with special reference to ethical implications in respect of assisted reproduction techniques, of 
worldwide importance today, particularly for a country such as India. 

Ethics is a discipline that seeks to answer the questions: “what is right?" and “what is good?" 
That is norms for conduct that distinguish between acceptable and unacceptable behavior. Ethics 
is also defined as the science of morals, a treatise on morals or rules of behavior. “Ethics" is a 
generic term for various ways of understanding and examining the moral life and for resolving 
ethical problems (Beauchamp, 1994). Ethical standards are the generally accepted rules of 
conduct that govern society and are meant to bring about behavior change in the society. 

Ethics are important in the society in that it promote good practice in research by ensuring that: 
research is within ethical limit; research participants are given sufficient information in order to 
make a fully informed decision on whether to take part; researchers have due regard for the 
respect of participants through protection of privacy and confidentiality and fulfillment of 
research funder requirements. Moreover it is an insurance requirement to be followed and 
adhered to. It also promote the goals of research, such as knowledge, honest, and avoidance of 
error. Ethics at large also promotes the values that are essential to collaborative work, such as 
trust, mutual respect, accountability, and fairness and helps to ensure that researchers can be held 
accountable to the public if they breach the ethical rules. 

Ethics are actions that are correct, magically based on feelings, religiously based on values and 
scientifically based on observation and research of events. In ethics verses morals, ethics is a 
theory of behavior while morals are a practice of behavior. This indicates the distinction between 
what is good and what is evil in the everyday life. Both ethics and morals are the result of the 
society's evolution towards "standard" behaviors. Morality in this case means those standards 
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everyone wants everyone to follow, even if everyone else following them means having to 
follow them oneself. Morals encompass all forms of human behavior and action that is implicitly 
or explicitly aligned with values and standards. 

In ethics verses religion, religion is a set of beliefs about the world or a moral code for being in 
the world. Rejection of the Bible and other religious authority removes all divine constraints 
toward honesty, purity, charity, etc. Evolution becomes the basis for the new scientific ethics and 
almost all religions have accommodated evolution in one form or another. Sir Arthur Keith 
postulated that “... the conclusion that I have come to is this: the law of Christ is incompatible 
with the law of evolution - as far as the law of evolution has worked hitherto. Nay, the two laws 
are at war with each other; the law of Christ can never prevail until the law of evolution is 
destroyed." 

All ethical aspects are not explicit in that there is breach of ethical rules especially in research 
work whereby the privacy and confidentiality of the information gathered from the subjects are 
not protected as expected or research work is done without an inform consent. This is also seen 
in scenarios where is the use of data collected for one purpose for other statistical and research 
purposes without explicit informed consent. In these situations people can feel wronged without 
being harmed by research: they may feel they have been treated as objects of measurement 
without respect for their individual values and sense of privacy. Ethical lapses in research can 
significantly harm human and animal subjects, students, and the public. Ethical guidelines are 
issued by the American Mathematical Society (AMS) committee council and Social Research 
Association (SRA) Ethics Committees. 

Professional ethics are codes of behavior and values agreed on by members of a society or 
organization. The Codes of ethics in professional include: contracts with the society at large, 
obligations of health care professionals to the public, professionals are accountable for ethical 
standards set forth in the codes and the ethical standards of each professional group are the 
ethical principles. The accepted principles providing for ethical practice of medicine and 
research on human subjects are based on recognition of the ideals of autonomy of the person and 
confidentiality, beneficence (to do the right thing), concerns for human dignity & human rights, 
non-malefi cence (to avoid causing damage) and respect for national laws and international 
conventions (Wertz et al, 2003). Medical professionalism is a complex topic which includes a 
consideration of both individual and collective physicians, societal and patient rights and 
obligations. It pays attention to individual practitioner, policy development, and national and 
international advocacy efforts by physician organizations such as the World Medical Association 
and others (Blackmer, 2009). 

The American Occupational Therapy Association (AOTA) Occupational Therapy Code of Ethics 
and Ethics Standards (2010) (“Code and Ethics Standards") is a public statement of principles 
used to promote and maintain high standards of conduct within the profession. The Occupational 
Therapy Code of Ethics and Ethics Standards (2010) was tailored to address the most prevalent 
ethical concerns of the profession in education, research, and practice. The Core Values and 
Attitudes of Occupational Therapy Practice (AOTA, 1993) include: altruism, equality, freedom, 
justice, dignity, truth, and prudence. 
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Professionals should practice beneficence whereby they should demonstrate a concern for the 
well-being and safety of the recipients of their services. This includes all forms of action like 
altruism, love, and humanity that are intended to benefit other persons. It requires taking action 
by helping others, by promoting good, by preventing harm, and by removing harm. It connotes 
acts of mercy, kindness, and charity (Beauchamp & Childress, 2009). The personnel should 
practice nonmaleficence where they should intentionally refrain from actions that cause harm to 
other people. It requires action to incur benefit, and to avoid harm. It also includes an obligation 
to not impose risks of harm even if the potential risk is without malicious or harmful intent. This 
principle often is examined under the context of due care. If the standard of due care outweighs 
the benefit of treatment, then refraining from treatment provision would be ethically indicated 
(Beauchamp & Childress, 2009). 

The principle of autonomy and confidentiality expresses that practitioners have a duty to treat the 
client according to the client’s desires, within the bounds of accepted standards of care and to 
protect the client’s confidential information. The respect for autonomy goes beyond 
acknowledging an individual as a mere agent and also acknowledges a “person’s right to hold 
views, to make choices, and to take actions based on personal values and beliefs". The rights and 
responsibilities in the society should be fair equitable and appropriately distributed (Beauchamp 
& Childress, 2009). The principle supports the concept of achieving justice in every aspect of 
society rather than merely the administration of law. The individuals and groups should receive 
fair treatment and an impartial share of the benefits of society. The personnel should have a 
vested interest in addressing unjust inequities that limit opportunities for participation in society 
(Braveman & Bass-Haugen, 2009). 

The personnel should comply with institutional rules, local, state, federal, and international laws 
that is procedural justice which is concerned with making and implementing decisions according 
to fair processes that ensure “fair treatment" (Maiese, 2004). The personnel should provide 
veracity which is comprehensive, accurate, and objective transmission of information when 
representing the profession. This is based on the virtues of truthfulness, candor, and honesty. By 
entering into a relationship in care or research, the recipient of service or research participant 
enters into a contract that includes a right to truthful information (Beauchamp & Childress, 
2009). The personnel should also practice the principle of fidelity which refers to being faithful; 
having obligations of loyalty and the keeping of promises and commitments (Veatch & Flack, 
1997).They should also treat colleagues and other professionals with respect, fairness, discretion, 
and integrity. The professionals should respect fidelity by meeting the client’s reasonable 
expectations (Purtillo, 2005). 

In the Code of Professional Conduct: responsibilities, the public interest, integrity, objectivity 
and independence, due care and scope and nature of services are the core fundamental qualities 
which govern professional ethics. The professionals should have responsibilities to exercise 
sensitive professional and moral judgment in all their activities. They should accept the 
obligation to act in a way that will serve the public interest, honor the public trust, and 
demonstrate commitment to professionalism, broadening public confidence and performing all 
professional responsibilities with the highest sense of integrity. 
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According to Human Genome Project Information (2006), the ethical, legal and social issues 
looked into that arise from Genome sequencing included: fairness in the use of genetic 
information by insurers, employers, courts, schools, adoption agencies, and the military, among 
others. There should be clear guidelines on who should have access to personal genetic 
information, how it will be used and who owns and controls genetic information. The privacy 
and confidentiality of genetic information should also be observed and the ownership and who 
should controls genetic information should be determined. The disclosure and confidentiality 
issues are ethical problems appearing in medical genetics. Utmost care should be taken to protect 
confidentiality so as to prevent the possibility of harm from disclosure to institutional third 
parties. However, sometimes a genetic diagnosis in an individual may indicate genetic risks in 
his/her relatives and such cases; the genetic service provider should encourage the individual to 
ask the relatives to seek genetic counseling. 

Psychological impact and stigmatization due to an individual's genetic differences is also an 
ethical, legal and social issue that needs to be looked into. There are many issues that need to be 
addressed like how does personal genetic information affect an individual and society’s 
perceptions of that individual? How does genomic information affect members of minority 
communities? What is the psychological impact and stigmatization due to an individual’s genetic 
differences? The affects of genetic information on an individual and society should be addressed 
in order to avoid psychological trauma and stigmatization of the individuals and minor 
communities affected. The reproductive issues including adequate informed consent for complex 
and potentially controversial procedures, use of genetic information in reproductive decision-
making, and reproductive rights are also ethical and legal matters that affect the survival of the 
human beings. The questions raised included whether healthcare personnel properly counsel the 
parents about the risks and limitations of genetic technology, the reliability and usefulness of 
fetal genetic testing and the larger societal issues raised by new reproductive technologies. 
Reproductive issues including use of genetic information are another important aspect in 
reproductive decision making, and reproductive rights ( Peterson, 2001). 

Clinical issues including the education of doctors and other health service providers, patients, 
and the general public in genetic capabilities, scientific limitations, and social risks; and 
implementation of standards and quality-control measures in testing procedures. The questions 
are raised on how will genetic tests be evaluated and regulated for accuracy, reliability, and 
utility? How do prepare healthcare professionals for the new genetics? How do prepare the 
public to make informed choices? How does a society balance current scientific limitations and 
social risk with long-term benefits? Wertz (2003) urged that “besides various clinical issues, we 
need to provide facilities to educate the doctors and other health service providers, patients, and 
the general public in genetic capabilities, scientific limitations, and social risks". 

Uncertainties associated with gene tests for susceptibilities and complex conditions like 
Alzheimer’s disease and heart disease are linked to multiple genes and gene-environment 
interactions. Controversies have been raised on this issue concerning testing and treatment of 
these subjects. The point of discussion here is should testing in these patients in situations where 
treatment is not available? Should parents have the right to have their minor children tested for 
adult-onset diseases? Are genetic tests reliable and interpretable by the medical community? This 
are the questions raised which needs immediate response in order to fulfill the ethical, legal and 
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social issues in the society. Shostak (2006) stated that genetic testing is also likely to raise 
significant ethical, legal, and social issues for people with epilepsy, their care givers and the 
health care planners. 

Commercialization of products including property rights and accessibility of data and materials 
is another ethical and legal that has raised a lot of concern in the society. The question on who 
owns genes and other pieces of DNA and whether the patenting DNA sequences will limit their 
accessibility and development into useful products has been of worry in the society. The proper 
use of biological material collected for genetic research need to be rigorously defined according 
to ethical principles agreed upon by both scientists and patients (Beauchamp, 1994). Conceptual 
and philosophical implications regarding human responsibility, free will versus genetic 
determinism, and concepts of health and disease have also raised diverse views concerning the 
behavior of the individuals. The questions raised are whether the people's genes have any 
association with their behaviors and can they always control their behavior? The is also health 
and environmental issues concerning genetically modified foods and microbes whereby the 
questions concerning the genetically modified foods and other products are raised as to whether 
they are safe for human consumption or not. 

Conclusions 

Principles of ethical research in biological sciences and society rests on a set of fundamental 
ethical principles which are the most fundamental unit of ethical analysis since all norms and 
guidelines are derive from them. Ethics alone is stagnant; rather it is important to use the existing 
ethical framework to weigh up the risk of harm against the intended benefits of any new 
technology. Nonetheless, like constitutions, ethical principles and guidelines need interpretation 
and debate; different ethical principles can at times be in conflict. Ethics is not a formula, but a 
process of reflection and weighing of choices. 
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IDC- 2 LAW AND TECHNOLOGY  
 
Module- 3: AGRICULTURE & REGULATION OF TECHNOLOGY 
 

Study material is given by: Miss. Mayurika Roy 

 

 

 

Fertility of soil and regulation of fertilisers and other 
agricultural implements 

 

Most fertilizers that are commonly used in agriculture contain the three basic plant nutrients: 
nitrogen, phosphorus, and potassium. Some fertilizers also contain certain "micronutrients," such 
as zinc and other metals that are necessary for plant growth. Materials that are applied to the land 
primarily to enhance soil characteristics (rather than as plant food) are commonly referred to as 
soil amendments. 
Fertilizers and soil amendments can be derived from: 

 virgin raw material 
 composts and other organic matter 
 Wastes, such as sewage sludge and certain industrial wastes. 

Overuse of fertilizers has resulted in contamination of surface water and groundwater. 
 
Fertilizers made from domestic septage and sewage sludge (bio solids)  
Bio solids are nutrient-rich organic materials resulting from the treatment of domestic sewage in 
a treatment facility. When treated and processed, these residuals can be recycled and applied as 
fertilizer to improve and maintain productive soils and stimulate plant growth.  Bio solids are 
treated sewage sludge. Bio solids are carefully treated and monitored and must be used in 
accordance with regulatory requirements. 
EPA offers guidance and technical assistance for the beneficial recycling of bio solids as soil 
amendments and fertilizer.  
 
The use of these valuable materials can enhance: 

 water quality 
 pollution prevention 
 Sustainable agriculture. 

Sewage sludge that is used in agriculture is regulated under the Clean Water Act, and is currently 
subject to concentration limits for the following metals: 
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 arsenic 
 cadmium 
 copper 
 lead 
 mercury 
 molybdenum 
 nickel 
 selenium 
 Zinc. 

Manure as fertilizer 
Agricultural producers can return manure and crop residues to the soil as fertilizers or soil 
conditioners on their own property unless prohibited by other State or local laws. 
 
More information from other organizations 

 USDA-Natural Resources Conservation Service (NRCS) -  Comprehensive Nutrient 
Management Planning (CNMP) 

Nutrient pollution 

Agriculture - Animal manure, excess fertilizer applied to crops and fields, and soil erosion make 
agriculture one of the largest sources of nitrogen and phosphorus pollution in the country. 
Estimated Animal Agriculture Nitrogen and Phosphorus from Manure - Animal agriculture 
manure is a primary source of nitrogen and phosphorus to surface and groundwater. Manure 
runoff from cropland and pastures or discharging animal feeding operations and concentrated 
animal feeding operations (CAFOs) often reaches surface and groundwater systems through 
surface runoff or infiltration. 
 
Commercial fertilizer 
Commercial Fertilizer Purchased - Fertilizer is a primary source of nitrogen and phosphorus. It 
often reaches surface and groundwater systems through farm or urban/suburban runoff or 
infiltration.  Fertilizer use and run-off can be significantly reduced by appropriate fertilizer 
application through: 

 implementing best management practices 
 Employing precision agriculture methods. 

Recycling ammonia emissions as fertilizer 
 
The USDA Agricultural Research Service has patented a new technology that can remove 
ammonia from livestock wastewater and recycle it as a fertilizer. 
USDA Agricultural Research Service 

 Livestock Waste Management 2.0: Recycling Ammonia Emissions as Fertilizer 
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Fertilizers made from wastes 
Industrial waste materials are often used in fertilizers as a source of zinc and other micronutrient 
metals. Current information indicates that: 

 only a relatively small percentage of fertilizers is manufactured using industrial wastes as 
ingredients, and 

 Hazardous wastes are used as ingredients in only a small portion of waste-derived 
fertilizers. 

Some fertilizers and soil amendments that are not derived from waste materials can nevertheless 
contain measurable levels of heavy metals such as: 

 lead 
 arsenic  
 Cadmium. 

EPA's longstanding policy encourages the beneficial reuse and recycling of industrial wastes. 
This includes hazardous wastes, when such wastes can be used as safe and effective substitutes 
for virgin raw materials. EPA is examining whether some fertilizers or soil conditioners contain 
potentially harmful containment levels. However, the Agency believes that some wastes can be 
used beneficially in fertilizers when properly manufactured and applied. 
Concerns have been raised regarding the use of certain wastes in the manufacture of agricultural 
fertilizers and soil amendments, and the potential for ecological or human health risks, as well as 
crop damage, when such fertilizers are applied to farmlands. 
For fertilizers that contain hazardous waste, EPA standards specify limits on the levels of heavy 
metals and other toxic compounds that may be contained in the fertilizer products. These 
concentration limits are based on the "best demonstrated available technology" for reducing the 
toxicity and mobility of the hazardous constituents. However, fertilizer made from one specific 
type of hazardous waste air pollution control dust generated during steel manufacturing is not 
subject to those concentration limits. This exemption is based on a 1988 finding by EPA that the 
composition of this particular waste is comparable to the materials that would otherwise be used 
to make this type of fertilizer, and that its typical use is not harmful. All other fertilizers that 
contain hazardous wastes are, however, subject to the contaminant concentration limits 
established by EPA. 
In some States, the regulations on hazardous waste use in fertilizers may be more stringent than 
the Federal standards, since States can adopt regulations that are more stringent and/or broader in 
scope than the Federal regulations. 
For food chain crops, farming can occur on land where hazardous constituents are applied as 
long as the agricultural producer receives a permit from the EPA Regional Administrator. 
Agricultural producers must demonstrate that there is no substantial risk to human health caused 
by the growth of such crops. 
Unless prohibited by other State or local laws, agricultural producers can dispose of solid, non-
hazardous agricultural wastes on their own property.  
 
This includes: 
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 manure and crop residues returned to the soil as fertilizers or soil conditioners, and 
 Solid or dissolved materials in irrigation return flows. 

Soil fertility is the ability of soil to sustain plant growth and optimize crop yield. This can be 
enhanced through organic and inorganic fertilizers to the soil. Nuclear techniques provide data 
that enhances soil fertility and crop production while minimizing the environmental impact. 

Advancing food security and environmental sustainability in farming systems requires an 
integrated soil fertility management approach that maximizes crop production while minimizing 
the mining of soil nutrient reserves and the degradation of the physical and chemical properties 
of soil that can lead to land degradation, including soil erosion. Such soil fertility management 
practices include the use of fertilizers, organic inputs, crop rotation with legumes and the use of 
improved germplasm, combined with the knowledge on how to adapt these practices to local 
conditions. 

The Joint FAO/IAEA Division assists Member States in developing and adopting nuclear-based 
technologies for improving soil fertility practices, thereby supporting the intensification of crop 
production and the preservation of natural resources. 

Different approaches to efficiently manage soil fertility 

An integrated soil fertility management aims at maximizing the efficiency of the agronomic use 
of nutrients and improving crop productivity. This can be achieved through the use of grain 
legumes, which enhance soil fertility through biological nitrogen fixation, and the application of 
chemical fertilizers. 

Whether grown as pulses for grain, as green manure, as pastures or as the tree components of 
agro-forestry systems, a key value of leguminous crops lies in their ability to fix atmospheric 
nitrogen, which helps reduce the use of commercial nitrogen fertilizer and enhances soil fertility. 
Nitrogen-fixing legumes are the basis for sustainable farming systems that incorporate integrated 
nutrient management. Use of nitrogen-15 lends understanding of the dynamics and interactions 
between various pools in agricultural systems, including nitrogen fixation by legumes and 
utilization of soil and fertilizer nitrogen by crops, both in sole and mixed cropping systems. 

Soil fertility can be further improved by incorporating cover crops that add organic matter to the 
soil, which leads to improved soil structure and promotes a healthy, fertile soil; by using green 
manure or growing legumes to fix nitrogen from the air through the process of biological 
nitrogen fixation; by micro-dose fertilizer applications, to replenish losses through plant uptake 
and other processes; and by minimizing losses through leaching below the crop rooting zone by 
improved water and nutrient application. 

The contribution of nuclear and isotopic techniques 

The isotopes of nitrogen-15 and phosphorous-32 are used to trace the movements of labeled 
nitrogen and phosphorous fertilizers in soils, crops and water, providing quantitative data on the 
efficiency of use, movement, residual effects and transformation of these fertilizers. Such 
information is valuable in the design of improved fertilizer application strategies. The nitrogen-
15 isotopic technique is also used to quantify the amount of nitrogen fixed from the atmosphere 
through biological nitrogen fixation by leguminous crops. 
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The carbon-13 isotope signature helps quantify crop residue incorporation for soil stabilization 
and fertility enhancement. This technique can also assess the effects of conservation measures, 
such as crop residue incorporation on soil moisture and soil quality. This information allows the 
identification of the origin and relative contribution of different types of crops to soil organic 
matter. 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 2: HEALTH & ROLE AND REGULATION OF TECHNOLOGY 

Study material is given by: Miss. Mayurika Roy 

 

 

Hippocratic Oath 

The Hippocratic Oath is one of the oldest binding documents in history. Here you'll find classical 

and modern versions of the oath as well as a brief article that offers a sense of the controversial 

nature of the oath today. Follow links at the bottom of the page to post your own comment or 

read those of others. 

 the Oath written by Hippocrates is still held sacred by physicians: to treat the ill to the best of 

one's ability, to preserve a patient's privacy, to teach the secrets of medicine to the next 

generation, and so on. 

There are many versions of the Hippocratic Oath. We here present two versions. First, the 

"classic" version (or more precisely, one translation of the original oath). And then, following it, 

is presented one of the fine "modern" versions of the Hippocratic Oath. 

Classic Version of the Hippocratic Oath 

I swear by Apollo Physician and Asclepius and Hygieia and Panaceia and all the gods and 

goddesses, making them my witnesses, that I will fulfil according to my ability and judgment 

this oath and this covenant: 

To hold him who has taught me this art as equal to my parents and to live my life in partnership 

with him, and if he is in need of money to give him a share of mine, and to regard his offspring 

as equal to my brothers in male lineage and to teach them this art - if they desire to learn it - 

without fee and covenant; to give a share of precepts and oral instruction and all the other 

learning to my sons and to the sons of him who has instructed me and to pupils who have signed 

the covenant and have taken an oath according to the medical law, but no one else. 
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I will apply dietetic measures for the benefit of the sick according to my ability and judgment; I 

will keep them from harm and injustice. 

I will neither give a deadly drug to anybody who asked for it, nor will I make a suggestion to this 

effect. Similarly I will not give to a woman an abortive remedy. In purity and holiness I will 

guard my life and my art. 

I will not use the knife, not even on sufferers from stone, but will withdraw in favor of such men 

as are engaged in this work. 

Whatever houses I may visit, I will come for the benefit of the sick, remaining free of all 

intentional injustice, of all mischief and in particular of sexual relations with both female and 

male persons, be they free or slaves. 

What I may see or hear in the course of the treatment or even outside of the treatment in regard 

to the life of men, which on no account one must spread abroad, I will keep to myself, holding 

such things shameful to be spoken about. 

If I fulfil this oath and do not violate it, may it be granted to me to enjoy life and art, being 

honored with fame among all men for all time to come; if I transgress it and swear falsely, may 

the opposite of all this be my lot. 

A Modern Version of the Hippocratic Oath 

I swear to fulfill, to the best of my ability and judgment, this covenant: 

I will respect the hard-won scientific gains of those physicians in whose steps I walk, and gladly 

share such knowledge as is mine with those who are to follow. 

I will apply, for the benefit of the sick, all measures which are required, avoiding those twin traps 

of overtreatment and therapeutic nihilism. 

I will remember that there is art to medicine as well as science, and that warmth, sympathy, and 

understanding may outweigh the surgeon's knife or the chemist's drug. 

I will not be ashamed to say "I know not," nor will I fail to call in my colleagues when the skills 

of another are needed for a patient's recovery. 
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I will respect the privacy of my patients, for their problems are not disclosed to me that the world 

may know. Most especially must I tread with care in matters of life and death. If it is given me to 

save a life, all thanks. But it may also be within my power to take a life; this awesome 

responsibility must be faced with great humbleness and awareness of my own frailty. Above all, 

I must not play at God. 

I will remember that I do not treat a fever chart, a cancerous growth, but a sick human being, 

whose illness may affect the person's family and economic stability. My responsibility includes 

these related problems, if I am to care adequately for the sick. 

I will prevent disease whenever I can, for prevention is preferable to cure. 

I will remember that I remain a member of society, with special obligations to all my fellow 

human beings, those sound of mind and body as well as the infirm. 

If I do not violate this oath, may I enjoy life and art, respected while I live and remembered with 

affection thereafter. May I always act so as to preserve the finest traditions of my calling and 

may I long experience the joy of healing those who seek my help. 

The classical version of the Hippocratic Oath is from the translation from the Greek by Ludwig 

Edelstein. From The Hippocratic Oath: Text, Translation, and Interpretation, by Ludwig 

Edelstein. Baltimore: Johns Hopkins Press, 1943. 

The modern version of the Hippocratic Oath was written in 1964 by Louis Lasagna, Dean of the 

School of Medicine at Tufts University. 

On the face of it, the idea that a code of professional conduct dating to the ancient Iron Age 

could possibly retain any relevance in the current era of “Big Data,” religious and cultural 

pluralism, trillion-dollar government budgets, and nanotechnology seems preposterous. Yet the 

well-publicized challenges of contemporary health care mean that the ideals of the Hippocratic 

Oath (see sidebar on page 104)1—first formulated in Greece almost 2,500 years ago—remain, in 

our opinion, as important today as they have always been. Human technology has changed 

dramatically in the past 25 centuries; human nature has not. 

Ancient Pledge 
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The Oath is an ancient pledge of medical ethical conduct. It addresses two important tenets: 

benefitting the ill and protecting patients against personal and social harm and injustice. 

There are many translations of the Oath, but the essential meaning remains the same. It prohibits 

giving a lethal drug or using “a pessary to cause an abortion,” encourages practicing “in purity 

and according to divine law” and admonishes physicians not to “use the knife,” but rather, to 

“leave this to those who are trained in this craft.” It prohibits acts “of impropriety or corruption, 

including the seduction of women or men.” It advocates for patient privacy and concludes with 

the oath-taker’s need to strive for respect. Many of these ancient pledges are highly relevant to 

our modern practice of medicine and oncology. 

While attributed to the Greek physician Hippocrates of Kos, the most well-known doctor of his 

era, the real original author of this most famous text in Western medicine is unknown, and there 

may have been several authors.2 After Greek political power collapsed and the influence of the 

Hippocratic school faded, the Oath fell into obscurity for nearly 2,000 years, only to be 

rediscovered by Medieval Christian scholars and used in a ceremony at the University of 

Wittenberg in 1508 CE. 

By 1750, the Oath had been translated into English and other contemporary European languages, 

and for the past several centuries, a version of the Oath has often been recited by physicians 

graduating from medical school—a ritual that at times seems to have little significance beyond a 

general upholding of the medical tradition, and a rite of passage relegated to the attic of sterile 

memory shortly after completion. 

The use of the Oath in these graduation ceremonies has been challenged. Many contemporary 

medical ethicists dismiss the original Hippocratic Oath as antiquated because of enormous 

scientific, social, economic, and political changes in the intervening centuries.3-6 As a 

consequence of contemporary sensitivities, several modernized versions of the Oath have been 

proposed,3,6 including a few witty parodies highlighting modern medical conundrums—eg, “I 

swear by Humana and … health maintenance organizations….”7 

Most of these modern versions have avoided certain hot-button, politically divisive topics. In a 

1993 survey of how the Oath was being used at 150 U.S. and Canadian medical schools, only 

14% mentioned prohibition of euthanasia, 11% called upon deities, 8% foreswore abortion, and 
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3% forbade sexual contact with patients.6Yet some physicians have countered that the older 

Oath, despite its historical trappings and archaisms, is more authentic and relevant than many of 

the diluted or “bowdlerized” modern versions.4,5 

Uncomfortable Statements 

Hippocrates, who died around 370 BCE, became the most well-known physician of classical 

Greece, yet little is known about the historical details of his life. In addition to the Oath, 

Hippocrates’ chief contribution to posterity is often cited as the separation of medicine as a 

discipline from religion. Influenced by Pythagorean rationalism, Hippocrates is credited with 

being among the first to disentangle causes of disease from ancient superstitions, attributing 

illnesses to poor diet and unhealthy environment rather than divine punishment. Perhaps it is 

ironic, then, that the Oath that bears his name starts by swearing by the gods “Apollo the 

physician, and Asclepius, and Hygieia and Panacea.” 

While swearing by Greek gods may have been appropriate for Hippocrates and his 

contemporaries, should one not swear an Oath today instead by the Christian Lord, or Allah, or 

the Jewish God, or by Brahma, Krishna-Vishnu, Buddha, or other Eastern deities—or by no god 

at all? Several solutions to this uncomfortable dilemma have been proposed, including keeping 

the Apollonian reference as a historical reference, or replacing it with whatever one holds most 

sacred or loved (hopefully not something as banal as money or a treasured new house).8 

Bioethicist Steven Miles, MD, has urged focus on the messages behind the opening invocation, 

seeing in this statement an opportunity for reflection.5 By naming gods, Dr. Miles points out, the 

Oath asks physicians to remember, through specific names and attributions, several important 

messages of medicine: dedication to healing, acceptance of human mortality, and gentleness in 

healing (the etymology of the name Asclepius, which may literally mean “unceasingly gentle”). 

Another uncomfortable prohibition in the original Oath, especially for medical students intending 

to spend much of their careers in the operating room, is the statement, “I will not use the knife, 

even upon those suffering from stones, but I will leave this to those who are trained in this craft.” 

Yet the Oath does not disavow surgery itself, and the Hippocratic Corpus and other historical 

records suggest that Greek doctors were in fact aggressive surgeons—at times far more 

aggressive than indicated. 
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This statement has been interpreted to mean that the physician should yield to “better 

professionals” whenever needed, whenever such professionals are available. In the modern 

context of medical specialization, surgeries should be done by practiced surgeons, radiotherapy 

by radiotherapists, cancer therapy by oncologists, and so on. Physicians must practice to the 

extent of their ability but not beyond; it is important for each of us to know our limits and seek 

the help of experts, as needed. 

Other Troubling Passages 

“I will not give a lethal drug to anyone if I am asked,” another controversial phrase in the Oath, 

has had many interpretations, one of which is the prohibition of euthanasia (literally “good 

death”). Historical context is again important here: in ancient Greece, doctors were sometimes 

used as skilled political assassins. There was thus a legitimate fear of the physician as a poisoner. 

The word euthanasia was coined in about 280 BCE, a century after the oath was written. It 

referred to easeful or peaceful death, but there is no evidence in Greek medicine of active 

participation in accelerating such a death. The meaning of euthanasia in the sense of “assisted 

suicide” was instead coined by the historian William Lecky in 1869,9 and was not likely to have 

been a consideration of Hippocrates. This is relevant to our oncology practice today, where many 

cancer patients suffer from terminal disease, and at times severe pains and poor quality of life. 

This statement has also been interpreted to condemn complicity of physicians in acts of torture, 

executions, and inhuman treatment procedures, particularly after the disclosure of atrocities in 

the Second World War that led to the World Medical Association’s 1948 Declaration of Geneva, 

a new “Charter of Medicine” that echoes many of the concerns of the Hippocratic Oath. The 

moral stance is unequivocal and condemns any physician or medical association that is complicit 

in, collaborates with, conceals, or aids in torture, even if such a person claims fear of retribution 

or is “just following orders.”10 

A prohibition of abortion, which was a legal practice in ancient Greece, is inferred by the Oath’s 

statement, “I will not give a woman a pessary.” Some translations here refer to “a destructive 

pessary” without mention of abortion. Nevertheless, many have interpreted this as a prohibition 

on any abortion; others point out that this statement only mentions the pessary, a soaked piece of 

wool inserted in the vagina to induce abortion, which could cause lethal infections. The objection 
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was perhaps to the specific dangerous method rather than a moral objection to abortion, but this 

remains an area of debate. 

Less Difficult Statements 

In ancient times, distrust of healers was common because of the abundance of quacks. The 

Hippocratic Oath included a statement regarding entering the patient’s house, where a physician 

would go only “for the benefit of the sick, avoiding any voluntary act of impropriety or 

corruption, including the seduction of women or men.” Quacks and charlatans are still with us, 

only a desperate Google search away, and patients continue to be exploited in a variety of ways. 

Patients are often highly vulnerable and continue to require protection from the undue influence 

of a selfish physician.11,12 

Confidentiality is also less controversial: “Whatever I see or hear in the lives of my patients, 

whether in connection with my professional practice or not, which ought not to be spoken of 

outside, I will keep secret, as considering all such things to be private.” Just as was the case in 

healing relationships formed 2,500 years ago, confidential and personal information shared by 

patients with doctors must not be disclosed, in order to preserve trust and facilitate treatment. 

Without trust, patients may withhold facts that help physicians formulate an accurate diagnosis 

and therapeutic plan. Disclosing confidential information could be detrimental to the patient, 

unless not sharing such information could harm part of the physician’s larger circle of trust (for 

example, reporting cases of tuberculosis, syphilis, or other transmissible illnesses). 

Finally, the Oath includes a statement about respect for teachers and about sharing information 

learned in the practice of medicine with students and other practitioners. While interpreted at 

times as exclusionary because of the mention of a written contract—limiting the spread of 

medical knowledge to only those who have paid for it can lead to disasters (as when the 

Chamberlen family’s preservation of their “trade secret” of obstetrical forceps for over a century 

contributed to countless needless deaths in childbirth)—this statement is primarily a reminder 

that the individual physician has an obligation to collaborate with and edify others. Life is short, 

the art of medicine is long, and the individual’s contribution to it tiny. 
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The Oath and Injustice 

The most inspiring and perhaps most important statements of the Oath address harm and 

injustice: “I will do no harm or injustice to them.” The Oath contains two passages related to 

injustice, one upon entering the patient’s house as mentioned above (ie, injustice against a 

specific patient) and the other against social injustice. 

While preventing personal and social injustice is a major concern of the Oath, physicians in 

general shy away from issues of social injustice, and when they do engage with societal issues, 

may at times have favored their own financial or personal interests. The American Medical 

Association (AMA), for instance, states that physicians have an obligation to provide some free 

care to the “indigent,” and that, as a group, they should work with policymakers to help society 

provide adequate health care to all.13 

Yet, as an institution, the AMA has historically worked against the adoption of universal health 

care and other policies that could expand access to care but decrease the incomes of practitioners, 

and criticized professional medical organizations that disagreed with their position. Many 

physicians likewise have organized against efforts to address the lack of affordable health care, 

opposing reforms proposed by Presidents Roosevelt, Truman, and Eisenhower, fighting the 

passage of Medicare in 1965, and later failing to support or influence reform efforts proposed by 

the Clinton administration.14 

Today, we face (and may swear by) old and new deities, including one perhaps more powerful 

and capable of extremes of good and evil than any other: money. We face problems that are 

intensely relevant to modern cancer research and care, and which (of course) did not exist at the 

time of the Oath: new types of medical and cancer research that include human experimentation, 

interactions with pharmaceutical and insurance companies, different practices and care patterns, 

unique stress from the cost of care and of drugs, and financial conflicts of interest.15-19 

Most of these problems are directly or indirectly connected with two large looming factors: 

universality of health-care accessibility and affordable cost. Stated simply, lack of health care for 

a substantial portion of patients can contribute to social injustice and medical harm. High costs of 

health care and high drug prices prevent patients from affording and benefitting from them, thus 
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causing harm. Adherence to the Hippocratic Oath requires physicians to address and advocate for 

better access to health care and for more affordable cost structures.15-19 

Coverage and Costs 

Because of how health care is financed in the United States, every physician knows of patients 

who have been denied access to health care perceived as necessary or received delayed 

treatment, and who have been harmed or humiliated by the process.20,21 The Affordable Care 

Act offers many advantages to patients that did not exist with the previous health-care order.17-

19 In the context of oncology, it broadens cancer care to millions more, expands Medicaid, and 

eliminates some ethical dilemmas associated with cancer care in previously uninsured patients. 

Broader insurance is associated with better access to cancer screening, earlier diagnosis, earlier 

treatment, and better outcomes. Patients with cancer are better covered on clinical trials. Closing 

the hole in Medicare Part D should reduce out-of-pocket expenses. Essential elements in cancer 

care such as emergency care and physical rehabilitation are covered. Annual and lifetime 

coverage in cancer care, which can be very expensive, are not capped.17,18 

That said, the Affordable Care Act has many limitations, which should be addressed. The initial 

rollout of HealthCare.gov and the insurance exchanges was a disappointment, and while this is 

now improving, other uncertainties and challenges remain. It is yet unclear whether the 

Affordable Care Act will increase or reduce the insurance premiums or alter the overall cost of 

care, whether bargain-basement policies sold as part of health-care exchanges will actually allow 

patients to receive appropriate care, and whether the Act will simplify or complicate the 

inefficiencies of the health-care system.  

Physicians should argue not simply to preserve the Affordable Care Act, which is a step forward 

but flawed, but also to improve on it and strive to extend future health-care coverage to become 

universally available to all Americans.22 [Editor’s note: See “Does the United States Have the 

Best Health-Care System in the World?” in the August 15 issue of The ASCO Post for more 

commentary from Dr. Kantarjian on health-care costs and the Affordable Care Act, or visit 

http://bit.ly/1whwepf .] 
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The high and growing cost of drugs, particularly cancer drugs, is another issue that should be 

viewed through the social justice lens of the Oath. Many patients cannot afford high drug prices 

and out-of-pocket expenses. About 10% to 20% of patients decide not to take their medicines or 

modify their dosages significantly. This worsens outcome and causes harm. 

These two issues—health-care coverage and cost of health care and drugs, which also raise 

issues of physicians’ conflicts of interests23-27—have slowly and subtly evolved into enormous 

problems facing our patients and our society, and causing personal and social injustice and harm. 

In addressing them, physicians should put patients first. Patients are our most sacred duty, and 

perhaps the Oath should begin with this invocation: “I swear by what is most sacred, my 

patients….” 
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Illegal termination of pregnancy 

 

Abortion has always been considered a taboo in the Indian camaraderie. The pro-life and pro-
choice positions, which are highly debated in various countries, have not really manifested 
themselves in the Indian discourse on abortion as a result of complex reality of our country. 
Limited and regressive discourse on abortion as a result of considering it as something being 
against God’s will make the situation even worse for those who never wanted pregnancy in the 
first place. Hence, there is a dire need to engender a progressive and informed discourse on 
abortion in India. It is ironical to note here that not much attention by the media is given to the 
legislations concerning women, which are faulty or have loopholes in it. 

This paper, with the help of different legislations, precedents and scholarly articles aims at 
discussing some of the very relevant issues regarding abortion which have been subjected to 
extensive debate all over the world. It has been divided into four sub-parts. Should a woman be 
given an absolute right to make decisions regarding her own body or not? Should law and media 
interfere in matters which are as personal as termination of pregnancy? Is such interference 
justified? If yes, then what should be the extent of such intervention? These are exactly the 
questions which have been addressed in the first part of the paper. The second part critically 
analyzes the provisions of Medical Termination of Pregnancy Act, 1971 in the light of the fact 
that the Act allows abortion as a population control measure rather than as a right and subjects 
the provisions of the Act to the test of fundamental rights guaranteed under Articles 19 (right to 
freedom) and 21 (right to protection of life and personal liberty) of the Indian Constitution and 
other basic human rights. This part also talks about the time bar for abortion set by the MTPA 
and discusses its constitutional validity. The third part then goes on to discuss the amendments to 
the Medical Termination of Pregnancy Act, 1971 and subjects them to strict scrutiny in the light 
of recent development of abortion laws all over the world. The authors, after thoroughly 
analyzing and comparing abortion laws of various countries (with emphasis on the USA), have 
proposed certain changes to the draft MTP amendment bill which has also been discussed in the 



third part. Lastly, the fourth part provides a conclusion and summarizes the whole discussion on 
abortion. 

Medical Termination of Pregnancy Act 

Margaret Sanger, an early 19th century birth control activist once furiously said that: 

“No woman can call herself free who does not control her own body.” 
 
The result of this was that she was prosecuted under Comstock Act, 1914 for her book on Family 
Limitation. The scenario at that point of time was catastrophic as to the rights of a woman to 
abort. The world has moved ahead but how far India and the people of India have come with 
their opinion and standpoint on abortion is the question that is always left in ambiguity and is 
still questionable. Discussing the status of woman in India, it is necessary to quote the father of 
the nation and what he said at the time of the India’s struggle for freedom. Mahatma Gandhi was 
of the view that no national movement for independence could succeed if so long and so great a 
portion of the population was being held back. Critical about the position of women in India he 
wrote: 

“Today, the sole occupation of a woman amongst us is supposed to be to bear children, to look 
after her husband and otherwise to drudge for the household. This is a shame. Not only was the 
woman condemned to domestic slavery, but when she went out as a laborer to earn wages, she 
was paid less, though she worked harder than men.” 
He not only tried involving women in the freedom movement by helping them come out of their 
comfort zone but also condemned the legal disabilities which hobbled woman. It is really sad 
that even after multitudinous efforts taken by government and so many educational programs; we 
still fail as a country and institution in curbing out the gender issues and in awareness with 
respect to a lady’s right. 

1. Section 3 (b) of MTP Act, 1972 violates right to life and personal liberty guaranteed 
under Article 21 of the constitution of India; 

2. Media plays a very important role in creating awareness in the society and has to be 
the flag bearer now to change the perception of the society in abolishing the social and 
moral stigma that surrounds abortion. 

ABORTION, MTP ACT, AND THE INDIAN CONSTITUTION 

Before 1972, abortion was an offence punishable under the Indian Penal code and was permitted 
only when it was needed to save the life of the mother. This law because of the restriction 



imposed and the strictness led to its violation in numerous cases. The huge uproar and the 
demand for liberalization for a number of years led to the formation of Medical Termination of 
Pregnancy Act in the year 1972. When an unborn is in mother’s womb, it is necessary to 
understand here that it is a part of a woman’s body, and if a lady does not have a right over her 
own body then it is a complete infringement of right to life and personal liberty guaranteed by 
the state under article 21 of the Indian Constitution. 

 It is necessary to note here that our Constitution does not confer any specific rights for 
an unborn and it can never be preceded over fundamental right of women to electively 
abort as she is the one who ultimately has to carry the weight of an undefined and 
unborn child in her womb. Right to life and personal liberty offered under Article 21 
has a very wide scope of interpretation.  

 This article in itself has become an inexhaustible source of many rights. This right has 
been given a paramount position by our courts.  

 The statement that no person can be deprived of his/her life or personal liberty has 
been repeatedly quoted with approval by the Supreme Court but was further 
interpreted to include the right to livelihood after certain controversy.  

 Now further interpretation of Article 21 suggests that commission of rape is a 
violation of right to life of the victim which includes right to live with human 
dignity. It is difficult to understand why the interpretation of the article cannot include 
right to elective abortion that is abortion at any point of time and by choice of the 
woman. 

 Among various rights available to a woman, deciding what should be inside her body 
and what not is the most fundamental right and the state should not take away this 
right from her. Right to abortion comes under the ambit of right to privacy which is 
recognized under right to life.  

 Mother’s right to abortion cannot be pressed for the rights of an unborn, which is not 
even a complete moral person. The scientists have agreed that fetal brain will be 
sufficiently developed to feel some sort of pain approximately after twenty six 
weeks, hence putting a twenty week bar on the termination of pregnancy is not even 
morally incorrect but scientifically also does not make any sense. 

 Liberty, in the 5th and 14th Amendments to the United States constitution, has a very 
wide scope of interpretation and takes in all the freedoms. With a slight contrast 
Article 21 of Indian Constitution qualifies liberty by “personal” and it can be inferred 
that the scope of liberty in Indian Constitution is narrower than that in the US. 

 Still, it is not an issue with respect to Abortion as there is nothing that can be as 
personal as abortion. 

 This can be substantiated by the judgment given in the case of State of Maharashtra v. 
Madhukar Narayan Mardikar, the Supreme Court held that even a prostitute or a 
sexually available woman is entitled to right to privacy and no one can evade her 



privacy as and when one likes. Again explaining the right to privacy in R. Rajagopal 
v. State of Tamil Nadu, the court held that it is our fundamental right to be let alone 
and a citizen has the right to safeguard his own privacy, along with his family’s 
privacy, procreation, motherhood, child-bearing and education among other matters. 

 The words like procreation, motherhood, child-bearing mentioned here very strongly 
contend that it’s a lady’s right whether she wants to procreate or not, whether she 
wants to be a mother or not, whether she wants to bear a child or not and even the 
narrowest interpretation of right to privacy includes right to abort. This absolutely 
makes it clear that Section 3(2) (b) of Medical Termination of Pregnancy Act, 1972 
which imposes a 20-week restriction on abortion violates a woman’s fundamental 
right to abort. 

 Though there has been a draft MTP bill proposed but that draft also focuses more on 
saving the doctors/medical practitioners from being prosecuted under section 312 to 
316 of Indian Penal Code 1860 which relates to the unlawful termination of 
pregnancy. Section 312 also covers a woman who causes herself to miscarry, which is 
really unreasonable as no mother would love to abort her own baby unless the social, 
financial or moral reason. The scope of this section, in researcher’s opinion needs to 
be narrowed down to include every legal entity except the woman who has the fetus. 

ABORTION AND ROLE OF MEDIA: LIBERTY AND FREEDOM OF SPEECH AND 
EXPRESSION: 

 Justice Bhagwati in the case of Maneka Gandhi v Union of India concluded that the 
expression ‘personal liberty in Article 21 is of the widest amplitude and it covers a 
variety of rights which go to constitute the personal liberty of man or a woman. 
Adding to that Mr. Tripathi, in his venture “Spotlight on Constitutional Interpretation” 
writes that the innumerable aspects of personal liberty are impossible exhaustively to 
enumerate.  

 In the case of State of Maharashtra v. Prabhakar Pandering the court held that the right 
to personal liberty included the right to write a book and get it published and if this 
there is any sort of hindrance in exercising this right without the authority of law, then 
it violates Article 21 of the Indian Constitution. 

 Through these cases, the researcher wants to throw some light on the power and 
freedom that press and media has in our country. After the removal of Section 66A of 
the Information Technology Act, which contained punishment for sending an 
electronic mail or electronic message for the purpose of causing annoyance and 
inconvenience or to decisive or mislead the addressee or recipient about the origin of 
such messages, shall be punishable with a punishment which may extend to a term of 
three years and fine, the social media has become more fearless than ever and can be 
the best way to put a standpoint. 



 The preamble of our constitution inter alia speaks of liberty of thought, expression, 
belief, faith and worship and in the researcher’s opinion after severing the most 
barbaric censorship law in India; the Supreme Court has opened a huge gateway for 
the media to be the flag bearers of new thinking, opinions, standpoints, reasoning, and 
logic. Now, we as humans with reasonable intellect are duty bound to protect and 
preserve the rights of each and every citizen of this country. 

 Article 19(1) that is the right to freedom of speech and expression imparts the right to 
know, receive and impart information and since the state has a duty to protect the 
freedom of expression as it is the liberty guaranteed against the state, it becomes the 
duty of the state to protect the rights of the press and media (which includes films) and 
a State cannot suppress a dramatic performance or any demonstration on account of 
threat of hostile audience or threat of violence. 

 It is very easy to explain why there is always a threat of violence when there is a new 
view point proposed. In India, from ancient Vedic period, abortion is regarded as a 
social evil and is condemned in every religion followed in India and with respect to 
women and men, problem of gender issues are still prospering. We have seen in 
numerous cases how media trials help in identifying and repairing the loopholes 
present in different acts and statutes. Though identifying non-allowance of abortion as 
a crime committed by state is not really a correct interpretation but at least we know 
that it is unfair and unreasonable restriction imposed by the state 

ABORTION LAW IN THE UNITED STATES: 

 In the year 1973, United States witnessed a landmark judgment which changed the 
abortion laws of United States by introducing concept of fetal viability. In this case 
the Supreme Court of US held that the abortion laws of Texas which criminalizes 
abortion except to save the life of the mother is violative of the Fourteenth amendment 
to the US Constitution and specifically the due process clause. 

 The US Supreme Court also held that the word “Person” mentioned in the fourteenth 
amendment does not include an unborn child which supports the researcher’s 
contention that an unborn child’s right cannot be given preference over a lady’s right 
to abort. Only when a fetus can survive outside the mother’s womb, the state’s interest 
as to the protection of a potential human life, but still cannot prohibit abortion when 
the life and health of the mother are in question. 

Following this case, in Planned Parenthood Southeastern Pennsylvania v. Casey, the Supreme 
Court created a new standard to test the constitutionality of State abortion restriction which was 
called the undue burden test instead of trimester test. Undue Burden is defined as having effect 
of placing substantial obstacles in the path of a woman’s choice. While giving this judgment as 



well, the court was of the view that the constitutional protection of woman’s decision to 
terminate her own pregnancy is derived from the Due process clause of Fourteenth Amendment. 

Now the role of media here is to create awareness about the developments that have happened in 
countries like USA and also about the right that is induced in every lady who never wanted 
pregnancy in the first place, or became pregnant because of some atrocities like rape or family 
pressure. Newspapers, TVs and different social media platforms are the catalysts of a progressive 
society and the persistent acknowledgement and awareness programs on the loophole in the MTP 
Act, 1972 from the media shall indeed lead to changing of opinion of the masses about abortion. 

RECOMMENDATIONS: 

According to the author, just enactment of a new laws, rules and statutes, is not at all a solution 
to the problems with respect to abortion that have been pre-existing for centuries. The execution 
part of it has to also be taken into consideration. Also it is necessary to note here that women in 
need of abortion will obtain one whether safe or unsafe so why not remove the upper gestation 
limit for the termination of pregnancy. It does sound like an extreme move or maybe one which 
totally neglects the rights of an unborn but idealistically and constitutionally it cannot be called 
wrong. If rights of an unborn are taken into consideration, then also the bar of 20 weeks set by 
the government which is subjected to judicial discretion which ultimately varies in different 
cases and in the lights of the recent judgment of Supreme Court. The media needs to be more 
persistent with its approach and has to repeatedly make known to people the present problems 
with respect to MTP Act and has to continuously keep on interpreting the Supreme Court 
decisions and make it available to the masses as the reach on social network and media is much 
more than the judgments of the courts. Also the paid media has to come to an end as the country 
needs much more than regulated news. Our constitution guarantees the right to freedom of 
speech and expression and it’s high time everyone starts utilizing it for the betterment of the 
society. 

Abortion has been legal in India since 1971, when the Medical Termination of Pregnancy Act 
was passed. The law is quite liberal, as it aims to reduce illegal abortion and maternal mortality. 

An abortion can be performed in India until the 20th week of pregnancy. The opinion of a second 
doctor is required if the pregnancy is past its 12th week. 

The Medical Termination of Pregnancy Act was amended in 2002 and 2003 to allow doctors to 
provide mifepristone and misoprostol (also known as the “morning-after pill”) on prescription up 
until the seventh week of pregnancy. 

An abortion is permitted in the following cases: 



 A woman has a serious disease and the pregnancy could endanger her life 
 A woman’s physical or mental health is endangered by the pregnancy 
 The fetus has a substantial risk of physical or mental handicap 
 A woman contracts rubella (German measles) during the first three months of pregnancy 
 Any of a woman’s previous children had congenital abnormalities 
 The fetus is suffering from RH disease 
 The fetus has been exposed to irradiation 
 The pregnancy is the result of rape 
 A woman’s socio-economic status may hamper a healthy pregnancy 
 A contraceptive device failed 

The Ministry of Health and Family Welfare proposed amendments to The Medical Termination 
of Pregnancy Bill in 2014. The proposed changes would allow healthcare providers to perform 
an abortion between 20 and 24 weeks under certain conditions. 

Permission 

 If a woman is married, her own written consent is sufficient. Her husband’s consent is not 
required 

 If a woman is unmarried and over 18, she can provide her own written consent 
 If a woman is unmarried and under 18, she must provide written consent from her guardian 
 If a woman is mentally unstable, she must provide written consent from her guardian 

Procedure 

Abortions can be performed in any medical institution that is licensed by the government to 
perform medically assisted terminations of pregnancy. Such institutions must display a certificate 
issued by the government. 

Abortions must be performed by a doctor with one of the following qualifications: 

 A registered medical practitioner who has performed at least 25 medically assisted 
terminations of pregnancy 

 A surgeon who has six months’ experience in obstetrics and gynecology 
 A person who has a diploma or degree in obstetrics and gynecology 
 A doctor who was registered before the 1971 Medical Termination of Pregnancy Act and 

who has three years’ experience in obstetrics and gynecology 
 A doctor who registered after 1971 and has been practicing in obstetrics and gynecology for 

at least a year 



The best way to find a gynecologist is through personal recommendations or by visiting the 
gynecology and obstetrics department of a reputed private hospital or clinic. 

Indian society is quite conservative and pre-marital sex is taboo. Unmarried women seeking an 
abortion may be confronted by medical staff with hostile attitudes. 

Family Planning Organizations: 

The Jansankhya Sthirata Kosh (National Population Stabilization Fund) is an autonomous 
body of the Ministry of Health and Family Welfare. It provides information on family planning, 
the surgical options for terminating a pregnancy, and sexual and infant health. 

 Jansankhya Sthirata Kosh 
 Population Health Services (India) is a not-for-profit organization that provides family 

planning services 
 Marie Stopes India provides family planning and reproductive health services 

CONCLUSION 

It cannot get simpler than this, if you are against abortion, then don’t have one but don’t restrict 
others to avail what is their fundamental right. No woman has an abortion for fun, but no woman 
is answerable as to why she wants to remove something from her body which may or may not 
develop into an entity. The question if put in different words is not even about the right to 
abortion, the emphasis must be not on the right to abortion but on the right to privacy and right to 
reproductive control where the involvement of the state should be minimal. As Hillary Clinton 
said that one cannot have maternal health without reproductive health, it is necessary to always 
keep in mind that reproductive health includes contraception and family planning and access to 
legal and safe abortion. According to the researcher, abortion is an extremely personal and 
intimate issue for a lady and anyone opinionating against abortion or trying to set a bar on the 
time period before which she can abort is actually putting shackles of some rhetoric moral 
hearsay on her and substantially infringing a lady’s right over her own body which comes under 
the ambit of right to life and personal liberty. Media has to play the role of a backbone, which 
always stands for the rights of pregnant women and has to bring the change in the opinion of the 
masses. As rightly said by Ayelet Waldman: 

“LISTEN TO THE PREGNANT WOMAN. VALUE HER. SHE VALUES THE LIFE GROWING INSIDE 
HER. LISTEN TO THE PREGNANT WOMAN, AND YOU CANNOT HELP BUT DEFEND HER RIGHT TO 

ABORTION” 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 2: HEALTH & ROLE AND REGULATION OF TECHNOLOGY 

Study material is given by: Miss. Mayurika Roy 

 

 

 

Issues of negligence 

 

WHAT IS MEDICAL NEGLIGENCE? 

The medical profession is considered a noble profession because it helps in preserving life. We 
believe life is God given. Thus, a doctor figures in the scheme of God as he stands to carry out 
His command. A patient generally approaches a doctor/hospital based on his/its reputation. 
Expectations of a patient are two-fold: doctors and hospitals are expected to provide medical 
treatment with all the knowledge and skill at their command and secondly they will not do 
anything to harm the patient in any manner either because of their negligence, carelessness, or 
reckless attitude of their staff. Though a doctor may not be in a position to save his patient's life 
at all times, he is expected to use his special knowledge and skill in the most appropriate manner 
keeping in mind the interest of the patient who has entrusted his life to him. Therefore, it is 
expected that a doctor carry out necessary investigation or seeks a report from the patient. 
Furthermore, unless it is an emergency, he obtains informed consent of the patient before 
proceeding with any major treatment, surgical operation, or even invasive investigation. Failure 
of a doctor and hospital to discharge this obligation is essentially a tortious liability. A tort is a 
civil wrong (right in rem) as against a contractual obligation (right in personam) – a breach that 
attracts judicial intervention by way of awarding damages. Thus, a patient's right to receive 
medical attention from doctors and hospitals is essentially a civil right. The relationship takes the 
shape of a contract to some extent because of informed consent, payment of fee, and 
performance of surgery/providing treatment, etc. while retaining essential elements of tort. 

In the case of Dr. Laxman Balkrishna Joshi vs. Dr. Trimbark Babu Godbole and Anr., AIR 1969 
SC 128 and A.S.Mittal v. State of U.P., AIR 1989 SC 1570, it was laid down that when a doctor 
is consulted by a patient, the doctor owes to his patient certain duties which are: (a) duty of care 
in deciding whether to undertake the case, (b) duty of care in deciding what treatment to give, 
and (c) duty of care in the administration of that treatment. A breach of any of the above duties 
may give a cause of action for negligence and the patient may on that basis recover damages 
from his doctor. In the aforementioned case, the apex court interalia observed that negligence has 
many manifestations – it may be active negligence, collateral negligence, comparative 
negligence, concurrent negligence, continued negligence, criminal negligence, gross negligence, 
hazardous negligence, active and passive negligence, willful or reckless negligence, or 
negligence per se. Black's Law Dictionary defines negligence per se as “conduct, whether of 
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action or omission, which may be declared and treated as negligence without any argument or 
proof as to the particular surrounding circumstances, either because it is in violation of statute or 
valid Municipal ordinance or because it is so palpably opposed to the dictates of common 
prudence that it can be said without hesitation or doubt that no careful person would have been 
guilty of it. As a general rule, the violation of a public duty, enjoined by law for the protection of 
person or property, so constitutes.” 

Negligence per se 

While deliberating on the absence of basic qualifications of a homeopathic doctor to practice 
allopathy in Poonam Verma vs. Ashwin Patel and Ors. (1996) 4 SCC 322, the Supreme Court 
held that a person who does not have knowledge of a particular system of medicine but practices 
in that system is a quack. Where a person is guilty of negligence per se, no further proof is 
needed. 

Duty on the part of a hospital and doctor to obtain prior consent of a patient 

There exists a duty to obtain prior consent (with respect to living patients) for the purpose of 
diagnosis, treatment, organ transplant, research purposes, disclosure of medical records, and 
teaching and medico-legal purposes. With respect to the dead in regard to pathological post 
mortem, medico-legal post mortem, organ transplant (for legal heirs), and for disclosure of 
medical record, it is important that informed consent of the patient is obtained. Consent can be 
given in the following ways: 

 Express Consent: It may be oral or in writing. Though both these categories of consents 
are of equal value, written consent can be considered as superior because of its evidential 
value. 

 Implied Consent: Implied consent may be implied by patient's conduct. 
 Tacit Consent: Tacit consent means implied consent understood without being stated. 
 Surrogate consent: This consent is given by family members. Generally, courts have held 

that consent of family members with the written approval of 2 physicians sufficiently 
protects a patient's interest. 

 Advance consent, proxy consent, and presumed consent are also used. While the term 
advance consent is the consent given by patient in advance, proxy consent indicates 
consent given by an authorized person. As mentioned earlier, informed consent obtained 
after explaining all possible risks and side effects is superior to all other forms of consent. 

The importance of obtaining informed consent 

In the case of Samira Kohli vs. Dr. Prabha Manchanda and Ors. I (2008) CPJ 56 (SC), the apex 
court held that consent given for diagnostic and operative laparoscopy and “laporotomy if 
needed” does not amount to consent for a total hysterectomy with bilateral salpingo 
opherectomy. The appellant was neither a minor nor mentally challenged or incapacitated. As the 
patient was a competent adult, there was no question of someone else giving consent on her 
behalf. The appellant was temporarily unconscious under anesthesia, and as there was no 
emergency. The respondent should have waited until the appellant regained consciousness and 
gave proper consent. The question of taking the patient's mother's consent does not arise in the 
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absence of emergency. Consent given by her mother is not a valid or real consent. The question 
was not about the correctness of the decision to remove reproductive organs but failure to obtain 
consent for removal of the reproductive organs as performance of surgery without taking consent 
amounts to an unauthorized invasion and interference with the appellant's body. The respondent 
was denied the entire fee charged for the surgery and was directed to pay Rs. 25000/- as 
compensation for the unauthorized surgery. 

Coverage of doctors and hospitals under CPA 

In the case of the Indian Medical Association vs. V.P. Shanta and Ors., III (1995) CPJ 1 (SC), the 
Supreme Court finally decided on the issue of coverage of medical profession within the ambit 
of the Consumer Protection Act, 1986 so that all ambiguity on the subject was cleared. With this 
epoch making decision, doctors and hospitals became aware of the fact that as long as they have 
paid patients, all patients are consumers even if treatment is given free of charge. While the 
above mentioned apex court decision recognizes that a small percentage of patients may not 
respond to treatment, medical literature speaks of such failures despite all the proper care and 
proper treatment given by doctors and hospitals. Failure of family planning operations is a 
classic example. The apex court does not favor saddling medical men with ex gratia awards. 
Similarly, a in a few landmark decisions of the National Commission dealing with hospital death, 
the National Commission has recognized the possibility of hospital death despite there being no 
negligence. 

WHERE COMPENSATION WAS AWARDED 

In this context, it may be recalled that in the case of the State of Haryana and Ors v. Smt. Santra, 
I (2000) CPJ 53 (SC) (by S. Saghir Ahmad and D.P.Wadhwa, JJ.), the Supreme Court in a 
Special Leave Petition upheld the claim for compensation where incomplete sterilization (family 
planning operation) was held to be defective in service. Smt Santra underwent a family planning 
operation related only to the right fallopian tube and the left fallopian tube was not touched, 
which indicates that complete sterilization operation was not performed. A poor laborer woman, 
who already had many children and had opted for sterilization, became pregnant and ultimately 
gave birth to a female child in spite of a sterilization operation that had obviously failed. 

Claim for damages was based on the principle that if a person has committed civil wrong, he 
must pay compensation by way of damages to the person wronged. The apex court held: 
“Maintenance” would obviously include provision for food, clothing, residence, education of the 
children and medical attendance or treatment. The obligation to maintain besides being statutory 
in nature is also personal in the sense that it arises from the very existence of the relationship 
between a parent and the child. Claim for damages, on the contrary, is based on the principle that 
if a person has committed civil wrong, he must pay compensation by way of damages to the 
person wronged. 

While elaborating on medical negligence, the apex court observed as follows (abridged): 
Negligence is a ‘tort’. Every doctor who enters into the medical profession has a duty to act with 
a reasonable degree of care and skill. This is what is known as ‘implied undertaking’ by a 
member of the medical profession that he would use a fair, reasonable and competent degree of 
skill. In the case of Bolam V. Friern Hospital Management Committee, (1957) 2 All ER 118, 
McNair, J. summed up the law as the following: 
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“The test is the standard of the ordinary skilled man exercising and professing to have that 
special skill. A man need not possess the highest expert skill: It is well established law that it is 
sufficient if he exercises the ordinary skill of an ordinary competent man exercising that 
particular art. In the case of a medical man, negligence means failure to act in accordance with 
the standards of reasonably competent medical men at the time. There may be one or more 
perfectly proper standards, and if he confirms with one of these proper standards, then he is not 
negligent.” 

In the case of Spring Meadows Hospital and Anr. v Harjol Ahluwalia, 1998 4 SCC 39, a 
compensation of Rs. 5 lacs was awarded because of mental anguish caused to the parents of a 
child who became totally incapacitated for life in addition to a compensation of Rs. 12 lacs 
approx. awarded to the child. While the amount of Rs. 12 lacs was to be paid by insurer, the 
balance amount was to be paid by the hospital. Though the insurance company took a stand since 
the nurse who administered the adult dose of inj. Lariago to the child was not qualified, the apex 
court did not go into this issue while adjudicating negligence related proceeding. Therefore, it is 
important to keep in mind that doctors and hospitals should not only obtain a Professional 
Indemnity Insurance Policy, but also take care that nurses and other hospitals staff engaged by it 
are qualified. 

MEDICAL ETHICS AND THE TREATMENT OF ACCIDENT VICTIMS 

In the case of Pravat Kumar Mukherjee vs. Ruby General Hospital and Ors, II(2005)CPJ35(NC), 
the National Commission delivered a landmark decision concerning treatment of an accident 
victim by the hospital. The brief facts of the case are as follows: the complainants are the parents 
of the deceased boy. They approached the National Commission for compensation and adequate 
relief. The case involves the unfortunate death of a young boy, Shri Sumanta Mukherjee, a 
student of second year B. Tech., Electrical Engineering. At Netaji Subhash Chandra Bose 
Engineering College on January 14, 2001 a bus from Calcutta Tramway Corporation crashed 
with the motorcycle driven by the deceased. Sumanta was conscious after the accident and was 
taken to the hospital about 1 km from the site of the accident. He was insured for Rs. 65,000/- 
under a Mediclaim Policy issued by the New India Assurance Co. Ltd. When he reached the 
hospital, the deceased was conscious and showed the Mediclaim certificate he was carrying in 
his wallet. He also assured that charges for treatment would be paid and treatment should be 
started. Acting on this promise, the hospital started treatment in its emergency room by giving 
moist oxygen, starting suction, and by administering injection Driphylline, Injection Lycotinx, 
and titanous toxoid. The respondents demanded an immediate payment of Rs. 15000/- and 
discontinued treatment as the amount was not deposited immediately though an assurance to pay 
the amount was made by the accompanying persons from the general public. Actually, the crowd 
collected Rs. 2000/- and the amount with the motorcycle of the patient and insurance receipt was 
offered. As the hospital was adamant and discontinued treatment after giving treatment for 45 
minutes, the people from the crowd present were forced to take the patient to National Calcutta 
Medical College, which is about 7-8 km from the current hospital. The patient died on the way 
and was declared dead upon arrival at the National Calcutta Medical College. 

The National Commission allowed the complaint and the Opponent Ruby Hospital was directed 
to pay Rs. 10 lakhs to the Complainant for mental pain agony. The Commission observed as 
follows: “This may serve the purpose of bringing about a qualitative change in the attitude of the 
hospitals of providing service to human beings as human beings. A human touch is necessary; 
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that is their code of conduct; that is their duty and that is what is required to be implemented. In 
emergency or critical cases, let them discharge their duty/social obligation of rendering service 
without waiting for fee or for consent”. However, it remains to be seen whether the above award 
has brought in any attitudinal change in the medical fraternity. 

An award was given on the following basis/grounds. While dealing with the contention that ‘no 
consideration paid’, ‘deceased or complainant not consumer’ National Commission observed as 
follows (abridged): “Not acceptable. Persons belonging to the poor class who are provided 
service free of charge are beneficiaries of service which is hired or availed of by the paying class. 
The status of an emergency or critically ill patient would be the same as people belonging to the 
poor class since both are not in a position to pay. Free services would also be services and the 
recipient would be the consumer under the Act. Since doctors started treatment on the deceased 
due to an emergency, that itself is availing of services, may it be free of cost or promised 
deferred payment. Expert evidence pointed out that discontinuance of treatment hastened the 
death of the patient, which itself is deficiency in service. Serious negligence and laxity on the 
part of the hospital by refusing admission and treatment facility to the youth who was almost in 
dying condition, defying all medical ethics and a gross violation of the Clinical Establishment 
rules and Act of 1950 as amended in 1998. How was a patient who was advised admission at 
ITU was allowed to leave the hospital for treatment elsewhere without signing any document or 
risk bond not shown? Withdrawal of treatment can not be justified on any ground. Deficiency is 
writ large. 

Secondly, while dealing with the contention that there was no consent for treatment, the National 
Commission observed as follows (abridged): “Since emergency treatment is required to be given 
to a patient who was brought in seriously injured condition there was no question of waiting for 
consent. Consent is implicit in such cases. On the contrary, a surgeon who fails to perform an 
emergency operation must prove that the patient refused to undergo an operation not only at the 
initial stage but even after he was informed about the dangerous consequences of not undergoing 
the operation. Waiting for consent of a patient or a passer-by who brought the patient to the 
hospital is nothing but absurd and is apparent failure of duty on the part of doctor. Deficiency in 
service was proved and compensation was granted. 

Maintainability of a consumer case when a Motor Accident Claims Tribunal (MACT) case is 
pending: The National Commission held that the MACT case is no bar to complaint under CP 
Act. Two causes are different and required to be decided by separate tribunals/forums. While the 
cause of action before MACT was rash and negligent driving, due to which the accident was 
caused, the cause of action against doctors and hospitals is for deficiency in rendering service – 
emergency treatment by the doctors or the hospital. Since both causes are separate and distinct, 
complaint is maintainable.  

THE IMPORTANCE OF CASE LAW 

Jurisprudential principle of ‘stare decisis’ is based on a Latin phrase meaning to stand by decided 
cases; to uphold precedents; to maintain the positions laid down by higher courts earlier. One of 
the important characteristics of a good law is that the law should be definite, lucid, and 
unambiguous with the flexibility to relate to different situations, facts, and circumstances and 
that justice is done in accordance with law. Latin maxim ‘Stare decisis, et non quieta movere’ 
means it is best to adhere to decisions and not to disturb questions put at rest. The objective is to 
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avoid confusion in the minds of the citizens as to what the law of the land is. As laid down in u.a 
141 of the constitution of India, the law declared by the Supreme Court is binding in all courts. 
Furthermore, the Constitution of India provides that both the Supreme Court and High Courts of 
States are the courts of records. So far as the case law laid down by the National Commission 
and State Commission is concerned, they are followed by lower fora as a binding precedent 
though no specific provision has been made in the Consumer Protection Act, 1986. It is generally 
accepted that when a point of law is settled by a decision of a superior authority, it is not to be 
departed from. Change of a judge shall not affect the settled legal position. A new judge is not 
supposed to pronounce a new law but is expected to maintain and expound the old one. While 
this appears to restrict the elbow room of new judges to interpret the law when there is a settled 
legal position laid down by his predecessor, this restriction is substantially lifted when the law 
undergoes amendment. There is considerable criticism that Consumer Fora have not 
scrupulously followed the principle laid down by superior fora, that is State Commissions of the 
state and the National Commission and also that even superior fora have often not maintained 
settled positions laid down by their predecessors. The decisions of the National Commission and 
State Commissions are reported. However, there may not be uniformity with all such decisions. 
Furthermore, there may be conflicting decisions of various State Commissions and National 
Commissions. Consequently, while some legal experts have called for express provision to that 
effect, others feel that the principle being followed in respect of the Supreme Court and High 
Courts (since an appeal to Supreme Court is provided, High Courts are generally not expected to 
entertain consumer related writs though there is no such bar in the Act) may be generally 
followed even in respect of the decisions of State and National Commission subject to the 
interpretations if any of High Courts and the final legal position as laid down by Supreme Court. 

Clear case of medical negligence (similar to res ipsa loquitor?) 

An appellant doctor was found by the State Commission to be responsible for leaving ribbon 
gauze in the right side of the nose after a septoplasty resulting in several complications. The 
complainant suffered and had to be under treatment all the while the National Commission 
confirmed the order and observed that it has no option but to deduce that it was a clear case of 
medical negligence on the part of the appellant. The National Commission in the case of Dr. 
Ravishankar vs. Jery K. Thomas and Anr, II (2006) CPJ 138 (NC) held that based on the facts 
and circumstances, the obvious deduction is that the appellant doctor is responsible for leaving 
behind ribbon gauze resulting in complications. Medical negligence was proved. 

The brief facts of the case are as follows. The complainant was having some nasal and breathing 
problems. He approached the appellant doctor who upon examination advised a septoplasty, 
which was carried out on August 18, 1999 in second Respondent's hospital. It is the case of the 
complainant that after the operation, the pain aggravated and the breathing problem persisted. 
After examination, the complainant was advised to take some antibiotics for major nasal 
infection. Despite taking these medicines, the complainant was not getting any relief so he was 
taken to St. John's Hospital. A computed tomography (CT) scan showed that there was a deposit 
inside the nasal cavity for which an endoscopy was performed at St. John's hospital. Cotton 
gauze was removed from the nasal section on November 28, 2000. It was in these circumstances 
alleging medical negligence on the part of appellant and second respondent a complaint was filed 
before the State Commission. After hearing perusal of evidence and other material on record, the 
State Commission held the second respondent guilty of medical negligence and directed him to 
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pay a compensation of Rs. 1 lac with interest @ 6% p.a from the date of complaint along with 
the cost of Rs. 5000/-. Aggrieved by this order, the Appellant doctor filed this appeal. 

Held: heard the counsel for the appellant. As held by the State Commission, it is neither the 
surgery nor the procedure adopted that is under challenge. What is being challenged is the 
leaving behind of cotton gauze after surgery and the non removal of it by the appellant doctor. 
After going through the record maintained at St. John's hospital, Dr. Balasubramanium opined 
that after the CT scan a soft tissue mass (gauze piece) was found retained in the right nasal cavity 
that was removed under local anesthesia. 

MEDICO LEGAL – SOME IMPORTANT ISSUES 

The death of a patient while undergoing treatment does not amount to medical negligence. 

In the case of Dr. Ganesh Prasad and Anr. V. Lal Janamajay Nath Shahdeo, I (2006) CPJ 117 
(NC), the National Commission (Order: Per Mrs. Rajalaxmi Rao, Member) reiterated the 
principle that where proper treatment is given, death occurring due to process of disease and its 
complication, it can not be held that doctors and hospitals are negligent and orders of lower fora 
do not uphold the claim and award a compensation. In this case, a 4 ½ year old child suffering 
from cerebral malaria was admitted to the hospital. A life-saving injection was given. As opined 
by the child specialist, doses were safe and the treatment was proper. Though the death of the 
child is unfortunate, it can not be said that there was negligence on the part of the doctor. 

The opinion based on teachings of one school of thought may not amount to medical negligence 
when there are two responsible schools of thought. Observations of the National Commission in 
the case of Dr. Subramanyam and Anr. vs. Dr. B. Krishna Rao and Anr., II (1996) CPJ 233 (NC) 
on the question of medical negligence are most illuminating as it involved a complaint by a well-
qualified doctor against a fellow professional who treated his wife for an endoscopic 
sclerotherapy. It is relevant to note that in this case the complainant doctor alleged that the 
moment the patient was admitted to the Nursing Home, there was total mismanagement to the 
extent of virtually throwing her into the jaws of death solely because of negligence and improper 
rather wrong treatment given to her by the first opposite party, Dr. Rao. The complainants 
submitted that the slipshod, callous, and negligent way in which the patient was treated led to her 
death. Hon'ble Commission observed as follows: “The principles regarding medical negligence 
are well settled. A doctor can be held guilty of medical negligence only when he falls short of the 
standard of reasonable medical care. A doctor can not be found negligent merely because in a 
matter of opinion he made an error of judgment. It is also well settled that when there are 
genuinely two responsible schools of thought about management of a clinical situation the court 
could do no greater disservice to the community or advancement of medical science than to place 
the hallmark of legality upon one form of treatment.” 

Error of judgment in diagnosis or failure to cure a disease does not necessarily mean medical 
negligence. In the case of Dr. Kunal Saha vs. Dr. Sukumar Mukherjee and Ors. III (2006) CPJ 
142 (NC), the National Commission (per Mr. Justice M. B. Shah, President) considered the 
question of whether the Opponent doctors and hospital acted negligently in diagnosis of the 
disease suffered by the patient (wife of complainant doctor), administration of medicine (it was 
alleged that an overdose of steroids was prescribed), provision of facilities in hospital (absence 
of burn unit in hospital was alleged). A compensation of Rs. 77,76,73,500/- was claimed. The 
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National Commission held that an error in medical diagnosis does not amount to deficiency in 
service. The National Commission further observed that the deceased (wife of Complainant) 
suffered from TEN (Toxic Epidermal Necrolysis), which is a rare disease and the mortality rate 
varies from 25% to 70% as per medical literature. The Commission also observed that 
considering the facts and circumstances of this case, the doctor can not be held liable for want of 
an exact diagnosis. 

Role of expert opinion: in the case of Sethuraman Subramniam Iyer vs. Triveni Nursing Home 
and Anr. I (1998) CPJ 110 (NC), the National Commission dismissed the complaint holding that 
there was no expert evidence on behalf of the complainant. Similarly, in ABGP vs. Jog Hospital, 
the complaint was held to be not maintainable. In Farangi lal Mutneja vs. Shri Guru Harkishan 
Sahib Eye Hospital Sahana and Anr., IV (2006) CPJ 96, Union Territory Commission, 
Chandigarh dismissed the claim based on medical negligence with following observation: “The 
O.P. conducted an eye operation upon the complainant. The cornea was damaged subsequently, 
and visibility was lost. The complainant alleged that proper dilation of an eye was not done 
before conducting the cataract operation. Also it was alleged that the operation was done in a 
hurried manner. The Medical Council of India, after obtaining the expert opinion of two well 
known institutions, came to the conclusion that standard treatment protocol was followed and 
optimal procedures were carried out. Thus there was no negligence on the part of the O.P.” 

Medical Literature: In the case of P. Venkata Lakshmi vs. Dr. Y. Savita Devi, II (2004) CPJ 14 
(NC), the National Commission held that the State Commission ought to have considered the 
medical literature filed by the complainant and the State Commission had dismissed the 
complaint on the grounds that there was no expert evidence and remanded the matter. 

Quantum of compensation: With regard to the quantum of compensation payable to an injured 
patient, the Supreme Court observed in the case of IMA vs. V.P. Shanta and Ors. III (1995) CPJ I 
(SC), as follows: “A patient who has been injured by an act of medical negligence has suffered in 
a way which is recognized by the law – and by the public at large as deserving compensation. 
This loss may be continuing and what may seem like an unduly large award may be little more 
than that sum which is required to compensate him for such matters as loss of future earnings 
and the future cost of medical or nursing care. To deny a legitimate claim or to restrict arbitrarily 
the size of an award would amount to substantial injustice. After all, there is no difference in 
legal theory between the plaintiff injured through medical negligence and the plaintiff injured in 
an industrial or motor accident.” 

Engaging a specialist when available is obligatory. In the case of Prashanth S. Dhananka vs. 
Nizam Institute of Medical Science and Ors (1999) CPJ43 (NC), the National Commission 
deliberated on important issues such as what constitutes medical negligence, the duty of a 
hospital to engage a specialist when a specialist is available, vicarious liability of a hospital for 
omissions and commissions of doctors and staff, and compensation for mental and physical 
torture. 

The National Commission on the question of whether compensation has to be awarded when 
doctors decide not to operate and the patient later dies. In the case of Narasimha Reddy and 
Ors. Vs. Rohini Hospital and Anr. I (2006) CPJ144 (NC), the National Commission held that 
when a patient could not be operated due to a critical condition, the doctor can not be held guilty 
of negligence if the proper course of practice is adopted and reasonable care is taken in 
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administration of treatment. Consequently the Revision petition filed by the complainant was 
dismissed. 

When a patient does not give a proper medical history, the doctor can not be blamed for the 
consequences. In the case of S. Tiwari vs. Dr. Pranav 1(1996) CPJ 301 (NC), it was alleged that 
a tooth was extracted without a proper test. When bleeding continued, the doctor administered a 
pain killer. Though the patient had a blood pressure of 130/90, he did not give the doctor his 
proper medical history. The National Commission upheld the findings of the State Commission 
and dismissed the complaint on the ground that the patient did not give a correct case history and 
follow-up when required. 

Hospital is vicariously liable for any wrong claiming on the part of consultants. In the case of Ms 
Neha Kumari and Anr. V Apollo Hospital and Ors. 1 (2003) CPJ 145 (NC), the National 
Commission held that alleged medical negligence is not proved as the complainant suffered from 
complex birth defects of the spine and whole body as evidenced by a pre-operative CT scan. 
Two complaints were filed claiming a compensation of Rs. 26,90,000 alleging that while 
performing an operation (surgery) on the spinal canal, a rod was fitted inappropriately at the 
wrong level that resulted in the non functioning of the lower limbs. The Hon'ble commission 
held as follows: 

“We do not find it is a case of medical negligence as alleged. Complaints have not denied that 
Neha Kumari was suffering from ailments from the very birth and that she was operated upon 
when she was only four years of age. On detailed investigations Neha Kumari was found to have 
multiple congenital complicated problems in Kiphoscoliotic deformity with weakness and 
wasting right upper limbs and (i) complex Khyphoscoliotic deformity of the mid dorsal spine 
with hemivertibrae of the D and D6 spinal levels and spinal bifida of the D and D7 
vertebrae….Further filing of the appeal was delayed and no sufficient cause was shown to the 
satisfaction of Commission. 

However, on the question of vicarious liability of the hospital for negligence on the part of the 
consultants, the Hon'ble Commission relying on the judgment in Basant Seth V Regency 
Hospital O P No.99 of 1994 rejected the contention of the hospital and held that the hospital is 
vicariously liable for any wrong claiming on the part of consultants. 

Award of ex-gratia compensation against doctors and hospitals is not proper. The decision of the 
Supreme Court in the State of Punjab vs. Shiv Ram and Ors., IV (2005) CPJ 14 (SC) on a 
complaint alleging an unsuccessful family planning operation due to negligence of the doctor can 
be said to be an important milestone for many reasons. Firstly, the Supreme Court held that 
medical men and hospitals should not be saddled with damages unless they are found negligent. 
The apex court felt that awarding ex gratia compensation against doctors and hospitals without 
any findings on negligence is not proper. The court further held that there is a need for 
developing a welfare fund or insurance scheme. Failure of sterilization performed successfully is 
attributable to causes other than medical negligence and that the state government should think 
of devising and making provisions for a welfare fund or collaborating with insurance companies. 

This judgment makes very pragmatic observations in the midst of several verdicts against 
medical professionals and hospitals especially when an award is made based on sympathetic 
considerations. It is heartening to note that the apex court looks at the issues relating to the 
medical profession and medical negligence in a holistic manner and with utmost consideration. 
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In a full bench decision dated August 25, 2005, Mr. Justice R.C. Lahoti, former C.J.I observed as 
follows: “Medical profession is one of the oldest professions of the world and is the most 
humanitarian one. There is no better service than to serve the suffering, wounded, and the sick. 
Inherent in the concept of any profession is a code of conduct, containing the basic ethics that 
underline the moral values that govern the professional practice and is aimed at upholding its 
dignity. Medical ethics underlines the values at the heart of the practitioner-client relationship. In 
the recent times, professionals are developing a tendency to forget that the self regulation which 
is at the heart of their profession is a privilege and not a right and the profession obtains this 
privilege in return for an implicit contract with society to provide good, competent and 
accountable service to the public. It must always be kept in mind that a doctor is a noble 
profession and the aim must be to serve humanity, otherwise the dignified profession will lose its 
true worth.” 

The apex court further held that merely because a woman having undergone a sterilization 
operation became pregnant and delivered a child, the operating surgeon or his employer can not 
be held liable for payment of compensation on account of unwanted pregnancy or child. A claim 
in tort is sustainable only if there was negligence on the part of surgeon in performance of a 
surgery or the surgeon assured 100% exclusion of pregnancy after surgery. Proof of negligence 
will have to satisfy Bolam's test. Cause of failure of the sterilization operation may be obtained 
from laparoscopic inspection of the uterine tubes, by an X-ray examination, or by a pathological 
examination of the material removed at a subsequent operation of re-sterilization. The cause of 
action in the failed sterilization operation arises on account of negligence of the surgeon and not 
on account of child birth-failure due to natural causes. 

The apex court reaffirmed the above observations in the State of Haryana and Ors. vs. Raj Rani 
IV (2005) CPJ28 (SC) and held as follows: “Doctors can be held liable only in cases where 
failure of operation is attributable to his negligence and not otherwise. Medical negligence 
recognized percentage of failure of sterilization operation due to natural causes depending on 
techniques chosen for performing surgery. The pregnancy can be for reasons de hors any 
negligence of the surgeon. A fallopian tube that is cut and sealed may reunite and the woman 
may conceive though a surgery is performed. Neither can the surgeons can be held liable to pay 
compensation nor can the state be held vicariously liable in such cases. However, payment made 
by the state will be held as ex gratia payment and the money paid to the poor will not be 
recovered.” 

Medical negligence occurs when a medical practitioner is negligent in treating a patient or when 
he fails to take proper action on a patient’s medical condition. Medical negligence is a valid 
cause for a medical malpractice claim.  
 
The following acts may constitute medical malpractice: 
 
• Failure to diagnose or evaluate 
• Misdiagnose of a disease or medical condition 
• Failure to provide proper treatment 
• Unreasonable delay in treatment of an illness or condition  
• When a client does not give informed consent to a medical procedure 



11 | P a g e  
 

 
Claims resulting from medical negligence may vary. Here are common types of medical 
negligence claims: 
 
• Birth Injury Claims – This is the most common type of medical negligence claim which 
includes complications ranging from injuries to the baby, infant death, cerebral palsy or brachial 
plexus injury. This also includes injuries to the mother.  
• Failure or Late Diagnosis – A doctor’s failure to diagnose or late diagnosis often lead to fatal 
consequences that could result in a medical negligence or malpractice suit. 
• Untreated fractures – The failure of a doctor or medical facility to correctly diagnose a fracture 
which could result in further damage to the bone or any part of the body is also another form of 
medical negligence. 
• Surgical errors – Removing a wrong leg, arm or limb is considered an act of medical 
negligence and can be pursued under the law.  
• Hospital cleanliness and sanitation – A medical negligence claim may also arise if a hospital or 
a medical facility is not well-kept and sanitized. This includes the presence of hospital bugs 
which contaminates the patients.  
 
Claims in a Medical Negligence Case 
 
Lawsuits arising from medical negligent acts are often expensive to litigate, as one would need to 
seek the advice of medical experts whose services are costly. In addition to this, the recovery of 
damages in a medical negligence suit is also limited by statute or law. 
 
However, victims of medical negligence are entitled to receive the following compensation: 
 
• Compensation for medical expenses which includes present and future treatment of injuries 
• Compensation for loss wages or earnings 
• Pain and suffering 
• Punitive damages 
 
Medical negligence cases are governed by medical malpractice laws, which is a highly technical 
and specialized field. To improve one’s chances in pursuing a medical negligence claim, it would 
be better to get the services of an attorney who specializes in medical malpractice law. 

CONCLUSION 
In these circumstances, deduction is obvious that it was the appellant who was responsible for 
leaving behind ribbon gauze in the right side of the nose after the septoplasty performed by him 
on August 18, 1999 resulting in several complications. Because of this, the complainant suffered 
and had to be under treatment leaving us with no option but to deduce that it was a clear case of 
medical negligence on the part of the appellant. 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 2: HEALTH & ROLE AND REGULATION OF TECHNOLOGY 

Study material is given by: Miss. Mayurika Roy 

 

 

 

Medical Ethics 
 

Introduction 

Ethics involves the application of a moral code to the practice of medicine. 

Ideals and the Hippocratic Oath has been covered in a separate article but it is worth repeating 
the summary of the Oath here: 

 'A solemn promise: 

 Of solidarity with teachers and other physicians. 

 Of beneficence (to do well or avoid evil) and non-malfeasance (from the Latin 'premium 
non nicer', or 'do no harm') towards patients. 

 Not to assist suicide or abortion. 

 To leave surgery to surgeons. 

 Not to harm, especially not to seduce patients. 

 To maintain confidentiality and never to gossip.' 
It is no longer enough simply to treat the patient as you would wish to be treated yourself. 
Follow such a tenet blindly and you could well find yourself on the wrong side of the law. 
Medical and social ethics have advanced to an extent that doctors are likely to be faced with 
controversial issues on a regular basis. Euthanasia, information sharing and the use of human 
tissues are typical examples. Every clinician must keep up-to-date on current legislation and 
ensure that they are practicing within the law and within the guidelines laid down by their 
professional body. In the UK, the principles enshrined in Good Medical Practice - the handbook 
of the General Medical Council (GMC) - are a good place to start. 
Much has been written about medical ethics and it would be impossible to cover everything here. 
This is an attempt to cover some of the aspects that are more pertinent to general practice. 

Clinical ethics and law are disciplines with overlapping concepts, yet each discipline has unique 
parameters and a distinct focus. For example, the ethics concept of respect for autonomy is 
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expressed in law as individual liberty.  Each of these disciplines has its forums and authority; 
however law may ultimately “resolve” a clinical ethics dilemma with a court order.  

 

Understanding relationships: clinical ethics, law & risk management 

Definitions and sources of authority 

In the course of practicing medicine, a range of issues may arise that lead to consultation with a 
medical ethicist, a lawyer, and/or a risk manager. The following discussion will outline key 
distinctions between these roles. 

 Clinical ethics may be defined as:  a discipline or methodology for considering the ethical 
implications of medical technologies, policies, and treatments, with special attention to 
determining what ought to be done (or not done) in the delivery of health care.   

 Law may be defined as: established and enforceable social rules for conduct or non-
conduct; a violation of a legal standard may create criminal or civil liability. 

 Risk Management may be defined as: a method of reducing risk of liability through 
institutional policies/practices. 

Many health care facilities have in-house or on-call trained ethicists to assist health care 
practitioners, caregivers and patients with difficult issues arising in medical care, and some 
facilities have formally constituted institutional ethics committees. In the hospital setting, this 
ethics consultation or review process dates back to at least 1992 with the formulation of 
accreditation requirements that mandated that hospitals establish a “mechanism” to consider 
clinical ethics issues. 

Ethics has been described as beginning where the law ends. The moral conscience is a precursor 
to the development of legal rules for social order.  Ethics and law thus share the goal of creating 
and maintaining social good and have a symbiotic relationship as expressed in this quote: 

[C]conscience is the guardian in the individual of the rules which the community has evolved for 
its own preservation.  William Somerset Maugham 

The role of lawyers and risk managers are closely linked in many health care facilities. Indeed, in 
some hospitals, the administrator with the title of Risk Manager is an attorney with a clinical 
background. There are, however, important distinctions between law and risk management. Risk 
management is guided by legal parameters but has a broader institution-specific mission to 
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reduce liability risks. It is not uncommon for a hospital policy to go beyond the minimum 
requirements set by a legal standard. When legal and risk management issues arise in the 
delivery of health care, ethics issues may also exist. Similarly, an issue originally identified as 
falling within the clinical ethics domain may also raise legal and risk management concerns. 

To better understand the significant overlap among these disciplines in the health care setting, 
consider the sources of authority and expression for each. 

Ethical norms may be derived from: 

 Law 
 Institutional policies/practices 
 Policies of professional organizations 
 Professional standards of care, fiduciary obligations 

Note: If a health care facility is also a religious facility, it may adhere to religious tenets. In 
general, however, clinical ethics is predominantly a secular professional analytic approach to 
clinical issues and choices. 

Law may be derived from: 

 Federal and state constitutions (fundamental laws of a nation or state establishing the role 
of government in relation to the governed) 

 Federal and state statutes (laws written or enacted by elected officials in legislative 
bodies, and in some states, such as Washington and California, laws created by a majority 
of voters through an initiative process)   

 Federal and state regulations (written by government agencies as permitted by statutory 
delegation, having the force and effect of law consistent with the enabling legislation) 

 Federal and state case law (written published opinions of appellate-level courts regarding 
decisions in individual lawsuits) 

 City or town ordinances, when relevant 

Risk Management may be derived from law, professional standards and individual 
institution’s mission and public relations strategies and is expressed through institutional policies 
and practices. 

Principles of biomedical ethics 

Biomedical ethics is a huge subject in its own right but most authorities agree there are four key 
principles around which this area revolves:  

1. Respect for autonomy 

2. Nonmaleficence 

3. Beneficence 

4. Justice 
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Respect for autonomy 
Health professionals should enquire about their patient's wishes to receive information and to 
make decisions. It must never be assumed that because a patient is part of a particular culture or 
community, they affirm that community's values and beliefs. Respect for autonomy is not a mere 
ideal in healthcare - it is a professional obligation. 
Nonmaleficence 
The principle of nonmaleficence obligates us to abstain from causing harm to others. The 
principles of nonmaleficence support several moral rules, with examples here including: 

 Do not kill. 

 Do not cause pain or suffering. 

 Do not incapacitate. 

 Do not deprive others of the goods of life. 
 
The obligations of nonmaleficence include not only obligations not to inflict harm, but also not 
to impose risks of harm. It must be remembered that the principle of nonmaleficence and its 
specifications in moral rules are prima facie and not absolute. 
Beneficence 
From an ethical viewpoint, morality requires that we not only treat patients autonomously and 
refrain from harming them, but that we also contribute to their welfare. These beneficial actions 
fall under the heading 'beneficence'. The principles of beneficence potentially require more than 
those of nonmaleficence, because doctors must take positive steps to help people and not merely 
refrain from harm. Patient welfare embodies medicine's goal, justification and rationale - 
examples here include public health, preventative medicine and biomedical research. 
Justice 
No single moral principle is capable of addressing all problems of justice and no single theory of 
justice or system of distributing healthcare is sufficient for constructive reflection on health 
policy. Countries that lack a comprehensive and coherent healthcare system typically have larger 
numbers of unprotected citizens and therefore need to improve both utility (efficiency) and 
justice (fairness and equality). This is further complicated by the fact that the construction of a 
unified theory of justice that captures our diverse conceptions and use of principles of justice in 
biomedical ethics remains controversial and hard to pin down. 

Care of the patient as an individual 

Treating the patient as an individual is an important principle. Dignity and respect for the patient 
are considered by the GMC to be of great importance and a whole section is devoted to it in its 
handbook. Providing care that meets the needs of individuals is not always easy when faced with 
demands to make efficient use of resources. Furthermore, one must consider the interests of the 
public at large and practice within legal boundaries. However, it is important to tailor care to the 
needs of the individual patient. Even that great promulgator of guidelines, the National Institute 
for Health and Care Excellence (NICE), prefaces its guidance to the effect that treatment and 
care should take into account patients' individual needs and preferences. 
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Caring for patients as individuals also means leaving one's prejudice at the surgery door. Patients 
should be provided with the best possible care irrespective of age, sexuality, ethnicity, religious 
beliefs or politics. This is particularly true of lifestyle issues. Whatever the clinician's view of 
smoking, obesity and drug dependency, it is his or her ethical duty to be supportive, not 
judgmental. 

Confidentiality 

The notion of confidentiality is enshrined in the Hippocratic Oath but it is not inviolable. [3]The 
recommendations regulating the sharing of patient-identifiable information between NHS 
organizations and with non-NHS organizations are set out in the Caldicott Report. The 
legislation governing the processing of personal information is contained in the Data Protection 
Act. See separate article Data Security and Caldicott Guardianship for more details. 
Breach of confidentiality is not to be taken lightly and it may have serious consequences for the 
doctor/patient relationship and the doctor's reputation. However, there are occasions when one's 
obligations to the safety of others and the greater public good must override one's duty of 
confidentiality to the patient, such as the disclosure of a serious crime. 

Fortunately, comprehensive GMC guidance is available on their website to cover many 
eventualities. 

 These include: 
 Reporting concerns about patients to the DVLA (England, Wales and Scotland) or the DVA 

(Northern Ireland). 

 Disclosing records for financial and administrative purposes. 

 Reporting gunshot and knife wounds. 

 Disclosing information about serious communicable diseases. 

 Disclosing information for insurance, employment and similar purposes. 

 Disclosing information for education and training purposes. 

 Responding to criticism in the press. 
Following GMC guidance does not absolve clinicians from using their own clinical judgement in 
individual circumstances. When in doubt, one's medical defence organisation can be most 
helpful. 

Other examples of circumstances in which the safety of a third party may override patient 
confidentiality are in the arenas of: 

 Child protection 
 Drug dependence 

When talking with relatives, the default position is to obtain the patient's express consent. This 
may be verbal but, even so, such consent should be recorded in the patient's notes. If relatives 
wish to raise concerns with clinicians, the GMC advises that no guarantee should be given that 
such a discussion will not be reported to the patient. 
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Where a patient does not have the mental ability to make an informed decision about whether 
information should be disclosed (ie 'lacks capacity'), the GMC recommends that the clinician 
should: 

 Make that patient's interests their first concern. 

 Protect their privacy and dignity. 

 Encourage them to become involved in such a decision as far as their abilities will allow. 
To facilitate an assessment of the patient's best interests, a clinician may need to share 
information with the family, friends or carers or anyone authorised to represent the patient, but 
this does not mean allowing free access to all information. Further guidance on mental capacity 
can be found in the separate Mental Capacity Act article. 

Informed consent 

It is not enough simply to obtain consent; that consent must be informed.This raises questions 
about how much information should be provided and how this can best be presented in a way 
that the patient understands. Informed consent applies to all medical interventions, including 
prescribing, and not just to procedures or operations. If a list of every possible complication were 
to be recited it is unlikely that anyone would ever take any drug or submit to any procedure. 
An assessment needs to be made as to whether a person under the age of 16 has the capacity to 
make an informed decision about their care. The courts have defined this as 'sufficient 
understanding and maturity to enable them to understand fully what is proposed'. This is known 
as Gillick competency. The issue of Gillick competency normally arises when the question of 
contraception in an underage girl is considered but may be relevant in any patient under 16 who 
requires care. More details can be found in the separate article Consent to Treatment in Children 
(Mental Capacity and Mental Health Legislation). 

Premium non nicer 

The concept of 'first do no harm' has been enshrined in medical ethics for centuries but one must 
bear in mind that there is no intervention that does not have some slight risk. Thus, although 
doing no harm should be one's first consideration, it must not prevent the clinician from avoiding 
all treatments which have some risk attached. Therapeutic nihilism is as unethical as negligent 
practice. When providing care, consider the risks and benefits and, where significant, discuss 
these with the patient and record the discussion in the notes. 

The matter of risks and benefits must be judged on what was known at the time. The 
retrospective observation of an adverse incident does not necessarily mean that the decision was 
wrong. 

Avoidance of pitfalls 

 Ethics is about thinking. Do not be afraid to think. 

 There may well be more than one correct answer. Do not be afraid to discuss ethical issues or 
to seek advice. 
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 Record ethical considerations just as you would clinical matters. 

 Keep the welfare of your patient to the fore. Talk and communicate. 

 Patients have the right to make bad decisions. They are permitted to follow adverse lifestyles 
and a sane person may refuse effective, even life-saving treatment. 

 Treat the Mental Health Act with respect. You are being asked to deprive a person who has 
not committed a crime of his or her liberty. 

 Be broad-minded. Not everyone shares your views and values and they have a right to differ. 

 You may not have the right to prevent a patient from acting in a way that you consider to be 
inappropriate but that does not mean that you condone it. You have a right to express your 
views but not to enforce them. 

 Be prepared to justify your position. 

 The GMC advises that, if you are concerned about a colleague's conduct, performance or 
health, the safety of patients must be your first priority. You should submit an honest appraisal 
of your concerns, to an appropriate person from your contracting or employing authority. If 
this fails to resolve the issue or there is no local system, you should contact the relevant 
regulatory body (the GMC, in the case of GPs). You may want to discuss your concerns with 
an uninvolved colleague, a professional organization or your defense body before taking this 
step. 
 
MEDICAL LAWS & ETHICS IN INDIA 

 

Law Related to Governing the Commissioning of Hospital 
 

S. no Name of Act / Rule Year 

1. Society registration Act  1960 

2. Companies Act  1956 

3. Municipality to Local Authority  

4. Delhi Fire Service Act,  2007 

5. Delhi Fire Prevention and Fire Safety Act,  1986 

6. Fire safety rules  1987 

7. Electricity rules  1956 

8. Delhi lift Act 1942 

9. Bombay Lifts Act,  1939 

10. Delhi nursing home registration Act  1953 
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11. Bombay Nursing Homes Registration (Amendment) Act,  2005 

12. Bombay Nursing Homes Registration (Extension and 
Amendment) Act,  

1959 

13. Bombay Nursing Homes Registration Act,  1949 

14. Radiation protection certificate for radiology dept from 
BARC 

 

 

15. Atomic energy regulatory body approval for radiology / 
nuclear medicine services under the atomic energy Act 

1962 

16. Atomic energy ( safe disposal of radioactive waste) rules 1987 

17. Indian telegraph Act  1885 

18. Clinical Establishments Bill 2010 

19. BUILDING AND OTHER CONSTRUCTION 
WORKERS (REGULATION OF EMPLOYMENT AND 
CONDITIONS OF SERVICE) ACT. 

1908 

20. The Registration Act. 1908 

21. THE NATIONAL CAPITAL TERRITORY OF DELHI 
LAWS (SPECIAL PROVISIONS) SECOND BILL 

2007 

22. Government Buildings Act  1899 

23. Karnataka Medical Registration (Amendment) Act  2003 

24. Red Cross Society (Allocation of Property) Act 1936 

25. St. John Ambulance Association (India) Transfer of Funds 
Act, 

1956 

 
 Law Related to Governing the Commissioning of Hospital 

 
Laws Governing the Qualifications / Practice and Conduct of 
Professionals 
 
Law Governing Storage / Sale of Drugs and Safe Medication 
 
Law Governing Biomedical Research 
 
Law Governing to Management of Patients 
 
Law Governing Medico Legal Aspects 
 
Law Governing The Safety of Patients, Public and Staff within 
the Hospital Premises and Environmental Protection 
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Law Governing the Safety of Patients, Public and Staff within 
the Hospital Premises 
 
Laws Governing the Employment of Manpower 
 
Law Governing to Professional Training and Research 
 
Regulations Governing the Business Aspects of Hospital 
 
 
 
 
 
 
Law Related to Governing the Commissioning of Hospital 

Laws Governing the Qualifications / Practice and Conduct of 
Professionals 

 

S. 
no 

Name of Act / Rule Year 

1. Indian medical council Act 1956 

2. Indian medical council (professional conduct, etiquette and ethics) 
regulations, 

2002 

3. Indian medical degrees Act  

4. Registration of medical practitioners with state medical councils  

5. Indian nursing council Act  1947 

6. Delhi nursing council Act 1997 

7. The ICN Code of ethics for nurses  

8. The Dentists Act  1948 

9. The Dentists ( code of ethics regulation) 1976 

10. Dental council of India regulations  2006 

11. AICTE rules of physiotherapy rules  

12. All India council for Technical Education ACT 1987 

13. The Apprenticeship Act  1961 

14. Rehabilitation Council of India Act,  1992 

15. Rehabilitation Council of India (Amendment) Act,  2000 

16. Kerala Anatomy Act  1957 
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17. Kerala Co-operative Hospital Complex and the Academy of 
Medical Sciences (Taking over the Management) Act,  

1997 

18. Kerala Professional Colleges or Institutions (Prohibition of 
Capitation Fee, Regulation of Admission, Fixation of Non-
exploitative Fee and Other Measures to Ensure Equity and 
Excellence in Professional Education) Amendment Act  

2007 

19. Karnataka Anatomy Act 1957 

 
 

Law Governing Storage / Sale of Drugs and Safe Medication 

 

S. no Name of Act / Rule Year 

1. Drugs and cosmetic Act  1940 

2. Drug and cosmetic Act amendment 1982 

3. The drug and cosmetics rules (Amendment 2005) 1945 

4. The drugs control Act 1950 

5. Pharmacy Act  1948 

6. License for possession and use of Rectified / denatured 
spirit 

 

7. Narcotics and psychotropic substances Act  1985 

8. Central excise Act ( for permit to use and store sprit )  1944 

9. Retail drug license  

10. VAT Act  

11. . Central sales Tax Act 1956 

12. Sales of good Act  1930 

13. Adulteration of drugs (IPC Sec 274)  

14. Sales of adulterated drugs ( IPC Sec 275 )  

15. Sales of drug as different drug or preparation ( IPC Sec 
276 ) 

 

16. Negligent conduct with regard to poisonous substances 
(IPC Sec 284) 

 

17. Blood bank regulations under Drugs and cosmetic ( 2nd 
amendment ) rules , 

1999 

18. Homoeopathy Central Council (Amendment) Act  2002 

19. Homoeopathy Central Council Act,  1973 

Law Governing Biomedical Research 
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S. no Name of Act / Rule Year 

1. Breeding of and Experiments on Animals (Control and 
Supervision )Amendment Rules  

2005 

2. Reconstitution of Committee for the Purpose of Control and 
Supervision of Experiments on Animals (CPCSEA).  

 

Law Governing to Management of Patients 

 

S. no Name of Act / Rule Year 

1. Drugs and magic remedies ( objectionable ) advertisements 
Act 1954 

1954 

2. PNDT Act  1994 

3. Pre conception and prenatal diagnostic techniques ( 
prohibition of sex selection ) Rules, 

1996 

4. MTP Act 1997 

5. MTP Rules 1971 

6. Transplantation of human organ Act  1994 

7. Transplantation of human organ Rule  1995 

8. Rules for insurance cover for the sterilization cases  

9. Laws of contract section 13 (Consent  

10. Birth and death and marriage registration act 1886 

11. Delhi registration of birth and deaths act 1969 

12. Indian lunacy Act  1912 

13. The epidemic disease Act  1897 

14. . Delhi Municipal corporation ( Malaria and other 
mosquito Borne disease ) Bye Law 

1975 

15. Lepers act  1975 

16. Guardians and wards Act  1890 

17. . National guidelines for clinical management of HIV / 
AIDS, NACO, Govt Of India. 

 

18. Manual for control of hospital associated infections : 
SOPs, NACO , Govt of India 

 

19. The Mental Health Act  1987 

20. Ear Drums and Ear Bones (Authority for Use for 
Therapeutic Purposes) Act  

1982 

21. Eyes (Authority for Use for Therapeutic Purposes) Act  1982 
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Law Governing Medico Legal Aspects 

S. no Name of Act / Rule Year 

1. Law of privileged communications  

2. Indian Evidence act (disclosure of privileged / confidential 
patient related information before a court of law – under 
protest) 

 

3. Law of torts  

4. Consumer protection Act  1986 

5. Protection of human rights Act  

6. IPC section 52  

7. IPC section 80  

8. IPC section 89  

9. IPC section 92  

10. IPC section 93  

11. IPC section 269  

Law Governing The Safety of Patients, Public and Staff Within 
the Hospital Premises and Environmental Protection 

S. 
no 

Name of Act / Rule Year/Amendment

1. Biomedical medical waste management handling 
rules 

1998/2000 

2. Water ( prevention and control of pollution) Act  1974 

3. .The Water (Prevention and Control of Pollution) 
Cess (Amendment) Act, 

2003 

4. The Water (Prevention and Control of Pollution) 
Act 

1974/1988 

5. The Water (Prevention and Control of Pollution) 
Cess Rules  

1978 

6. The Water (Prevention and Control of Pollution) 
Rules 

1975 

7. The Noise Pollution (Regulation and Control) 
(Amendment) Rules  

2010 

8. The Noise Pollution (Regulation and 
Control) (Amendment) Rules 

2006 

9. The Noise Pollution (Regulation and Control) 
(Amendment) Rules 

2006 
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10. The Noise Pollution (Regulation and Control) 
(Amendment) Rules 

2002 

11. The Noise Pollution (Regulation and Control) 
(Amendment) Rules  

2000 

12. Business) Rules 1975/1976 

13. Rules regarding the safe discharge of effluents in the 
public sewers / drains 

 

14. DMC sanitation and public health Bye laws 1959 

15. Air ( prevention and control of pollution ) act  1981/1987 

16. The Air (Prevention and Control of Pollution) 
(Union Territories) Rules, 

1983 

17. The Air (Prevention and Control of Pollution) Rules  1982 

18. Environment protection Act  1986 

19. Environment protection Rule  1986 

20. Environment protection Act 1996 

21. .Noise pollution control Rules 2000 

22. IPC sec 269 ( negligent act likely to spread infection 
or disease dangerous to life , unlawfully or 
negligently 

 

23. IPC sec 278 ( making atmosphere noxious to health  

Law Governing The Safety of Patients, Public and Staff within 
the Hospital Premises 

 

S. no Name of Act / Rule Year 

1. Indian Boilers Act  1923 

2. Explosive Act 1884 (for diesel storage)  1884 

3. Petroleum Act + storage Rules 2002 

4. Gas cylinder Rules  2004 

5. Rules for provision of safe drinking water  

6. Rules for provision of uninterrupted power 
supply 

 

7. Prevention of food adulteration Act  1954 

8. The radiation surveillance procedures for the 
medical application of radiation 

1989 

9. Radiation protection Rules  1971 

10. AERB safety code no. AERB/SC/Med -2 ( 2001 
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REV -1) 

11. Insecticide Act  1968 

12. Arms Act,  1950 

13. IPC Sec 336 ( act endangering life and 
personal safety of others) 

 

14. IPC Sec 337 (causing hurt by act endangering 
life and personal safety of others) 

 

15. .IPC Sec 338 ( causing grievous hurt by act 
endangering the life and personal safety of 
others 

 

16. The Indian fatal accidents Act  1955 

17. The cigarettes and other Tobacco products ( 
prohibition of advertisement and Regulation 
of trade and commerce , production , supply 
and distribution ) bill  

2003 

18. .Prohibition of smoking in public places 
Rules 

2008 

19. .Prohibition of smoking in public places 
Rules 

2008 

20. The Tamilnadu Medicare service persons and 
Medicare service institutions( prevention of 
violence and damage or loss to property ) Act  

2008 

21. The Tamilnadu Medicare service persons and 
Medicare service institutions( prevention of 
violence and damage or loss to property ) Act 

2008 

22. Vaccination Act  1880 

23. Vaccination (Repeal) Act  2001 

24. Disaster Management Act  2005 

25. Protection of Human Rights Act  1993 

Laws Governing the Employment of Manpower 

 

S. no Name of Act / Rule Year 

1. Child Labour Act   

2. Citizenship Act  1955 

3. Employees provident fund and misc provision Act  1952 

4. ESI Act 1948 

5. ESI ( central ) Rules  1950 
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6. Employment exchange ( compulsory notification of vacancies 
) act  

1959 

7. Equal remuneration Act  1976 

8. Minimum Wedge Act  1948 

9. Payment of bonus Act  1965 

10. Payment of Gratuity Act  1972 

11. Payment of wages Act  1936 

12. PPF Act 1968 

13. TDS Act  

14. Maternity Benefit (Amendment) Act,  2008 

15. Workmen’s Compensation Act  1923 

16. Workmen's Compensation (Amendment) Act  2009 

17. Indian Trade Union Act 1926 

18. Industrial Disputes Act  1947 

19. Shops and factories Act (for national holidays)  

20. Negotiable instrument Act  1881 

21. Persons with Disabilities Act  1995 

22. SC and ST Act  1989 

23. Weekly Holidays Act  1942 

24. Official Secrets Act  1923 

25. Persons With Disabilities (Equal Opportunities, Protection of 
Rights and Full Participation) Act  

1995 

26. Karnataka Prohibition of Violence against Medicare Service 
Personnel and Damageto Property in Medicare Service 
Institutions Act  

2009 

27. Information Technology (Amendment) Act  2008 

28. Information Technology Act  2000 

 

Law Governing to Professional Training and Research 

 

S. no Name of Act / Rule Year 

1. MCI rules for internship training  

2. National board of examinations Rules for DNB 
training 

 

3. Nursing Council of India Rules for staring school /  
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college of nursing 

4. .ICMR rules governing Medical Research  

Regulations Governing The Business Aspects of Hospital 
 

Sr no Name of Act / Rule Year/Amendment

1. Charitable and religious trust Act  1920 

2. Contract Act 1982 

3. Income Tax ACT  1961 

4. Customs Act  1962 

5. .Foreign Exchange management Act 1999 

6. Insurance Act  1938 

7. Rules for display of Red Cross Insignia  

8. Sales of good Act  1930 

9. Vehicle registration certificate  

10. Wireless operation certificate from post and 
telegraphs 

 

11. Cable television network ACT 1995 

12. Gift Tax Act  1958 

13. Copyright Act 1982 

14. The Public Liability Insurance Act  1991/1992 

15. The Public Liability Insurance Rules  1991/1993 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 3: AGRICULTURE & REGULATION OF TECHNOLOGY 

Study material is given by: Miss. Mayurika Roy 

 

 

Micro- organism and Law 

What is MICROORGANISM? 

Visible under a microscope, this type of living organism is too small to be seen with naked eye. 

Also known as microbe. 

Patenting of Micro-Organism in India: A Legal Overview 

Biotechnology patenting in India is still in its infancy even in 2009. Three factors are primarily 

responsible. First, product patents on substances capable of use as medicine, drug, or food could 

not be obtained from the Indian Patent Office prior to January 1, 2005, when India completed 

implementation of TRIPS required amendments to its Patents Act. Second, even though process 

patents had always been available (albeit with short terms) despite the pre-2005 ban on chemical 

product patents, it was not until 2002 that a court overturned the Indian Patent Office’s policy of 

rejecting claims to processes that produced a live product. Third, India’s patent laws were 

amended in 2002 to explicitly include “biochemical, biotechnological, and microbiological 

processes” within the definition of potentially patentable “chemical processes.”  

These paradigm shifts away from India’s earlier anti-patent product regime, coupled with a 

rapidly expanding biotechnology industry fueled by investments from both the private and public 

sectors, portend a surge in biotechnology patenting activity in India. Moreover, the Indian 

government symbolically emphasized the importance of biotechnological innovation by granting 

the first chemical product patent under India’s post-TRIPS patent regime to a biologic: Hoffman 

LaRoche’s Hepatitis C therapy, a branched paginated interferon sold under the brand name 

Pegasus. A number of Indian firms that make “bio-generics”10 or “bio-similar” have developed 

proprietary processes to manufacture first-generation biologics no longer under global patent 
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protection, such as recombinant human insulin, erythropoietin, interferon, and granulocyte 

colony-stimulating factor. 

 

 

Subject Matters of Patentability 

Any patent application must go through two stages before actual patent rights are awarded by the 

Patent Office. The first of these inquiries deals with eligibility of invention to be invention 

without restriction, that determines what types of inventions can be considered for patent 

protection. Patent eligibility thus performs a gatekeeper function. If an invention is not patent 

eligible, no other provision of the patent law can secure patent rights for that invention. Patent 

eligible inventions are not, however, automatically entitled to protection. Each such invention 

must thereafter be examined under a second, well-known set of requirements: novelty, non-

obviousness, and disclosure. These are more specific inquiries that ask whether or not the 

claimed invention merits the protection of the state by being a sufficient advance over the 

existing body of patented materials and by being supported by a sufficient disclosure to provide 

the public with notice and scientific teaching. 

Invention v. Discovery 

The question as to whether certain substances isolated or derived from naturally occurring living 

organisms are "inventions" or "discoveries" has triggered widespread discussion. Its operating 

principle, which is traceable back to the nineteenth century, is entirely straightforward: one 

cannot patent a product that occurs in nature in essentially the same form. For more than a 

hundred years, the Patent Office and the courts have denied patentability to claims on what have 

been regarded as true products of nature. The phrase has actually been used in two different but 

related ways. In the first sense, product of nature refers to a composition of matter that does not 

comprise patentable subject matter because it is indistinguishable from something that occurs in 

nature. To illustrate this meaning, the USPTO Manual of Patent Examining Procedures gives the 

example of a shrimp with the head and digestive tract removed. In its other sense, the phrase 

refers to claims that failing the novelty and/or non-obviousness tests because they are drawn to 
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known natural products that have been derived from a new source or process, or are in only a 

marginally purer form than is found in nature. We shall focus primarily on the first sense subject 

matter but, as we shall see, the two meanings have sometimes become intertwined.  

The product of nature doctrine appears as early as 1889, when, in Ex Parte Latimer, the 

Commissioner of Patents rejected a claim on a new article of manufacture . . . consisting of the 

cellular tissues of the Pinups austral is [southern pine] eliminated in full lengths from the 

siliceous, resinous, and pulpy parts of the pine needles and subdivided into long, pliant filaments 

adapted to be spun and woven. In the initial rejection of the claim, the examiner emphasized the 

identity of the claimed substance and its natural counterpart: 

“The claim and description do not set forth any physical characteristics by which the fiber can 

be distinguished from other vegetable fibers. . . . Hence, since the fiber claimed is not, and 

cannot be, distinguished from other fibers by any physical characteristic, the claim therefor 

must be refused.” 

This case has laid down following elements for product of nature: 

A product whose physical characteristics are indistinguishable from those of its naturally 

occurring counterpart does not constitute patentable subject matter. 

Alternatively, it may be said that such a product is non-patentable because it lacks novelty. 

Neither the novelty of a process used to produce a product of nature, nor the unprecedented 

status of its discovery, can cure the inherent non patentability of the product. 

The utility and consequent value of the product is irrelevant to its status as patentable subject 

matter. 

However, Section 3© of the Indian Patent Act provides that, ““The mere discovery of a scientific 

principle or the formulation of an abstract theory or discovery of any living thing or non-living 

substances occurring in nature” 

It is quite clear that it does not prohibit any invention which is result of human intervention, 

where living beings has been used initially for conducting experimentation.  
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Moreover, Draft Patent Manual of India reads that there is a difference between discovery and 

invention. A discovery adds to the amount of human knowledge by disclosing something already 

existent, which has not been seen before, whereas an invention adds to the human knowledge by 

creating a new product or processes involving a technical advance as compared to the existing 

knowledge. 

A scientific theory is a statement about the natural world. These theories themselves are not 

considered patentable, no matter how radical or revolutionary an insight they may provide, since 

they do not result in a product or process. However, if the theories lead to practical application in 

the process of manufacture of article or substance, they may well be patentable. A claim for 

formulation of abstract theory is not patentable. For example, the fact that a known material or 

article is found to have a hitherto unknown property is a discovery and not an invention. But if 

the discovery leads to the conclusion that the material can be used for making a particular article 

or in a particular process, then the article or process could be patentable. 

Patenting of Micro- organisms 

India  

Article 27(3) (b) of TRIPS Agreement allows member states to deny patents for “plants and 

animals, other than microorganisms, and essentially biological processes for the production of 

plants or animals other than non-biological and microbiological processes.” As a result, TRIPS 

makes it obligatory for all its signatories to extend patents for microorganisms, non-biological, 

and microbiological processes. Further, animal and plant parts, and altered plants and animals are 

not explicitly included in the exemption, which means TRIPS may also require patenting of 

biological organisms. In compliance with TRIPs, the Patents Act 1970, as amended in June 2002, 

gives patent rights for new microorganisms. Section 3(j) of the Act excludes from patentability 

“plants and animals in whole or any part thereof other than micro-organisms but including seeds, 

varieties and species and essentially biological processes for production or propagation of plants 

and animals.” 2002 Amendment of Indian Patent Act added explanation to chemical process, 

which states; chemical processes include biochemical, biotechnological and microbiological 

process. Other areas involving microorganisms are also patentable in India. For example, a 

synergistic composition containing the microorganism, which is either new or known, and a 
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process using microorganisms to produce a substance can both be patented. Also, the process of 

biosynthesis of a new microorganism is patentable. Microorganisms that are lyophilized as an 

end product are patentable. 

The Act does not specify the patentable invention ambit, but it does in specificity limits the non- 

patentable subject matters. But even before the amendment Calcutta High has addressed the issue 

of whether a process involving microorganisms that are living as an end product can be patented. 

It should be noted here that the definition of invention, which was litigated in the case, has been 

amended since this case was decided. Prior to the case, the applicant had requested a patent for 

the process of creating a vaccine to protect poultry from infectious bursitis. The Controller of 

Patents determined the process was not an invention because the end product produced by the 

process contained a living organism, and thus was not patentable. The applicant appealed the 

Controller’s decision to the Calcutta High Court. The Controller claimed a patent is given only 

for a process that results either in an article, substance, or manufacture and a vaccine with a 

living organism is not an article, substance, or manufacture. The court used the normal dictionary 

meaning of manufacture, because it was not defined in the Patents Act, and determined 

manufacture is where “the material in question after going through the process of manufacture 

has under-gone any change by the inventive process and it becomes a material which is different 

from the starting material.” The court determined this meaning does not exclude the process of 

preparing a product that contains a living substance from patentability. 

The court found that no statute precluded a living end product from the definition of 

manufacture. Also, the court decided that “since the claim process for patent leads to a vendible 

product, it is certainly a substance after going through the process of manufacture.” The court 

ultimately concluded that “a new and useful art or process is an invention,” and because the 

process is new and useful, it “is apparently patentable under section 5 read with section 2(j) (i)” 

of the Patents Act. The court determined that “where the end product is a new article, the process 

leading to its manufacture is an invention.” Although the definition of invention has been 

amended, this change may actually enhance the court’s invention argument, because now the 

elements of manufacture, article, or substance are no longer required. Rather, the new definition 

merely calls for a new, non-obvious and useful product or process. As noted above, the court 

determined the vaccine was new and useful and made no discussion about the end product 
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containing living material in reaching this conclusion. However, other changes to the act may 

change the case’s outcome. For example, section 3(j) was added to the Patents Act after this case 

and now excludes essentially biological processes for production or propagation of plants and 

animals from the definition of invention. In that case, the court cautioned that claims for 

patentability should “be considered by the controller on the principle of section 3” of the Patents 

Act. 

USA 

The US Supreme court in Diamond v. Anand Chakrabarty started a new jurisprudence with 

respect to biotech patentability. In This case Respondent filed a patent application relating to his 

invention of a human-made, genetically engineered bacterium capable of breaking down crude 

oil, a property which is possessed by no naturally occurring bacteria. A patent examiner's 

rejection of the patent application's claims for the new bacteria was affirmed by the Patent Office 

Board of Appeals on the ground that living things are not patentable subject matter under 101. 

The Court of Customs and Patent Appeals reversed, concluding that the fact that micro-

organisms are alive is without legal significance for purposes of the patent. In this case patent 

claims were of three types: first, process claims for the method of producing bacteria; second, 

claims for an inoculum comprising a carrier material floating on water, such as straw and the 

new bacteria; and the third, claims to the bacteria themselves. The patent examiner accepted the 

first two claims but rejected third claim on the basis of product of nature and living things are 

non-patentable under US laws. 

US Supreme Court held that a live, human-made micro-organism is patentable subject matter 

under 101. Respondent's micro-organism constitutes a "manufacture" or "composition of matter" 

within that statute. In choosing such expansive terms as "manufacture" and "composition of 

matter," modified by the comprehensive "any," Congress contemplated that the patent laws 

should be given wide scope, and the relevant legislative history also supports a broad 

construction. While laws of nature, physical phenomena, and abstract ideas are not patentable, 

respondent's claim is not to a hitherto unknown natural phenomenon, but to a non-naturally 

occurring manufacture or composition of matter - a product of human ingenuity "having a 

distinctive name, character [and] use." 
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Supreme Court added that genetic technology was not unforeseen when Congress enacted 101 

require the conclusion that micro-organisms cannot qualify as patentable subject matter until 

Congress expressly authorizes such protection. The unambiguous language of 101 fairly 

embraces respondent's invention. Arguments against patentability under 101, based on potential 

hazards that may be generated by genetic research, should be addressed to the Congress and the 

Executive, not to the Judiciary.  

Further said that Chakrabarty had produced a new bacterium with markedly different 

characteristics from any found in the nature. The Court went on to say that the test for 

determining whether an invention falls within the scope of product of nature is whether the 

invention in question involves a hand of man. The Court further said that micro-organism were 

patentable as manufactures or compositions of matter and that congress did not intend to keep 

them out of the scope of patentable subject matter.  

Europe 

Europe was ahead of the United States regarding issue relating to patenting of living beings. In 

1969 in Germany, a patent was claimed on a method for breeding doves with red plumage, 

German patent office rejected the patent on the ground that the method was not repeatable and 

the Supreme Court confirmed the same. It was the first case, which opened the door for patenting 

biotechnology inventions. Further, in the early 1970s, five years before the United States the 

German Federal Supreme Court upheld patent protection for new micro-organisms if the 

inventor were to demonstrate a reproducible way for its generation. In the meantime the 

European Union adopted the European Patent Convention laying down a comprehensive 

framework on the law relating to patents. The convention excludes patents for essentially 

biological processes but it does not exclude patenting of products of non- essentially biological 

processes.  

It was held in T356/93 that micro-organisms are patentable as products of microbiological 

processes, and micro-organisms were defined as generally unicellular organisms with 

dimensions beneath the limits of vision, which can be propagated and manipulated in laboratory. 

The Legal Definition of a Micro-organism 
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The patent offices of developed countries such as America, European countries and Japan have 

not to date concerned themselves with defining what is or is not a ‘micro-organism’. The reason 

for this is quite simple. The term ‘micro-organism’ does not appear anywhere within patent 

legislation. In European patent law, unlike in American patent law, there are express exclusions 

of discoveries, inventions which are contrary to morality and plant & animal varieties and 

essentially biological processes. Each of these has been the subject of some discussion in the 

European Patent Office Boards of Appeal, in each with the clear emphasis on the restrictive 

application of any exclusions, but the issue of what constitutes a ‘micro-organism’ has not arisen. 

The presumption within patent circles is that these are patentable and the only material which 

potentially could be excluded is falling within the specified categories of excluded material. 

It is also clear from the current case law, and recent legislative activity within the European 

Union and EPO, that these exclusions are to be given a very restrictive application - again the 

emphasis is on inclusion not exclusion. The definition given also could be said to go further than 

that commonly adopted for scientific purposes as it encompasses more than unicellular living 

organisms capable of independent existence. Grubb states that whilst "[m]most patent laws do 

not deal specifically with the question of whether or not a new living strain of micro-organism is 

itself patentable. The [UK] Patents Act 1977 and the EPC do not exclude such a possibility." He 

goes on to state that " it must be remembered that the term ‘micro-organism’ is interpreted 

broadly so as to include not only bacteria and fungi but also viruses and animal and plant cells". 

This corresponds to the practice of granting offices in the USA, Europe and Japan where patents 

have been granted over plant and animal cells. 

The only debate of any kind has taken place in Europe but this has been at the level of what 

constitutes a plant, which is patentable, and a plant variety, which is not. The result of this has 

been agreement within patent granting offices that excluded material is that which is protectable 

by a plant variety right as determined by the UPOV Convention. Anything falling outside the 

scope of UPOV being protectable by a patent.13 the result of this is that patent protection is 

available for groupings of plants which encompass more than one variety provided the patentee 

has not claimed a plant variety as such. Anything, therefore, which does not take the form of a 

patent variety as such, is patentable. It is not regarded as necessary to provide any further 

definitions. 
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It is clear that within developed countries the matter of patent protection for micro-organisms 

appears settled. And that the driving force behind this is the patent system itself which has 

repeatedly underlined its position as inclusive not exclusive. This inclusivity is based on an 

under-use of definitions rather than an overuse. However, this is not necessarily the position of 

all member states of TRIPs. If the position is that more rather than less should be excluded then 

the role of the definition of protectable material becomes crucial. 

It is possible that the lack of a specific definition in the TRIPs Agreement could be read as 

indicating that a member state can choose whether or not to provide such a definition. If this 

route is followed, member states will have to ensure that this is expressly stated within the 

national patent law. For example, "For the purposes of this Act, the term ‘micro-organism will be 

given the following definition. ... Any material not falling within the scope of this definition is 

excluded from patent protection." The issue then will be whether any definition which differs 

from that which is used by developed countries, e.g., those identified by Grubb, would be 

accepted as one which properly implements the obligation set down in the Agreement. 

It is clear that the patent laws of developed countries are predicated on a presumption of 

patentability and the granting criteria are given a broad interpretation. Any exclusion is, 

therefore, necessarily given a restriction application. This means that where a country has 

adopted specific categories of excluded material, these exclusions are likely to be the subject of 

rigorous scrutiny particularly where the categories could be said to go beyond that which is 

permitted under the Agreement. It should be borne in mind that developed countries, and in 

particular the USA, Japan and Europe, are the driving force behind the WTO and it is their patent 

offices which are setting the standard for patent protection. This does not mean that an 

alternative view would not prevail, but that the underlying presumption in favor of granting 

patent protection is one which will have to be shown to be incorrect. 

The Role of the Lawyers 

The role of the lawyer in the development of the patent law interpretation of suitable material for 

protection should not be underestimated. Language is a lawyer’s primary tool and if the objective 

is to ensure that protection is available then the ability to define material in such a way as to 
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attain that objective becomes key. This can be seen in the recent decision of the Enlarged Board 

of Appeal of the European Patent Office in Novartis where it was accepted by the EPO that a 

claim for a plant grouping was patentable despite the explicit exclusion of plant varieties within 

the EPC on the grounds that the patent claims did not specifically refer to plant varieties as such. 

The Enlarged Board was hearing an appeal from the Technical Board of Appeal. The Technical 

Board had stated that to allow such a claim would "not comply with the normal rules of logic" 

and the effect would be to allow the exclusion to be avoided simply by means of careful claims 

drafting with the result that "the outcome of an application would depend on the verbal skill of 

the patent attorney". The Enlarged Board of Appeal did not share these concerns and allowed the 

claim. Despite the eventual outcome the views of the Technical Board remain pertinent. 

Where a definition is included within the patent legislation then the apparent role of the lawyer is 

to either show that the patent claims come within or without the scope of that definition 

depending on what it is the best interests of their client. This is of relevance to any country 

seeking to introduce a definition of a micro-organism even if that definition is acceptable to 

WTO. 

Whatever form the definition employed might take, the fact will remain that lawyers seeking to 

acquire protection will seek ways of showing the definition does not apply in their client’s case 

and the value of the definition itself could ultimately depend on the verbal skills of those patent 

lawyers charged with overseeing its application. It is worth remembering that the primary 

obligation of any lawyer is to their client. 

In light of this, it is possible to envisage a situation whereby a number of patents are granted over 

the cells of a plant, with the result that each cell is patented. This would appear to mean that the 

plant itself is the subject of a patent and this practice would run counter to the spirit of the first 

half of Article 27(3) (b). However, the practice in developed countries would appear to indicate 

that this would not cause any problems provided none of the patents claim the plant itself. 

Conclusion 
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The fact that the subject matter of many products of biotechnology is incredibly complex, 

particularly where the subject-matter is a living organism. Indeed, they have not been 

constructed by man, such subject matter truly is a "black box" and therefore virtually impossible 

to describe. Complete disclosure of an invention is a fundamental requirement in order to obtain 

patent protection. In all other technologies, every aspect of the elements of invention is known. 

In jurisdictions which allow for the patenting of biotechnology a concession to this fundamental 

requirement is made, namely, allowing for the deposit of samples of the patented subject matter. 

Such deposits are part of the "complete description" of the invention and the deposit is said to 

"supplement" the complete description. 

A further feature of invention in biotechnology which distinguishes it from other fields of 

technology, and which flows from the fact that the subject matter is so complex, relates to the 

fundamental requirement that all patentable invention must be non-obvious. This assessment is 

made by a mythical "technician skilled in the art." Invention in biotechnology typically draws on 

a number of discrete fields of technology. This makes identification of the "skilled technician" 

challenging and leads to the concern that the "technician" may not be properly identified.  

A further complicating factor peculiar to biotechnology, arises in respect of the fundamental 

requirement that all patentable invention must be new. This is a problem in biotechnology 

because the object of much effort in biotechnology industries is to produce synthetic versions of 

substances which exist in nature. If the substance exists in nature, arguably a synthetic version is 

not "new." Such fundamental issues raise the following question:  

If biotechnology industries are to continue to grow, do the means for acquisition, and the very 

nature of a bundle of patent rights for advances in the biotechnology field need to be redefined?  

It appears possible for member states to provide a definition of a ‘micro-organism’ for their local 

patent purposes. 

 However there are two problems with adopting a definition: 

a. the definition may not be accepted by the WTO as proper compliance with the 

obligations imposed by the TRIPs Agreement, this obligation being determined by 

reference to the existing patent practices of developed countries; and, 
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b. That if such definitions are accepted the probability will remain for lawyers to continue to 

test the issue by arguing, in specific instances, that the definition does not apply. 

There could be an argument, therefore, for not defining ‘micro-organism’ but rather to look at 

the options within the TRIPs Agreement itself for limiting the application of patent protection. 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 2 HEALTH & ROLE AND REGULATION OF TECHNOLOGY  

Study material is given by: Miss. Mayurika Roy 

 

Organ Donation 
 

The transplantation of an organ from one body to another is known as the organ transplant. The 
person who gives the organ is called the donor while the one who receives is called the recipient. 
Organ transplant is done to replace the recipient’s damaged organ with the working organ of the 
donor so that the recipient could function normally. 

Organ Transplantation is a boon to medical industry as it has helped in saving the lives of those 
who would have died otherwise. There is a great need for human organs for transplantation. In 
fact, the need far exceeds the supply of transplantable organs. This disparity has led to the 
formulation of various legislations, attempting to regulate the scare resources (transplantable 
human organs) and to help establish an equitable system to allocate the organs where they can do 
the most good. 

Legally, organ donation can take place from living, genetically-related individuals; from living, 
unrelated individuals in special circumstances where no unauthorized payment is made to the 
donor; or from cadavers. Live donation of a single kidney was the first done in 1954, but live 
donation of parts of other organs is a relatively recent innovation in the 1990s. 

To date the major source of organs and tissues in the West has been from cadaveric donors. 
Living tissue deteriorates rapidly when it loses its blood supply, and organs need to be cooled 
and transported for implantation into the recipient within a limited number of hours. Short 
transfer time, entailing removal of organs from ‘beating heart’ donors, was made possible by the 
acceptance of ‘brain stem death’ as death. 

Worldwide, the demand for organs is growing, as the supply of organs and tissues for 
transplantation has not kept pace with demand. In the UK only approximately 900 individuals 
become organ donors each year, while over 6000 people are waiting for suitable organs. In the 
US much the same situation exists, with 70 000 presently on the waiting list and only 
approximately 5500 cadaveric donors per year. 

There are several reasons for the shortage of organs. Perhaps the most common reason is that 
people are hesitant to donate organs. There are other reasons as well: for example, physicians 
may neglect to inquire of family members whether they would consent to donating organs when 
their loved one dies. In other cases, the deceased's wishes to donate his or her organs may not be 
known by those in the position to act on those wishes. 

Presently three major legal frameworks govern the donation of organs worldwide. The UK, 
along with a number of European countries, e.g. Germany and Italy, and Canada, Australia, and 
New Zealand has ‘opting-in’ systems. This means that the person in lawful possession of the 
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body may authorize the removal of organs and tissues. In practice donation is usually requested 
from the next-of-kin of the deceased. Many other countries, including e.g. Austria, Belgium, and 
Singapore, have introduced ‘opt-out’ or ‘presumed consent’ systems that assume individuals 
have granted permission for their organs to be donated, unless they specify otherwise, in advance 
of their death. ‘Required request’ or routine enquiry of the next-of-kin of a potential donor, 
forms part of state law in the US. It provides for hospitals that fail to adopt ‘required request’ 
polices to be denied support from healthcare funding agencies. 

WHO has now approved organ transplantation as a well established therapy. 

A Harvard Medical School committee made a historic proposal in 1968, recommending the 
criteria of death based on brain activity. In 1976 the Royal College of the UK published a 
comprehensive code for determination of 'Brain Death'. Now most countries, including India in 
1994, redefine death as cessation of brain stem activity and organs can legally be removed after 
brain death. 

In a bid to understand various organ donation policies prevailing in other countries of the world a 
team of experts headed by R.K.Srivastava, the Director General of Health Services made a visit 
to all the major countries and noted that most of the countries have adopted the presumed 
consent method, where the person who is brain dead is considered to have agreed to donate the 
organs. In other cases, family of the donor holds the right to give the consent. 

To attempt to overcome the uncontrollable trade in organs the Indian parliament passed a bill in 
1994, in keeping with the WHO guiding principles, prohibiting commercial dealings. There are 
restrictions for removal and retrieval of human organs and also regulations of hospitals involved 
to ensure transparency by all concerned. The aim of the Transplantation of Human Organs Act is 
“to provide for the regulation of removal, storage and transplantation of human organs for 
therapeutic purposes and for the prevention of commercial dealings in human organs”. 

The passing of Transplantation of Human Organ Act heralded a new era in Indian medicine. This 
legislation was written on similar likes as the UK Transplant Act. The essence of this legislation 
was threefold: 

1. To accept brain death as also a definition of death.  

2. To stop commercial dealing in organs  

3. To define the first relative (father, mother, brother, sister, son, daughter and wife) who could 
donate organs without permission from the government. 

Organ transplant law does not allow exchange of money between the donor and the recipient. 
According to the Act, the unrelated donor has to file an affidavit in the court of a magistrate 
stating that the organ is being donated out of affection. After which the donor has to undergo 
number of tests before the actual transplant takes place. The Authorization Committee set up for 
the purpose ensures that all the documents required under the act have been supplied. If it is 
found that the money has been exchanged in the process then both the recipient as well as the 
donor is considered as prime offenders under the law. 
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According to the Indian law, organ sales are banned and therefore no foreigner can get a local 
donor. Human organ transplant laws are very strict in India and the penalty incurred for organ 
trade is also very high. 

 

THOA limits liver transplants to three categories: 

Relatives by blood, spouses, and those who donated “out of affection”. State authorization 
committees are meant to scrutinize all applications for unrelated transplants. Hospitals 
conducting transplants are supposed to be registered with committees which are also supposed to 
monitor their functioning. 

However, the practice of medicine is largely unregulated here and there are numerous problems 
regarding proper implementation of the program. Medical councils and organizations have 
played a passive role on ethical issues. They have failed to make their stand public or take action 
even in obvious malpractice. 

Although the press has been publishing explicit details on rackets in kidney transplantation in 
various cities no medical body has thought it fit to even conduct an investigation into them. 

State medical councils have suo moto powers of investigation. These have never been invoked. 
The councils have also turned a blind eye to complaints lodged with them. 

For instance, the Karnataka Medical Council admitted that complaints against the accused in the 
Bangalore scam in 1993. All that the council had done was to ‘note’ that the behavior of the 
doctors who appeared before them was ‘suspicious’. With a population that is largely illiterate 
and gullible, such attitudes by disciplinary agencies have nurtured a fertile ground for 
racketeering. 

Also, the diagnosis of brain death is made in ICUs where facilities exist for sustaining the other 
organ systems of a brain dead patient. Such ICUs are few and are commonly located in big 
metropolitan hospitals. They are overburdened, understaffed and lack a central command 
structure. Brain dead patients have traditionally been given low priority in ICUs and treated with 
benign neglect. 

When such patients become donors, they require the same attention as that given to any critically 
ill patient. This demands a major attitudinal change and could be resented by an already 
overburdened staff. 

The act of obtaining consent is also a hindrance towards successful running of the program. The 
relatives of the patient are not very forthcoming, and the doctors not motivated enough. Patients 
may lack relatives or may not have them in attendance when the diagnosis of brain death is 
made. 

In a country where monetary and political considerations are acquiring an ominous hold on the 
behavior of the medical profession, the scope for unethical acts in the transplant process is 
fearsome. In a private sector, where market values and profit making have reached grotesque 
levels, there could be havoc in a field where cash benefits can be astronomical. 
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The overall health allocation in our budget is one of the lowest in developing countries. There is 
scope for an increase in health funding. Resources for advanced medicine need not be provided 
at the cost of primary care if the state ensures a proper balance. Thousands with end stage disease 
can be provided a new lease of life through cadaveric transplant programs. Hitherto, only the 
very rich benefited from transplantation- of organs by travelling abroad and spending large sums. 
We should make organ transplants affordable by the average citizen in our public institutions. 

In various surveys conducted, it has been seen that 72% of the population were willing to donate 
eyes, but less than 50% were willing to consider solid organ donation. 74% of Hindus, 72% 
Christians, 58% Muslims were willing to consider organ donation; however the concept of brain 
death was new to most of the people surveyed. An audit of 159 brain death patients showed that 
30 or 19% of the relatives donated of the organs of their loved ones. 

In the last 6 years 35 hospitals in the country from various regions have undertaken cadaver 
transplants. Chennai has done the maximum number of cadaver transplants in the country. 
However most of them lacked motivated medical or social workers who could be trained to 
speak to the relatives in brain death situations. In event of the donor not being a first relative an 
approval had to be obtained by a government appointed authorization committee in each state of 
the country. 

The public attitude survey indicated a positive attitude of the people towards eye donation. After 
this survey a simple protocol was devised it was suggested that 'Eyes' should be requested for 
first and only if the relatives were willing other organs requested. The Eye donation activists of 
the country are already lobbying for a "required request law" in event of a death in a hospital. 
This is likely to be soon passed by the parliament and be enacted as a law. This same law can be 
extended for solid organs in a brain death situation. If this is done it can give the required boost 
to the program and make it obligatory for the hospitals staff to ask for organs. 

A major center Sri Ramachandra Research Medical College and Research Center, undertaking 
cadaver transplants in the last 6 years has had a brain death conversion rate of 19% (30/159). In 
this institution the ICU staff has been sensitized to the issue of brain death and organ donation. 

The number of fatal road traffic accidents every year in India is constantly rising and averages at 
about 8,500 per year. At any given time there are 8 to 10 brain dead patients in different ICU's in 
any major city of the country. There is hence potentially a huge pool of brain death donors 
available in India. 

The unrelated activity is due to loop holes in the present THO Act as under the Sub Clause (3), 
Clause 9 of Chapter II it states: "If any donor authorizes the removal of any of his human organs 
before his death under sub-section (1) of section 3 for transplantation into the body of such 
recipient, not being a near relative as is specified by the donor, by reason of affection or 
attachment towards the recipient or for any other special reasons, such human organ shall not be 
removed and transplanted without the prior approval of the Authorization Committee". 

 It is not necessarily difficult to find an unrelated donor who suddenly develops an "affection or 
attachment" for the recipient provided he or she is properly rewarded. Most of the unrelated 
transplants are a result of the patients and clinicians using this section of the law to obtain 
permission from the Government to do live unrelated transplants. This aspect of the law has 
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either to be scrapped or tightened so that only genuine cases are helped; otherwise unrelated 
activity will continue with the permission of government's authorization committee. 

Mostly, private or non-governmental organizations have been working towards the success of the 
transplantation program. Among these the Initiative for Organ sharing group started by MOHAN 
Foundation in Tamil Nadu has shared 68 organs in the last 2 years between five hospitals. This is 
an encouraging start to the program. The foundation is also hoping to affiliate with other similar 
organization in other regions such as FORTE (Foundation for Organ Transplantation and 
Education) at Bangalore & ZTCC (Zonal Transplant Co-coordinating Committee) at Mumbai 
that have also similarly shared organs between different hospitals. 

While this is true, we should be concerned that, in the 13 years since the law was passed, the 
Indian law has been observed more in the breach. As well documented by a series of 
investigations in Frontline magazine, the “affection” clause is the loophole that actually drives 
the entire transplant programmed in the country. In state after state, authorization committees 
have rejected a microscopic percentage of applications under this clause, turning a blind eye to 
what are obviously financial transactions. For example, the Karnataka authorization committee 
approved 1,012 of the 1,017 applications it received from January 1996 to February 2002. 

The industry has always had the support of those in power, and those in power have ways to get 
their dirty work done, as illustrated by the story of Kumar’s career. Senior Delhi police officials 
have confessed to picking up one of Kumar’s associates in January, but letting him free in 
exchange for Rs 20 lakh – handed over by Kumar himself. Further, Kumar has been running this 
business since 1994 at least. He was first arrested (as Santosh Raut) in 1994 along with a group 
of surgeons and anesthetists for conducting kidney transplants at a nursing home in Mumbai. A 
government-appointed committee concluded that as many as 450 kidney transplants on foreign 
patients had been done in the nursing home from 1991 to 1994 though it had no license for 
conducting surgery. The committee noted that there were no medical records, evidence of 
consent or even evidence of basic medical infrastructure. 

Kumar was arrested at least four times between 1994 and 2008 -- and obtained bail each time, 
following which he would disappear and resurface, running the same business in another part of 
the country. 

Not one person is reported to have been prosecuted for violating THOA. 

 

INDIA has a flourishing, and illegal, trade in human organs. And the legislation designed to 
prevent it is failing. 

On Jan 24, police unearthed an illegal kidney transplant racket being operated from Haryana’s 
Gurgaon town, on the outskirts of the national capital. The people running the racket served 
clients from India and abroad after obtaining kidneys illegally, often under force, from poor 
people. 

Every year, almost two lakh people in India need kidney transplants and there are only 4,000 
people donating them, reveals Narendra Saini, media co-coordinator of the Indian Medical 
Association in Delhi. And this discrepancy in demand and supply leads to cases like the deeds of 
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“Dr Horror” Amit Kumar, accused of running an illegal kidney racket out of Gurgaon. The 
incident has raised many questions, including the efficacy of the Transplantation of Human 
Organs Act, 1994. 

Recently, a public interest litigation (PIL) was filed in the Delhi High Court, asking for 
exemption of dialysis kits from customs duty and making the process of kidney transplants easier 
and prevent illegal kidney transplants. He also demanded that the government initiate a 
programmed for donation of organs on the lines of eye donation camps and review the 1994 
Human Organ Transplantation Act. But he was asked to file a fresh petition due to some reasons. 

On the eve of the World Kidney Day, the recommendations of the high court-appointed 
Transplant of Human Organs Act Review Committee that is awaiting implementation by the 
Health Ministry since three years became the topic of discussion in the Delhi High Court. 

Says Sanjay Ghosh, a Supreme Court lawyer, “Obtaining an organ illegally could be done in a 
life and death situation since ensuring that the patient lives is more important than abiding by the 
law.” 

R.K. Sharma, secretary of the Indian Society of Nephrology in Lucknow, observes that “the 
government is considering second degree relatives for the donation of organs. While the current 
law is good, if it is made easy for people to donate organs there could be unrelated and 
professional donors creeping in and thus the new law would become a double-edged sword”. 

“The object of the Act to prevent commercial dealing in kidneys has failed,” asserts Sardar 
Amjad Ali, a high court advocate in Calcutta. Ali mentions that for a non relative to donate a 
kidney an authorization committee has to approve the transplant but the supervision has been 
dismal, leading to a thriving kidney racket in the country. 

Joymalya Bagchi, an advocate at the Calcutta High Court, indicates that a video of the consent of 
an individual could be made, in addition to the written statement, during donation to avoid 
further legal complications. “There is a lack of transparency in the current dealings that is 
leading to the law being broken,” he asserts. 

The medical fraternity, however, says the law is too stringent for transplantation to be carried out 
legally all the time. 

Says Narendra Saini of IMA, “The section mentioning that only close relatives can donate 
kidneys is too restrictive and needs to be widened. Also the provision for non relatives to donate 
kidneys for attachment or emotional reasons could be misused by any individual who could sell a 
kidney illegally.” Speaking of doctors like Amit Kumar, he says that he is not a registered 
medical practitioner There are quack doctors performing organ transplants in unregistered 
hospitals all over the country and this is the core problem with the law being bypassed. 

The government is now mooting the idea of amending the Transplantation of Human Organs 
Act. Among the changes being considered is mandatory declaration that patients are brain dead 
by all intensive care units (ICU) of hospitals to help address the shortage of organs for donation 
in the country. 
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The Hon’ble High Court of Delhi in its order dated 6.9.2004 had set up a Committee to examine 
the provisions of Transplantation of Human Organs Act, 1994 and the Transplantation of Human 
Organs Rules, 1995. The report was submitted on 25.5.2005. A National Consultation was held 
on 18.5.2007 and the report was submitted in the second fortnight of August, 2007. The 
recommended changes required amendments in the Transplantation of Human Organs Act, 1994 
and the Rules framed there under. These changes are intended to facilitate genuine cases, 
increase transparency in transplantation procedures and to provide deterrent penalties for 
violation of the law. 

 

In so far as the Act is concerned, the following amendments have been proposed: 

i) To empower Union Territories, especially Government of NCT of Delhi to have their own 
appropriate authority instead of DGHS and /or Additional DG (Hospitals). 

ii) To make the punishments under the Act harsh and cognizable for the illegal transplantation 
activities to deter the offenders from committing this crime. 

iii) To provide for registration of the centers for removal of organs from the cadavers and brain 
stem dead patients for harvesting of organs instead of registration of centers for transplantations 
only. 

However, the Chief Justice of India K.G. Balakrishnan feels that there is no need to amend the 
Human Organ Transplantation Act, as the present law is “sufficient” to serve the cause, and they 
just need to be implemented properly. The comment came at a time when the health ministry was 
considering bringing a change in the law to curb illegal organ transplants. Experts have said that 
nearly 15 percent of adults in urban India are diabetic and 40 percent of them are likely to 
develop kidney problems, and every year over 150,000 new patients require dialysis or kidney 
transplant. 

Therefore, in order to promote donation of organs, the government has planned to give incentives 
to the donor’s family like lifelong free medical check-up and care in the hospital where the organ 
donation took place. Besides, a customized life insurance policy of Rs 2 lakh for three years with 
one-time premium to be paid by the recipient in case of mortality and preferred status in organ 
transplant waiting list if the next-of-kin of a brain-dead donor requires a transplant in future. 

To promote more brain death cadaver donation some changes are needed in Human Organ 
Transplantation Act such as intimation of Brain death to relatives, procedures in law to make it 
compulsory for the ICU staff to suggest for organ donation and request their permission for the 
same. In medico-legal cases-it should be made possible to undertake 'post mortem' at the same 
time as the ' Organ retrieval' surgery. Shifting patient from one hospital for Organ donation to 
another for post mortem makes relatives very emotionally traumatized and delays the process of 
handing over the body. 

It would be extremely fruitful if Grandparents are included in the near related category and if we 
accept the policy of presumed consent, i.e. every person dying of brain death should be presumed 
to have wished for organ donation until a written refusal is made by the family. 
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Most importantly, there is a need to spread awareness at every level. Surprisingly, Nurses and 
Medical students also do not know about the Act. That means that they need to be educated more 
about the Act, along with the rest of the population. It has been seen that the willingness to 
donate organs is directly proportional to the level of education, which needs to be increased. 

No other field of medicine has raised so many ethical, moral, legal and social issues as has organ 
transplantation. At present the very term transplant is likely to conjure up an image of shady and 
dangerous dealings in India. If we wish to improve upon the current situation, the first step is 
total transparency on the part of the medical profession and open, public, debate on this and 
related issues. Medical professionals must set ethical guidelines and take action against violators. 
Representatives of the common people must be included on the committees that will oversee 
these operations. 

We must restore organ transplantation to where it really belongs - not as an example of all that is 
unethical and commercial but as a modern medical advance permitting one human being to make 
the gift of life to another. 

 

Laws and Rules Governing Organ Transplantation in India 

The primary legislation related to organ donation and transplantation in India, Transplantation of 
Human Organs Act, was passed in 1994 and is aimed at regulation of removal, storage and 
transplantation of human organs for therapeutic purposes and for prevention of commercial 
dealings in human organs. 

In India, matters related to health are governed by each state. The Act was initiated at the request 
of Maharashtra, Himachal Pradesh and Goa (who therefore adopted it by default) and was 
subsequently adopted by all states except Andhra Pradesh and Jammu &Kashmir. Despite a 
regulatory framework, cases of commercial dealings in human organs were reported in the 
media. An amendment to the act was proposed by the states of Goa, Himachal Pradesh and West 
Bengal in 2009 to address inadequacies in the efficacy, relevance and impact of the Act. The 
amendment to the Act was passed by the parliament in 2011, and the rules were notified in 2014. 
The same is adopted by the proposing states and union territories by default and may be adopted 
by other states by passing a resolution. 

The main provisions of the Act (including the amendments and rules of 2014) are as follows: 

A. Brain death identified as a form of death. Process and criteria for brain death certification 
defined (Form 10) 

B. Allows transplantation of human organs and tissues from living donors and cadavers (after 
cardiac or brain death) 

C. Regulatory and advisory bodies for monitoring transplantation activity and their constitution 
defined. 

(i) Appropriate Authority (AA): inspects and grants registration to hospitals for transplantation 
enforces required standards for hospitals, conducts regular inspections to examine the quality of 
transplantations. It may conduct investigations into complaints regarding breach of provisions of 
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the Act, and has the powers of a civil court to summon any person, request documents and issue 
search warrants. 

(ii)  Advisory Committee: consisting of experts in the domain who shall advise the appropriate 
authority. 

(iii) Authorization Committee (AC): regulates living donor transplantation by reviewing each 
case to ensure that the living donor is not exploited for monetary considerations and to prevent 
commercial dealings in transplantation. Proceedings to be video recorded and decisions notified 
within 24 hours. Appeals against their decision may be made to the state or central government. 

(iv) Medical board (Brain Death Committee): Panel of doctors responsible for brain death 
certification. In case of non-availability of neurologist or neurosurgeon, any surgeon, physician, 
anaesthetist or intensives, nominated by medical administrator in-charge of the hospital may 
certify brain death. 

D. Living donors are classified as either a near relative or a non-related donor. 

(i) A near-relative (spouse, children, grandchildren, siblings, parents and grandparents) needs 
permission of the doctor in-charge of the transplant center to donate his organ. 

(ii) A non-related donor needs permission of an Authorization Committee established by the 
state to donate his organs. 

E. Swap Transplantation: When a near relative living donor is medically incompatible with the 
recipient, the pair is permitted to do a swap transplant with another related unmatched 
donor/recipient pair. 

F. Authorization for organ donation after brain death 

(i) May be given before death by the person himself/herself or 

(ii) By the person in legal possession of the body. A doctor shall ask the patient or relative of 
every person admitted to the ICU whether any prior authorization had been made. If not, the 
patient or his near relative should be made aware of the option to authorize such donation. 

(iii) Authorization process for organ or tissue donation from unclaimed bodies outlined. 

G. Organ retrieval permitted from any hospital with ICU facility once registered with the 
appropriate authority. Any hospital having Intensive Care Unit (ICU) facilities along with 
manpower, infrastructure and equipment as required to diagnose and maintain the brain-stem 
dead person and to retrieve and transport organs and tissues including the facility for their 
temporary storage, can register as a retrieval center. 

H. Cost of donor management, retrieval, transportation and preservation to be borne by the 
recipient, institution, government, NGO or society, and not by the donor family. 

I. Procedure for organ donation in medico-legal cases defined to avoid jeopardizing 
determination of the cause of death and delay in retrieval of organs. 

J. Manpower and Facilities required for registration of a hospital as a transplant center outlined. 

K. Infrastructure, equipment requirements and guidelines and standard operating procedures for 
tissue banks outlined. 
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L. Qualifications of transplant surgeons, cornea and tissue retrieval technicians defined. 

M. Appointment of transplant coordinators (with defined qualifications) made mandatory in all 
transplant centers. 

N. Non-governmental organizations, registered societies and trusts working in the field of organ 
or tissue removal, storage or transplantation will require registration. 

O. The central government to establish a National Human Organs and Tissues Removal and 
Storage Network i.e. NOTTO (National Organ & Tissue Transplant Organization), ROTTO 
(Regional Organ & Tissue Transplant Organization) and SOTTO (State Organ & Tissue 
Transplant Organization). Website www.notto.nic.in. Manner of establishing National or 
Regional or State Human Organs and Tissues Removal and Storage Networks and their functions 
clearly stated. 

P. The central government shall maintain a registry of the donors and recipients of human organs 
and tissues. 

Q. Penalties for removal of organ without authority, making or receiving payment for supplying 
human organs or contravening any other provisions of the Act have been made very stringent in 
order to serve as a deterrent for such activities. 

The various forms outlined in the rules are as follows: 

Form 1: Near-relative consent 
Form 2: Spouse consent 
Form 3: Other than near-relative donor consent 
Form 4: Psychiatrist evaluation of the donor 
Form 5: HLA DNA profiling report 
Form 7: Self consent for deceased donation 
Form 8: Consent for organ donation from family (also applicable for minors) 
Form 9: Consent for organ donation from unclaimed bodies 
Form 10: Brain death declaration form 
Form 11: Joint transplant application by donor / recipient 
Form 12: Registration of hospital for organ transplantation 
Form 13: Registration of hospital for organ retrieval 
Form 16: Grant of registration 
Form 17: Renewal of registration 
Form 18: Decision by hospital authorization committee 
Form 19: Decision by district authorization committee 
Form 20: Verification of Domicile for non near-relative 
Form 21: Letter from Embassy 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 3: AGRICULTURE & REGULATION OF TECHNOLOGY 

Study material is given by: Miss. Mayurika Roy 

 

 

 

Plant variety protection 
 

INTRODUCTION 

The Protection of Plant Variety and Farmers Right Act, 2001 (PPVFR Act) is an Act of 
the Parliament of India that was enacted to provide for the establishment of an effective system 
for protection of plant varieties, the rights of farmers and plant breeders, and to encourage the 
development and cultivation of new varieties of plants. This act received the assent of 
the President of India on the October 30, 2001. 

India has ratified the TRIPS agreement and to give effect to this agreement, The Protection of 
Plant Varieties and Farmers Rights Act, 2001 (PPV&FRA) was enacted. 

The main aim of this Act is to establish an effective system for the protection of plant varieties 
and, the rights of the breeders and to encourage the development of new varieties of plants. 

Any variety that fulfills the DUS criteria and that is "new" (in the market) is eligible for this kind 
of protection, and there is no need to demonstrate an inventive step or industrial application, as 
required under a patent regime. 

A DUS examination involves growing the candidate variety together with the most similar 
varieties of common knowledge, usually for at least two seasons, and recording a comprehensive 
set of morphological (and in some cases agronomic) descriptors. 

Plant varieties present in wilderness cannot be registered, under PPV&FR Authority. However, 
any traditionally cultivated plant variety which has undergone the process of domestication / 
improvement through human interventions can be registered and protected subjected to 
fulfillment of the eligible criteria. 

CRITERIA FOR REGISTRATION OF A VARIETY: 

Novel: if at the date of filing an application for registration for protection, the propagating or 
harvested material of such variety has not been sold or otherwise disposed of in India earlier than 
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one year or outside India, in the case of trees or vines earlier than six years, or in any other case 
earlier than four years, before the date of filing such application. 

Distinct: A variety is said to be distinct if it is clearly distinguishable by atleast one essential 
characteristic from any other variety whose existence is a matter of common knowledge in any 
country at the time of filing an application. 

Uniform: A variety is said to be uniform, if subject to the variation that may be expected from 
the particular features of its propagation it is sufficiently uniformin its essential characteristics. 

Stable: A variety is said to be stable if its essential characteristics remain unchanged after 
repeated propagation or, in the case of a particular cycle of propagation, at the end of each such 
cycle. 

TYPES OF VARIETIES 

New Variety: A new variety can be registered under the Act if it conforms to the criteria for 
novelty, distinctiveness, uniformity and stability. 

Extant variety: An extant variety can be registered under the Act if it conforms to the criteria 
for distinctiveness, uniformity and stability. Thus novelty is not considered while going for the 
protection of plant varieties. 

The PPV&FRAu/s 2 (j) (iii) and (iv) defines extant variety as any variety "which is in public 
domain or about which there is a common knowledge. 

Farmers' Variety: Under section 2 (l) farmers variety means a variety "which has been 
traditionally cultivated and evolved by the farmers in their fields". 

PERSONS WHO CAN APPLY FOR THE REGISTRATION OF PLANT VARIETY 

Application for registration of a variety can be made by: 

1. any person claiming to be the breeder of the variety; 
2. any successor of the breeder of the variety; 
3. any person being the assignee or the breeder of the variety in respect of the right to make 

such application; 
4. any farmer or group of farmers or community of farmers claiming to be breeder of the 

variety; 
5. any person authorized to make application on behalf of farmers and 
6. any University or publicly funded agricultural institution claiming to be breeder of the 

variety. 

Filing Requirements For The Registration Of A Plant Variety 
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 Name, address and Nationality of Applicants as well as the address of service of their 
agent. 

 Denomination assigned to such variety. 
 Accompanied by an affidavit that variety does not contain any gene or gene sequences 

involving terminator technology. 
 Complete passport data of parental lines with its geographical location in India And all 

such information relating to the contribution if any, of any farmer (s), village, 
community, institution or organization etc in breeding, evolving or developing the 
variety. 

 Characteristics of variety with description for Novelty, Distinctiveness, Uniformity and 
Stability. 

 A declaration that the genetic material used for breeding of such variety has been 
lawfully acquired. 

CERTIFICATE OF REGISTRATION 

The maximum time taken for issuing certificate of registration is three years from the date of 
filing of the application for registration of a plant variety. 

DURATION OF REGISTRATION 

 For trees and vines (Perennials)- 18 years from the date of registration of the 
variety. 

 For other crops (Annuals) – 15 years from the date of registration of the variety. 
 For extant varieties – 15 years fromthe date of notification of that variety by the 

Central Government under section 5 of the Seeds Act, 1966. 

EXEMPTIONS PROVIDED BY THE ACT 

 Farmers' Exemption: Farmer shall be entitled to produce, save, use, sow, resow, 
exchange, share or sell his farm produce including seed of a variety protected under 
this Act. 

 Researcher's Exemption: (i) the use of registered variety for conducting experiment. 
(ii) the use of variety as an initial source of variety for the purpose of creating other 
varieties. 

INFRINGEMENT 

Following acts may be a case of infringement under the PPV& FR Act: 

 If a person who is not a breeder of a variety registered under this act or a registered 
agent or a registered licensee of that variety, sells, exports, imports or produces such 
variety without the permission of its breeder or within the scope of a registered 
license or registered agency without their permission of the registered license or 
registered agent. 
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 If a person uses, sells, exports, imports or produces any other variety giving such 
variety, the denomination identical with or deceptively similar to the denomination 
of a variety already registered under this act in such a way that it causes confusion 
in the mind of general people in identifying the registered variety. 

 

 

VARIETIES OPEN FOR REGISTRATION A THE MOMENT: 

 .Black Gram 
 .Bread Wheat 
 .Cotton(Tetraploid) 
 .Cotton(Diploid) 
 .Chickpea 
 .Field pea/Garden pea 
 .Green Gram 
 .Jute 
 .Kidney bean/French bean 
 .Lentil 
 .Maize 

 Pearl millet 
 .Pigeon pea 
 .Rice 
 .Sorghum 
 .Small Cardamom 
 .Sugarcane 
 .Turmeric 
 .Ginger 
 .Black Pepper 
 .Indian Mustard and Karan Rai 
 .Rapeseed 
 .Sunflower 
 .Safflower 
 .Castor 
 .Sesame 
 .Lineseed 
 .Groundnut 
 .Soyabean 
 .Chrysanthemum 

The content of this article is intended to provide a general guide to the subject matter. Specialist 
advice should be sought about your specific circumstances. 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 1:  INTRODUCTION 

Study material is given by: Miss. Mayurika Roy 

 

 

Punishment 
Six kinds of punishment were described in the original Indian Penal Code. In the year 1949 the 
third punishment “Penal Servitude” was removed. Now there are five kinds of punishment under 
I.P.C. 

They are described hereunder. 

1. Death: 

The punishment of death may be imposed on the following offences:— 

(a) Waging or attempting to wage war or abetting the waging of war against the Government of 
India -Section 121 I.PC.; 

(b) Abetment of mutiny actually committed – Sec. 132 of I.P.C.; 

(c) Giving or fabricating false evidence upon which an innocent person suffers death – Sec. 194 

(d) Murder – Section 302; We 

(e) Punishment for murder by a life-convict – Sec. 303 [This Section was struck down by the 
Supreme Court holding that it was unconstitutional, while disposing the case Mithu v. State of 
Punjab, AIR 1983 SC 4731; 

(g) Attempt to murder by a person under sentence of imprisonment for life, if hurt is caused – 
Sec. 3071.PC; 

(h) Dacoity with murder – Sec. 396 I.P.C. 

 

The Courts have a high range of discretionary powers in passing death sentences. The death 
punishment is also called “Capital Punishment”. The word “capital” means “the head or top of 



the column”. Thus the capital punishment means “removal of head”, “death penalty” or 
“beheading”. 

It is the maximum punishment possible to be imposed on a criminal. This punishment occupies 
topmost position among the grades of punishments. This punishment can be imposed in extreme 
cases and rarely that too in extremely grave crimes. 

The capital punishment can be imposed on a criminal who commits a pre-planned and 
premeditated murder in cold blood. The offences with sections in which the death penalty can be 
imposed are explained above. 

Most of the developed countries have removed death sentences from their respective penal code 
due to agitations caused by the suggestions of sociologists, reformists, criminologists, etc. 

In India too, there is a serious discussion on this topic. Sections from 366 to 371 of the Criminal 
Procedure an. Code, 1973 explain the “Submission of Death Sentences for Conformation”. 
Sections from 413 to 416 of Code, 1973 explain the provisions for “execution, suspension, 
postponement of capital sentences” 

(f) Abetment of suicide of a child, an insane or intoxicated person – Sec. 305 of IPC; 

2. Imprisonment for Life: 

Before 1955, the words “transportation for life” was used. The Code of Criminal Procedure 
Amendment Act, 1955 (Act No. 26 of 1955) substituted the words “Imprisonment for life” in 
place of “transportation for life”. 

The general public thinks that imprisonment for life means only 14 years imprisonment, and the 
convict shall be released as soon as the 14 years period is lapsed. It is wrong presumption. 

Actually, the punishment under the Imprisonment for Life means imprisonment for the whole of 
the remaining period of the convicted person’s natural life. During the British Rule, the convicts 
under “transportation for life” was used to be deported to the Andaman’s and other Colonies and 
were taken for ever from the society of all who were acquainted with him. 

After independence, such system was stopped. Now the convicts under imprisonment for life are 
imprisoned in the Prisons of the States concerned. The life convict is not entitled to automatic 
release on completion of fourteen years’ imprisonment, unless on special occasions, the 
Government may pass an order considering the good behavior and conduct of the convict 
remitting the balance of imprisonment for life. 

 

3. Penal Servitude: 



“Servitude” means “slavery”. “Penal Servitude” means “the convict becomes a slave of the 
State” The British Courts used to impose ‘Penal Servitude” as a severe punishment next to the 
Death Sentence. Generally, this punishment was imposed on Indians, who revolt against the then 
British Rule. 

“Penal Servitude” is coupled with the punishment of “Transportation” i.e., the convicts under 
these two punishments were sent to uninhibited lands and areas, such as Andaman and Nicobar, 
South Africa, etc., or to any other British territories or dominions to work in their factories, 
plantations, mines, etc. 

These punishments were also called “Extermination” or “Exterminating” Before the 
independence, such punishments were called as “Kala Pani”. A cinema “Kala Pani” was also 
picturised showing heinous circumstances in those days. 

Several thousands of freedom fighters were punished under these punishments before the 
independence. As soon as India got independence, our Indian Government abolished “Penal 
Servitude” punishment, by the Criminal Justice Act, 1948 (Act No. 58 of 1948). 

 

4. Imprisonment: 

The Fourth kind of punishment is “Imprisonment”. It is of two descriptions, viz.— 

(i) Rigorous, i.e., with hard labour; and 

(ii) Simple. 

(i) Rigorous Imprisonment i.e. with Hard Labour: 

There are certain offences defined in the Indian Penal Code, for which rigorous imprisonment 
may be imposed by the Courts. Examples: House- trespass under Section 449 of IPC; fabricating 
false evidence with intent to procure conviction of an offence which is capital by the Code (Sec. 
194); etc. 

For such offences, rigorous imprisonment may be imposed. In rigorous imprisonment, the 
convicted person is put to do hard labour such as digging earth, cutting stones, agriculture, 
grinding corn, drawing water, carpentry, etc. The Supreme Court suggested that the offenders 
imposed hard labour should be paid minimum wages. 

The trial Court, while disposing Bombay Blast Case (2007), sentenced Sanjay Putt, a Bollywood 
Hero, for rigorous imprisonment for a period of six years. Until the Supreme Court gave the Bail, 
Sanjay Dutt did carpentry work for 30 days and earned Rs. 39/- during that period. 

While disposing the case Sunil Batra v. Delhi Administration (AIR 1980 SC 1675), the Supreme 
Court observed: “Hard labour in Sec. 53 has to receive a humane meaning. 



A girl student or a male weakling sentenced to rigorous imprisonment may not be forced to break 
stones for nine hours a day. The prisoner cannot demand soft jobs but may reasonably be 
assigned congenial jobs. Sense and sympathy are not enemies of penal asylums.” 

 

(ii) Simple imprisonment: 

This punishment is imposed for the lighter offences. Examples: public servant unlawfully 
engaging in trade or unlawfully buying or bidding for property (Sections 168-169); absconding 
to avoid service of summons or other proceedings, or not attending in obedience to an order from 
a public servant (Sections 172-174); to obstruct traffic or cause public nuisance; eve- teasing, 
drunken brawls, etc.; refusing oath when duly required to take oath by a public servant (Section 
178); wrongful restraint (Sec. 341); defamation (Sec. 500) etc. 

 

Solitary Confinement: 

Section 73 of the Code empowers the Courts to impose solitary confinement to certain persons 
and in relation to certain offences. This punishment is also part of the imprisonment. 

A harsh and hardened convict may be confined in a separate cell to correct his conduct. He is put 
separately without intercourse with other prisoners. All connections are severed with other 
world. 

The object of this punishment is to reform the hardened and habitual offender and in order to 
experience him with loneliness. There are certain restrictions in imposing solitary confinement. 
They are:— 

(a) Solitary confinement should not exceed three months of the whole term of imprisonment. 

(b) . It cannot be awarded where imprisonment is not part of the substantive sentence. 

(c) It cannot be awarded where imprisonment is in lieu of fine. 

(d) It cannot also be awarded for the whole term of imprisonment. Further according to Section 
73, the following scale shall be adhered,— 

(i) Time not exceeding one month if the term of imprisonment shall not exceed six months; 

(ii) A time not exceeding two months if the term of imprisonment shall exceed six months and 
shall not exceed one year; 

(iii) A time not exceeding three months if the term of imprisonment shall exceed one year. 



 

In several European countries, including Great Britain, this punishment was repealed. 

 

Section 74 limits the solitary confinement. If it is imposed for a long time, it adversely affects on 
human beings and creates mental derangement. 

This Section says that solitary confinement shall in no case exceed fourteen days at a time with 
intervals between the periods of solitary confinement of not less duration than such periods, and 
when the imprisonment awarded shall exceed three months, such confinement shall not exceed 
seven days in any one month of the whole imprisonment awarded, with intervals between the 
periods of solitary confinement of not less duration than such periods. 

Enhanced Punishment: 

Section 75 the Code permits to impose enhanced punishment for certain offences under Chapter-
XII or Chapter-XVII after previous convictions. 

According to this Section, whoever, having been convicted by a Court in India, of an offence 
punishable under Chapter-XII or Chapter-XVII of this Code, with imprisonment of either 
description for a term of three years or upwards, shall be guilty of any offence punishable under 
either of those Chapters with like imprisonment for the like term, shall be subject for every such 
subsequent offence to imprisonment for life, or to imprisonment of either description for a term 
which may extend to ten years, as Chapter-XII, containing Sections 230 to 263-A, explains about 
the offences relating to coins and Government Stamps. 

Chapter-XVII containing Sections 378 to 462 explains the offences against property, i.e., theft, 
extortion, robbery, dacoity, criminal misappropriation of property, criminal breach of trust, 
receiving of stolen property, cheating, mischief and criminal trespass. 

 

Conditions for imposing enhanced punishment:— 

(a) The accused must have been previously convicted; 

(b) Such conviction must be for any offence mentioned in Chapter-XII or XVII; to 

(c) Such previous conviction must have been for an offence punishable for not less than three ea 
years; 

(d) Subsequent offence must also be punishable with imprisonment for not less than three years. 

 



5. Forfeiture of Property: 

“Forfeiture” is the divestiture of specific property without compensation in consequence of some 
default or act of forbidden by law. The Courts may order for forfeiture of property of the accused 
in certain occasions. 

In white collar crimes, and where a Government employee or any private person accumulates 
black money and black assets, and there is no genuine answer and proof for such money and 
properties with such person, the Court may award for forfeiture of property. 

In cases of smugglers, goondas, anti-national personalities, etc., the Government or the Courts 
are empowered to forfeiture of property of such anti-social elements. 

 

6. Fine: 

The Courts may impose fine along with or without imprisonment. The Indian Penal Code 
mentions the punishment of fine for several offences, generally with or without imprisonment. 

 

Amount of fine: 

According to Section 63, where no sum is expressed to which a fine may extend, the amount of 
fine to which the offender is liable is unlimited, but shall not be excessive. 

Sentence of imprisonment for non-payment of fine: 

 

According to Section 64, in every case of an offence punishable with imprisonment as well as 
fine, in which the offender is sentenced to a fine, whether with or without imprisonment, and in 
every case of an offence punishable with imprisonment or fine, or with fine only, in which the 
offender is sentenced to a fine, it shall be competent to the Court which sentences such offender 
to direct by the sentence that, in default of payment of the fine, the offender shall suffer 
imprisonment for a certain term, which imprisonment shall be in excess of any other 
imprisonment to which he may have been sentenced or to which he may be liable under a 
commutation of a sentence. 

Limit to imprisonment if fine imposed is not paid: 

Section 65 lays down that the term for which the Court directs the offender to be imprisoned in 
default of payment of a fine shall not exceed one- fourth of the term of imprisonment which is 
the maximum fixed for the offence, if the offence be punishable with imprisonment as well as 
fine. 



Description of imprisonment for non-payment of fine: 

Section 66 lies down that the imprisonment which the Court imposes in default of payment of a 
fine may be of any description to which the offender might have been sentenced for the offence. 

 

Imprisonment for non-payment of fine when offence punishable with fine only: 

According to Section 67, if the offence be punishable with fine only, the imprisonment which the 
Court imposes in default of payment of the fine shall be simple, and the term for which the Court 
directs the offender to be imprisoned, in default of payment of fine, shall not exceed the 
following scale,— 

When the fine shall not exceed fifty rupees – the term of imprisonment shall not exceed two 
months; 

Termination of imprisonment on payment of fine: 

According to Section 68, whenever the fine is paid the imprisonment shall be terminated 
forthwith. 

According to Section 69, if, before the expiration of the term of imprisonment fixed in default of 
payment, such a proportion of the fine be paid or levied that the term of imprisonment suffered in 
default of payment is not less than proportional to the part of the fine still unpaid, the 
imprisonment shall terminate. 

 

Illustration: 

A is sentenced to a fine of one hundred rupees and to four months’ imprisonment in default of 
payment. Here, if seventy-five rupees of the fine be paid or levied before the expiration of one 
month of the imprisonment, A will be discharged as soon as the first month has expired. 

If seventy five rupees be paid or levied at the time of the expiration of the first month, or at any 
later time while A continues in imprisonment, A will be immediately discharged. 

If fifty rupees of the fine be paid or levied before the expiration of two months of the 
imprisonment, A will be discharged as soon as the two months are completed. If fifty rupees be 
paid or levied at the time of the expiration of those two months, or at any later time, while A 
continues in imprisonment, A will be immediately discharged. 

 

Fine vs. Imprisonment: 



It is the general presumption that if the offender passes the imprisonment in default of fine 
imposed upon him, such imprisonment shall liberate the fine. It is wrong presumption. Section 
70 says that fine and imprisonment for default of fine are two different things. 

Imprisonment for default of fine shall not liberate the offender from his liability to pay the full 
amount of fine imposed upon him. Imprisonment in default of fine is not a satisfaction for the 
fine, but it is a punishment for non-payment or contempt or resistance to the due execution of the 
sentence. 

Such fine shall be recoverable from the offender within six years from the date of sentence 
passed by the trial Court or during imprisonment. Fine may be recovered from the property of 
the offender. Death of the offender shall not discharge property from liability. 

Objectives of IT legislation in India 

The Government of India enacted its Information Technology Act 2000 with the objectives 
stating officially as: 

“to provide legal recognition for transactions carried out by means of electronic data 
interchange and other means of electronic communication, commonly referred to as 
“electronic commerce”, which involve the use of alternatives to paper-based methods of 
communication and storage of information, to facilitate electronic filing of documents with 
the Government agencies and further to amend the Indian Penal Code, the Indian 
Evidence Act, 1872, the Bankers’ Books Evidence Act, 1891 and the Reserve Bank of India 
Act, 1934 and for matters connected therewith or incidental thereto.” 

What does IT Act 2000 legislation deals with? 
The Act essentially deals with the following issues: 

 Legal Recognition of Electronic Documents 

 Legal Recognition of Digital Signatures 

 Offenses and Contraventions 

 Justice Dispensation Systems for cyber crimes. 

Why did the need for IT Amendment Act 2008 (ITAA) arise? 
The IT Act 2000, being the first legislation on technology, computers, e-commerce and e-
communication, the was the subject of extensive debates, elaborate reviews with one arm 
of the industry criticizing some sections of the Act to be draconian and other stating it is 
too diluted and lenient. There were some obvious omissions too resulting in the 
investigators relying more and more on the time-tested (one and half century-old) Indian 
Penal Code even in technology based cases with the IT Act also being referred in the 
process with the reliance more on IPC rather on the ITA. 

Thus the need for an amendment – a detailed one – was felt for the I.T. Act. Major 
industry bodies were consulted and advisory groups were formed to go into the perceived 
lacunae in the I.T. Act and comparing it with similar legislations in other nations and to 



suggest recommendations. Such recommendations were analyzed and subsequently taken 
up as a comprehensive Amendment Act and after considerable administrative procedures, 
the consolidated amendment called the Information Technology Amendment Act 
2008 was placed in the Parliament and passed at the end of 2008 (just after Mumbai 
terrorist attack of 26 November 2008 had taken place). The IT Amendment Act 2008 got 
the President assent on 5 Feb 2009 and was made effective from 27 October 2009. 

Notable features of the ITAA 2008 are: 

 Focusing on data privacy 

 Focusing on Information Security 

 Defining cyber café 

 Making digital signature technology neutral 

 Defining reasonable security practices to be followed by corporate 

 Redefining the role of intermediaries 

 Recognizing the role of Indian Computer Emergency Response Team 

 Inclusion of some additional cyber crimes like child pornography and cyber 
terrorism 

 Authorizing an Inspector to investigate cyber offenses (as against the DSP earlier) 

2. Structure of IT Act 
 How is IT Act structured? 

The Act totally has 13 chapters and 90 sections. Sections 91 to 94 deal with the 
amendments to the four Acts namely Indian Penal Code 1860, The Indian Evidence 
Act 1872, The Bankers’ Books Evidence Act 1891 and the Reserve Bank of India 
Act 1934. The Act has chapters that deal with authentication of electronic records, 
electronic signatures etc. 
Elaborate procedures for certifying authorities and electronic signatures have been 
spelt out. The civil offence of data theft and the process of adjudication and 
appellate procedures have been described. Then the Act goes on to define and 
describe some of the well-known cyber crimes and lays down the punishments 
therefore. Then the concept of due diligence, role of intermediaries and some 
miscellaneous provisions have been described. 

 What is the applicability of IT Act? 
The Act extends to the whole of India and except as otherwise provided, it also 
applies to any offence or contravention there under committed outside India by any 
person. 
Rules and procedures mentioned in the Act have also been laid down in a phased 
manner, defined as recently as April 2011. 
For the sake of simplicity, here we will be only discussing the various penalty and 
offences defined as per provisions of ITA 2000 and ITAA 2008. Please note that 
wherever the terms IT Act 2000 or 2008 are used, they refer to same act because the 
IT Act now includes amendments as per IT 2008 Amendment Act. 
Specific exclusion(s) to the Act where it is not applicable are: 



o Negotiable instrument (other than a cheque) as defined in section 13 of the 
Negotiable Instruments Act, 1881; 

o A power-of-attorney as defined in section 1A of the Powers-of-Attorney Act, 
1882; 

o A trust as defined in section 3 of the Indian Trusts Act, 1882 

o A will as defined in clause (h) of section 2 of the Indian Succession Act, 1925 
including any other testamentary disposition 

3. What is a cyber crime? 

Cyber Crime is not defined officially in IT Act or in any other legislation. In fact, it cannot 
be too. Offence or crime has been dealt with elaborately listing various acts and the 
punishments for each, under the Indian Penal Code, 1860 and related legislations. Hence, 
the concept of cyber crime is just a “combination of crime and computer”. 

Cybercrime in a narrow sense (computer crime): Any illegal behavior directed by means 
of electronic operations that targets the security of computer systems and the data 
processed by them. 

Cybercrime in a broader sense (computer-related crime): Any illegal behavior committed 
by means of, or in relation to, a computer system or network, including such crimes as 
illegal possession and offering or distributing information by means of a computer system 
or network. 

 Any contract for the sale or conveyance of immovable property or any interest in 
such property; 

 Any such class of documents or transactions as may be notified by the Central 
Government 

4. Cases Studies as per selected IT Act Sections 

Here are the case studies for selected IT Act sections. 

For the sake of simplicity and maintaining clarity, details on the IT Act sections have been 
omitted. Kindly refer the Appendix at the last section for the detailed account of all the 
penalties and offences mentioned in IT Act. 

 Section 43 – Penalty and Compensation for damage to computer, computer 
system, etc 
Related Case: Mphasis BPO Fraud: 2005In December 2004, four call centre 
employees, working at an outsourcing facility operated by MphasiS in India, 
obtained PIN codes from four customers of MphasiS’ client, Citi Group. These 
employees were not authorized to obtain the PINs. In association with others, the 
call centre employees opened new accounts at Indian banks using false identities. 
Within two months, they used the PINs and account information gleaned during 



their employment at MphasiS to transfer money from the bank accounts of 
CitiGroup customers to the new accounts at Indian banks. 
By April 2005, the Indian police had tipped off to the scam by a U.S. bank, and 
quickly identified the individuals involved in the scam. Arrests were made when 
those individuals attempted to withdraw cash from the falsified accounts, $426,000 
was stolen; the amount recovered was $230,000. 
Verdict: Court held that Section 43(a) was applicable here due to the nature of 
unauthorized access involved to commit transactions. 

 Section 65 – Tampering with Computer Source Documents 
Related Case: Syed Asifuddin and Ors. Vs. The State of Andhra PradeshIn this 
case, Tata Indicom employees were arrested for manipulation of the electronic 32- 
bit number (ESN) programmed into cell phones theft were exclusively franchised to 
Reliance Infocomm. 
Verdict: Court held that tampering with source code invokes Section 65 of the 
Information Technology Act. 

 Section 66 – Computer Related offenses 
Related Case: Kumar v/s Whiteley In this case the accused gained unauthorized 
access to the Joint Academic Network (JANET) and deleted, added files and 
changed the passwords to deny access to the authorized users. Investigations had 
revealed that Kumar was logging on to the BSNL broadband Internet connection as 
if he was the authorized genuine user and ‘made alteration in the computer database 
pertaining to broadband Internet user accounts’ of the subscribers. The CBI had 
registered a cyber crime case against Kumar and carried out investigations on the 
basis of a complaint by the Press Information Bureau, Chennai, which detected the 
unauthorized use of broadband Internet. The complaint also stated that the 
subscribers had incurred a loss of Rs 38,248 due to Kumar’s wrongful act. He used 
to ‘hack’ sites from Bangalore, Chennai and other cities too, they said. 
Verdict: The Additional Chief Metropolitan Magistrate, Egmore, Chennai, 
sentenced N G Arun Kumar, the techie from Bangalore to undergo a rigorous 
imprisonment for one year with a fine of Rs 5,000 under section 420 IPC (cheating) 
and Section 66 of IT Act (Computer related Offense). 

 Section 66A – Punishment for sending offensive messages through 
communication service 

 Relevant Case #1: Fake profile of President posted by imposter On 
September 9, 2010, the imposter made a fake profile in the name of the 
Hon’ble President Pratibha Devi Patil. A complaint was made from 
Additional Controller, President Household, President Secretariat regarding 
the four fake profiles created in the name of Hon’ble President on social 
networking website, Facebook.The said complaint stated that president house 
has nothing to do with the facebook and the fake profile is misleading the 
general public. The First Information Report Under Sections 469 IPC and 66A 
Information Technology Act, 2000 was registered based on the said complaint 
at the police station, Economic Offences Wing, the elite wing of Delhi Police 
which specializes in investigating economic crimes including cyber offences. 

 Relevant Case #2: Bomb Hoax mail in 2009, a 15-year-old Bangalore 
teenager was arrested by the cyber crime investigation cell (CCIC) of the city 



crime branch for allegedly sending a hoax e-mail to a private news channel. In 
the e-mail, he claimed to have planted five bombs in Mumbai, challenging the 
police to find them before it was too late. At around 1p.m. on May 25, the 
news channel received an e-mail that read: “I have planted five bombs in 
Mumbai; you have two hours to find it.” The police, who were alerted 
immediately, traced the Internet Protocol (IP) address to Vijay Nagar in 
Bangalore. The Internet service provider for the account was BSNL, said 
officials. 

 Section 66C – Punishment for identity theft 
Relevant Cases: 

 The CEO of an identity theft protection company, Lifelock, Todd Davis’s 
social security number was exposed by Matt Lauer on NBC’s Today Show. 
Davis’ identity was used to obtain a $500 cash advance loan. 

 Li Ming, a graduate student at West Chester University of Pennsylvania faked 
his own death, complete with a forged obituary in his local paper. Nine 
months later, Li attempted to obtain a new driver’s license with the intention 
of applying for new credit cards eventually. 

 Section 66D – Punishment for cheating by impersonation by using computer 
resource 
Relevant Case: Sandeep Vaghese v/s State of Kerala  
A complaint filed by the representative of a Company, which was engaged in the 
business of trading and distribution of petrochemicals in India and overseas, a crime 
was registered against nine persons, alleging offenses under Sections 65, 66, 66A, C 
and D of the Information Technology Act along with Sections 419 and 420 of the 
Indian Penal Code. 
The company has a web-site in the name and and style www.jaypolychem.com' but, 
another web site www.jayplychem.org’ was set up in the internet by first accused 
Samdeep Varghese @ Sam, (who was dismissed from the company) in conspiracy 
with other accused, including Preeti and Charanjeet Singh, who are the sister and 
brother-in-law of `Sam’ 
Defamatory and malicious matters about the company and its directors were made 
available in that website. The accused sister and brother-in-law were based in 
Cochin and they had been acting in collusion known and unknown persons, who 
have collectively cheated the company and committed acts of forgery, 
impersonation etc. 
Two of the accused, Amardeep Singh and Rahul had visited Delhi and Cochin. The 
first accused and others sent e-mails from fake e-mail accounts of many of the 
customers, suppliers, Bank etc. to malign the name and image of the Company and 
its Directors. The defamation campaign run by all the said persons named above has 
caused immense damage to the name and reputation of the Company. 
The Company suffered losses of several crores of Rupees from producers, suppliers 
and customers and were unable to do business. 

 Section 66E – Punishment for violation of privacy 
Relevant Cases: 
i. Jawaharlal Nehru University MMS scandal In a severe shock to the 

prestigious and renowned institute – Jawaharlal Nehru University, a 



pornographic MMS clip was apparently made in the campus and transmitted 
outside the university.Some media reports claimed that the two accused 
students initially tried to extort money from the girl in the video but when they 
failed the culprits put the video out on mobile phones, on the internet and even 
sold it as a CD in the blue film market. 

ii. Nagpur Congress leader’s son MMS scandal On January 05, 2012 Nagpur 
Police arrested two engineering students, one of them a son of a Congress 
leader, for harassing a 16-year-old girl by circulating an MMS clip of their 
sexual acts. According to the Nagpur (rural) police, the girl was in a 
relationship with Mithilesh Gajbhiye, 19, son of Yashodha Dhanraj Gajbhiye, 
a zila parishad member and an influential Congress leader of Saoner region in 
Nagpur district. 

 Section-66F Cyber Terrorism 
Relevant Case: The Mumbai police have registered a case of ‘cyber terrorism’—the 
first in the state since an amendment to the Information Technology Act—where a 
threat email was sent to the BSE and NSE on Monday. The MRA Marg police and 
the Cyber Crime Investigation Cell are jointly probing the case. The suspect has 
been detained in this case. The police said an email challenging the security agencies 
to prevent a terror attack was sent by one Shahab Md with an ID 
sh.itaiyeb125@yahoo.in to BSE’s administrative email ID 
corp.relations@bseindia.com at around 10.44 am on Monday. The IP address of the 
sender has been traced to Patna in Bihar. The ISP is Sify. The email ID was created 
just four minutes before the email was sent. “The sender had, while creating the new 
ID, given two mobile numbers in the personal details column. Both the numbers 
belong to a photo frame-maker in Patna,’’ said an officer. 
Status: The MRA Marg police have registered forgery for purpose of cheating, 
criminal intimidation cases under the IPC and a cyber-terrorism case under the IT 
Act. 
 Section 67 – Punishment for publishing or transmitting obscene material in 
electronic form 
Relevant Case: This case is about posting obscene, defamatory and annoying 
message about a divorcee woman in the Yahoo message group. E-mails were 
forwarded to the victim for information by the accused through a false e- mail 
account opened by him in the name of the victim. These postings resulted in 
annoying phone calls to the lady. Based on the lady’s complaint, the police nabbed 
the accused. Investigation revealed that he was a known family friend of the victim 
and was interested in marrying her. She was married to another person, but that 
marriage ended in divorce and the accused started contacting her once again. On her 
reluctance to marry him he started harassing her through internet. 
Verdict: The accused was found guilty of offences under section 469, 509 IPC and 
67 of IT Act 2000. He is convicted and sentenced for the offence as follows: 
 As per 469 of IPC he has to undergo rigorous imprisonment for 2 years and to 

pay fine of Rs.500/- 
 As per 509 of IPC he is to undergo to undergo 1 year Simple imprisonment 

and to pay Rs 500/- 



 As per Section 67 of IT Act 2000, he has to undergo for 2 years and to pay 
fine of Rs.4000/- 

All sentences were to run concurrently. 
The accused paid fine amount and he was lodged at Central Prison, Chennai. This is 
considered the first case convicted under section 67 of Information Technology Act 
2000 in India. 

 Section 67B – Punishment for publishing or transmitting of material 
depicting children in sexually explicit act, etc. in electronic form 
Relevant Case: Janhit Manch & Ors. v. The Union of India 10.03.2010 Public 
Interest Litigation: The petition sought a blanket ban on pornographic websites. The 
NGO had argued that websites displaying sexually explicit content had an adverse 
influence, leading youth on a delinquent path. 
 Section 69 – Powers to issue directions for interception or monitoring or 
decryption of any information through any computer resource 
Relevant Case: In August 2007, Lakshmana Kailash K., a techie from Bangalore 
was arrested on the suspicion of having posted insulting images of Chhatrapati 
Shivaji, a major historical figure in the state of Maharashtra, on the social-
networking site Orkut.The police identified him based on IP address details obtained 
from Google and Airtel -Lakshmana’s ISP. He was brought to Pune and detained for 
50 days before it was discovered that the IP address provided by Airtel was 
erroneous. The mistake was evidently due to the fact that while requesting 
information from Airtel, the police had not properly specified whether the suspect 
had posted the content at 1:15 p.m. 
Verdict: Taking cognizance of his plight from newspaper accounts, the State Human 
Rights Commission subsequently ordered the company to pay Rs 2 lakh to 
Lakshmana as damages. The incident highlights how minor privacy violations by 
ISPs and intermediaries could have impacts that gravely undermine other basic 
human rights. 

5. Common Cyber-crime scenarios and Applicability of Legal Sections 

Let us look into some common cyber-crime scenarios which can attract prosecution as per 
the penalties and offences prescribed in IT Act 2000 (amended via 2008) Act. 

 Harassment via fake public profile on social networking site 
A fake profile of a person is created on a social networking site with the correct 
address, residential information or contact details but he/she is labeled as ‘prostitute’ 
or a person of ‘loose character’. This leads to harassment of the victim. Provisions 
Applicable: - Sections 66A, 67 of IT Act and Section 509 of the Indian Penal Code. 

 Online Hate Community 
Online hate community is created inciting a religious group to act or pass 
objectionable remarks against a country, national figures etc.Provisions Applicable: 
Section 66A of IT Act and 153A & 153B of the Indian Penal Code. 



 Email Account hacking 
if victim’s email account is hacked and obscene emails are sent to people in victim’s 
address book. Provisions Applicable: - Sections 43, 66, 66A, 66C, 67, 67A and 67B 
of IT Act. 

 Credit Card Fraud 
Unsuspecting victims would use infected computers to make online transactions. 
Provisions Applicable: - Sections 43, 66, 66C, 66D of IT Act and section 420 of the 
IPC. 

 Web Defacement 
The homepage of a website is replaced with a pornographic or defamatory page. 
Government sites generally face the wrath of hackers on symbolic days. Provisions 
Applicable: - Sections 43 and 66 of IT Act and Sections 66F, 67 and 70 of IT Act 
also apply in some cases. 

 Introducing Viruses, Worms, Backdoors, Root kits, Trojans, Bugs 
the entire above are some sort of malicious programs which are used to destroy or 
gain access to some electronic information. Provisions Applicable: - Sections 43, 66, 
66A of IT Act and Section 426 of Indian Penal Code. 

 Cyber Terrorism 
many terrorists are uses virtual (Drive, FTP sites) and physical storage media 
(USB’s, hard drives) for hiding information and records of their illicit business. 
Provisions Applicable: Conventional terrorism laws may apply along with Section 
69 of IT Act. 

 Online sale of illegal Articles 
where sale of narcotics, drugs weapons and wildlife is facilitated by the Internet 
Provisions Applicable: - Generally conventional laws apply in these cases. 

 Cyber Pornography 
Among the largest businesses on Internet. Pornography may not be illegal in many 
countries, but child pornography is. Provisions Applicable: - Sections 67, 67A and 
67B of the IT Act. 

 Phishing and Email Scams 
Phishing involves fraudulently acquiring sensitive information through 
masquerading a site as a trusted entity. (E.g. Passwords, credit card 
information)Provisions Applicable:- Section 66, 66A and 66D of IT Act and Section 
420 of IPC 

 Theft of Confidential Information 
many business organizations store their confidential information in computer 
systems. This information is targeted by rivals, criminals and disgruntled employees. 
Provisions Applicable: - Sections 43, 66, 66B of IT Act and Section 426 of Indian 
Penal Code. 

 Source Code Theft 
A Source code generally is the most coveted and important “crown jewel” asset of a 
company. Provisions applicable: - Sections 43, 66, 66B of IT Act and Section 63 of 
Copyright Act. 

 Tax Evasion and Money Laundering 
Money launderers and people doing illegal business activities hide their information 



in virtual as well as physical activities. Provisions Applicable: Income Tax Act and 
Prevention of Money Laundering Act. IT Act may apply case-wise. 

 Online Share Trading Fraud 
It has become mandatory for investors to have their demit accounts linked with their 
online banking accounts which are generally accessed unauthorized, thereby leading 
to share trading frauds. Provisions Applicable: Sections 43, 66, 66C, 66D of IT Act 
and Section 420 of IPC 

6. Appendix 
I. Penalties, Compensation and Adjudication sections 

 Section 43 – Penalty and Compensation for damage to computer, 
computer system 
If any person without permission of the owner or any other person who 
is in-charge of a computer, computer system or computer network – 

o Accesses or secures access to such computer, computer system or 
computer network or computer resource 

o Downloads, copies or extracts any data, computer data, computer 
database or information from such computer, computer system or 
computer network including information or data held or stored in 
any removable storage medium; 

o Introduces or causes to be introduced any computer contaminant 
or computer virus into any computer, computer system or 
computer network- 

o Damages or causes to be damaged any computer, computer 
system or computer network, data, computer database, or any 
other programmers residing in such computer, computer system 
or computer network- 

o Disrupts or causes disruption of any computer, computer system, 
or computer network; 

o Denies or causes the denial of access to any person authorized to 
access any computer, computer system or computer network by 
any means 

o Charges the services availed of by a person to the account of 
another person by tampering with or manipulating any computer 
of a computer, computer system or computer network- 

o Provides any assistance to any person to facilitate access to a 
computer, computer system or computer network in contravention 
of the provisions of this Act, rules or regulations made there 
under, 

o Charges the services availed of by a person to the account of 
another person by tampering with or manipulating any computer, 
computer system, or computer network, 



o Destroys, deletes or alters any information residing in a computer 
resource or diminishes its value or utility or affects it injuriously 
by any means, 

o Steals, conceals, destroys or alters or causes any person to steal, 
conceal, destroy or alter any computer source code used for a 
computer resource with an intention to cause damage, 

He shall be liable to pay damages by way of compensation to the person 
so affected. 

 Section 43A – Compensation for failure to protect data Where a 
body corporate, possessing, dealing or handling any sensitive personal 
data or information in a computer resource which it owns, controls or 
operates, is negligent in implementing and maintaining reasonable 
security practices and procedures and thereby causes wrongful loss or 
wrongful gain to any person, such body corporate shall be liable to pay 
damages by way of compensation, not exceeding five core rupees, to 
the person so affected. 

 Section 44 – Penalty for failure to furnish information or return, 
etc. If any person who is required under this Act or any rules or 
regulations made there under to – 

o Furnish any document, return or report to the Controller or the 
Certifying Authority, fails to furnish the same, he shall be liable 
to a penalty not exceeding one lakh and fifty thousand rupees for 
each such failure; 

o File any return or furnish any information, books or other 
documents within the time specified therefore in the regulations, 
fails to file return or furnish the same within the time specified 
therefore in the regulations, he shall be liable to a penalty not 
exceeding five thousand rupees for every day during which such 
failure continues: 

o Maintain books of account or records, fails to maintain the same, 
he shall be liable to a penalty not exceeding ten thousand rupees 
for every day during which the failure continues. 

 Section 45 – Residuary Penalty Whoever contravenes any rules or 
regulations made under this Act, for the contravention of which no 
penalty has been separately provided, shall be liable to pay a 
compensation not exceeding twenty-five thousand rupees to the person 
affected by such contravention or a penalty not exceeding twenty-five 
thousand rupees. 

 Section 47 – Factors to be taken into account by the adjudicating 
officer Section 47 lays down that while adjudging the quantum of 
compensation under this Act, an adjudicating officer shall have due 
regard to the following factors, namely :- 



o The amount of gain of unfair advantage, wherever 
quantifiable, made as a result of the default; 

o The amount of loss caused to the person as a result of the 
default, 

o The repetitive nature of the default. 

 Offences sections 
 Section 65 – Tampering with Computer Source Documents If 
any person knowingly or intentionally conceals, destroys code or alters 
or causes another to conceal, destroy code or alter any computer, 
computer program, computer system, or computer network, he shall be 
punishable with imprisonment up to three years, or with fine up to two 
lakh rupees, or with both. 
 Section – 66 Computer Related Offences If any person, 
dishonestly, or fraudulently, does any act referred to in section 43,he 
shall be punishable with imprisonment for a term which may extend to 
two three years or with fine which may extend to five lakh rupees or 
with both. 
 Section 66A – Punishment for sending offensive messages 
through communication service Any person who sends, by means of a 
computer resource or a communication device, 
o Any information that is grossly offensive or has menacing 

character; 

o Any information which he knows to be false, but for the purpose 
of causing annoyance, inconvenience, danger, obstruction, insult, 
injury, criminal intimidation, enmity, hatred, or ill will, 
persistently makes by making use of such computer resource or a 
communication device, 

o Any electronic mail or electronic mail message for the purpose of 
causing annoyance or inconvenience or to deceive or to mislead 
the addressee or recipient about the origin of such messages 

Shall be punishable with imprisonment for a term which may extend to 
three years and with fine. 

 Section 66B – Punishment for dishonestly receiving stolen 
computer resource or communication device. Whoever dishonestly 
receives or retains any stolen computer resource or communication 
device knowing or having reason to believe the same to be stolen 
computer resource or communication device,shall be punished with 
imprisonment of either description for a term which may extend to three 
years or with fine which may extend to rupees one lakh or with both. 
 Section 66C – Punishment for identity theft Whoever, 
fraudulently or dishonestly make use of the electronic signature, 
password or any other unique identification feature of any other 
person,shall be punished with imprisonment of either description for a 



term which may extend to three years and shall also be liable to fine 
which may extend to rupees one lakh. 
 Section 66D – Punishment for cheating by personation by 
using computer resource Whoever, by means of any communication 
device or computer resource cheats by personating; shall be punished 
with imprisonment of either description for a term which may extend to 
three years and shall also be liable to fine which may extend to one lakh 
rupees. 
 Section 66E – Punishment for violation of privacy Whoever, 
intentionally or knowingly captures, publishes or transmits the image of 
a private area of any person without his or her consent, under 
circumstances violating the privacy of that person,Explanation – For the 
purposes of this section: 

a. “transmit” means to electronically send a visual image with 
the intent that it be viewed by a person or persons; 

b. “capture”, with respect to an image, means to videotape, 
photograph, film or record by any means; 

c. “private area” means the naked or undergarment clad 
genitals, pubic area, buttocks or female breast; 

d. “publishes” means reproduction in the printed or electronic 
form and making it available for public; 

e. “under circumstances violating privacy” means 
circumstances in which a person can have a reasonable 
expectation that– 

i. he or she could disrobe in privacy, without being 
concerned that an image of his private area was being 
captured; or 

ii. any part of his or her private area would not be 
visible to the public, regardless of whether that 
person is in a public or private place. 

shall be punished with imprisonment which may extend to three years or with 
fine not exceeding two lakh rupees, or with both. 

 Section-66F Cyber Terrorism 
o Whoever,- 

 . with intent to threaten the unity, integrity, security or sovereignty of 
India or to strike terror in the people or any section of the people by – 

 . denying or cause the denial of access to any person authorized to 
access computer resource; or 

i. attempting to penetrate or access a computer resource without 
authorization or exceeding authorized access; or 

ii. introducing or causing to introduce any Computer Contaminant 
and by means of such conduct causes or is likely to cause death or 



injuries to persons or damage to or destruction of property or 
disrupts or knowing that it is likely to cause damage or disruption 
of supplies or services essential to the life of the community or 
adversely affect the critical information infrastructure specified 
under section 70, or 

a. knowingly or intentionally penetrates or accesses a computer resource 
without authorization or exceeding authorized access, and by means of 
such conduct obtains access to information, data or computer database 
that is restricted for reasons of the security of the State or foreign 
relations; or any restricted information, data or computer database, with 
reasons to believe that such information, data or computer database so 
obtained may be used to cause or likely to cause injury to the interests 
of the sovereignty and integrity of India, the security of the State, 
friendly relations with foreign States, public order, decency or morality, 
or in relation to contempt of court, defamation or incitement to an 
offence, or to the advantage of any foreign nation, group of individuals 
or otherwise, commits the offence of cyber terrorism. 

o Whoever commits or conspires to commit cyber terrorism shall be punishable 
with imprisonment which may extend to imprisonment for life. 

 Section 67 – Punishment for publishing or transmitting obscene material in 
electronic form Whoever publishes or transmits or causes to be published in the 
electronic form, any material which is lascivious or appeals to the prurient interest or 
if its effect is such as to tend to deprave and corrupt persons who are likely, having 
regard to all relevant circumstances, to read, see or hear the matter contained or 
embodied in it,shall be punished on first conviction with imprisonment of either 
description for a term which may extend to two three years and with fine which may 
extend to five lakh rupees andin the event of a second or subsequent conviction with 
imprisonment of either description for a term which may extend to five years and 
also with fine which may extend to ten lakh rupees. 
 Section 67A – Punishment for publishing or transmitting of material 
containing sexually explicit act, etc. in electronic form Whoever publishes or 
transmits or causes to be published or transmitted in the electronic form any material 
which contains sexually explicit act or conductshall be punished on first conviction 
with imprisonment of either description for a term which may extend to five years 
and with fine which may extend to ten lakh rupees andin the event of second or 
subsequent conviction with imprisonment of either description for a term which may 
extend to seven years and also with fine which may extend to ten lakh rupees. 
 Section 67B. Punishment for publishing or transmitting of material depicting 
children in sexually explicit act, etc. in electronic form Whoever:- 

o publishes or transmits or causes to be published or transmitted material in any 
electronic form which depicts children engaged in sexually explicit act or 
conduct or 

o creates text or digital images, collects, seeks, browses, downloads, advertises, 
promotes, exchanges or distributes material in any electronic form depicting 
children in obscene or indecent or sexually explicit manner or 



o cultivates, entices or induces children to online relationship with one or more 
children for and on sexually explicit act or in a manner that may offend a 
reasonable adult on the computer resource or 

o facilitates abusing children online or 

o records in any electronic form own abuse or that of others pertaining to 
sexually explicit act with children, 

shall be punished on first conviction with imprisonment of either description for a 
term which may extend to five years and with a fine which may extend to ten lakh 
rupees 
and in the event of second or subsequent conviction with imprisonment of either 
description for a term which may extend to seven years and also with fine which 
may extend to ten lakh rupees: 
Provided that the provisions of section 67, section 67A and this section does not 
extend to any book, pamphlet, paper, writing, drawing, painting, representation or 
figure in electronic form 

 Section 69 – Powers to issue directions for interception or monitoring or 
decryption of any information through any computer resource.- 

0. Where the central Government or a State Government or any of its officer 
specially authorized by the Central Government or the State Government, as 
the case may be, in this behalf may, if is satisfied that it is necessary or 
expedient to do in the interest of the sovereignty or integrity of India, defence 
of India, security of the State, friendly relations with foreign States or public 
order or for preventing incitement to the commission of any cognizable 
offence relating to above or for investigation of any offence, it may, subject to 
the provisions of sub-section (2), for reasons to be recorded in writing, by 
order, direct any agency of the appropriate Government to intercept, monitor 
or decrypt or cause to be intercepted or monitored or decrypted any 
information transmitted received or stored through any computer resource. 

1. The Procedure and safeguards subject to which such interception or 
monitoring or decryption may be carried out, shall be such as may be 
prescribed. 

2. The subscriber or intermediary or any person in charge of the computer 
resource shall, when called upon by any agency which has been directed 
under sub section (1), extend all facilities and technical assistance to – 

o provide access to or secure access to the computer resource generating, 
transmitting, receiving or storing such information; or 

o intercept or monitor or decrypt the information, as the case may be; or 

o provide information stored in computer resource. 

3. The subscriber or intermediary or any person who fails to assist the agency 
referred to in sub-section (3) shall be punished with an imprisonment for a 
term which may extend to seven years and shall also be liable to fine. 



 Section 69A – Power to issue directions for blocking for public access of any 
information through any computer resource 

0. Where the Central Government or any of its officer specially authorized by it 
in this behalf is satisfied that it is necessary or expedient so to do in the 
interest of sovereignty and integrity of India, defense of India, security of the 
State, friendly relations with foreign states or public order or for preventing 
incitement to the commission of any cognizable offence relating to above, it 
may subject to the provisions of sub-sections (2) for reasons to be recorded in 
writing, by order direct any agency of the Government or intermediary to 
block access by the public or cause to be blocked for access by public any 
information generated, transmitted, received, stored or hosted in any computer 
resource. 

1. The procedure and safeguards subject to which such blocking for access by 
the public may be carried out shall be such as may be prescribed. 

2. The intermediary who fails to comply with the direction issued under sub-
section (1) shall be punished with an imprisonment for a term which may 
extend to seven years and also be liable to fine. 

 Section 69B. Power to authorize to monitor and collect traffic data or 
information through any computer resource for Cyber Security 

0. The Central Government may, to enhance Cyber Security and for 
identification, analysis and prevention of any intrusion or spread of computer 
contaminant in the country, by notification in the official Gazette, authorize 
any agency of the Government to monitor and collect traffic data or 
information generated, transmitted, received or stored in any computer 
resource. 

1. The Intermediary or any person in-charge of the Computer resource shall 
when called upon by the agency which has been authorized under sub-section 
(1), provide technical assistance and extend all facilities to such agency to 
enable online access or to secure and provide online access to the computer 
resource generating, transmitting, receiving or storing such traffic data or 
information. 

2. The procedure and safeguards for monitoring and collecting traffic data or 
information, shall be such as may be prescribed. 

3. Any intermediary who intentionally or knowingly contravenes the provisions 
of subsection (2) shall be punished with an imprisonment for a term which 
may extend to three years and shall also be liable to fine. 

 Section 71 – Penalty for misrepresentation Whoever makes any 
misrepresentation to, or suppresses any material fact from, the Controller or the 
Certifying Authority for obtaining any license or Electronic Signature Certificate, as 
the case may be,shall be punished with imprisonment for a term which may extend 
to two years, or with fine which may extend to one lakh rupees, or with both. 
 Section 72 – Breach of confidentiality and privacy Any person who, in 
pursuant of any of the powers conferred under this Act, rules or regulations made 
there under, has secured access to any electronic record, book, register, 
correspondence, information, document or other material without the consent of the 



person concerned discloses such electronic record, book, register, correspondence, 
information, document or other material to any other person shall be punished with 
imprisonment for a term which may extend to two years, or with fine which may 
extend to one lakh rupees, or with both. 
 Section 72A – Punishment for Disclosure of information in breach of lawful 
contractAny person including an intermediary who, while providing services under 
the terms of lawful contract, has secured access to any material containing personal 
information about another person, with the intent to cause or knowing that he is 
likely to cause wrongful loss or wrongful gain discloses, without the consent of the 
person concerned, or in breach of a lawful contract, such material to any other 
person shall be punished with imprisonment for a term which may extend to three 
years, or with a fine which may extend to five lakh rupees, or with both. 
 73. Penalty for publishing electronic Signature Certificate false in certain 
particulars. 

0. No person shall publish a Electronic Signature Certificate or otherwise make 
it available to any other person with the knowledge that 

 . the Certifying Authority listed in the certificate has not issued it; or 

a. the subscriber listed in the certificate has not accepted it; or 

b. the certificate has been revoked or suspended, unless such publication is 
for the purpose of verifying a digital signature created prior to such 
suspension or revocation 

1. Any person who contravenes the provisions of sub-section (1) shall be 
punished with imprisonment for a term which may extend to two years, or 
with fine which may extend to one lakh rupees, or with both. 

 Section 74 – Publication for fraudulent purpose: Whoever knowingly creates, 
publishes or otherwise makes available a Electronic Signature Certificate for any 
fraudulent or unlawful purpose shall be punished with imprisonment for a term 
which may extend to two years, or with fine which may extend to one lakh rupees, 
or with both. 
 Section 75 – Act to apply for offence or contraventions committed outside 
India 

0. Subject to the provisions of sub-section (2), the provisions of this Act shall 
apply also to any offence or contravention committed outside India by any 
person irrespective of his nationality. 

1. For the purposes of sub-section (1), this Act shall apply to an offence or 
contravention committed outside India by any person if the act or conduct 
constituting the offence or contravention involves a computer, computer 
system or computer network located in India. 

 Section 77A – Compounding of Offences. 
0. A Court of competent jurisdiction may compound offences other than 

offences for which the punishment for life or imprisonment for a term 
exceeding three years has been provided under this Act.Provided further that 
the Court shall not compound any offence where such offence affects the 
socio-economic conditions of the country or has been committed against a 
child below the age of 18 years or a woman. 



1. The person accused of an offence under this act may file an application for 
compounding in the court in which offence is pending for trial and the 
provisions of section 265 B and 265C of Code of Criminal Procedures, 1973 
shall apply. 

 Section 77B – Offences with three years imprisonment to be cognizable 
Notwithstanding anything contained in Criminal Procedure Code 1973, the offence 
punishable with imprisonment of three years and above shall be cognizable and the 
offence punishable with imprisonment of three years shall be bailable. 
 Section 78 – Power to investigate offences 
Notwithstanding anything contained in the Code of Criminal Procedure, 1973, a 
police officer not below the rank of Inspector shall investigate any offence under 
this Act. 
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Regulation of social networking 

 

Criticism for hate speech, extremism, fake news and other content that violates community 
standards has the largest social media networks strengthening policies, adding staff, and re-
working algorithms. In the Social (Net) Work Series, we explore social media moderation, 
looking at what works and what doesn’t, while examining possibilities for improvement. 
 
Social media moderation is often about finding a balance between creating a safe online 
environment and inhibiting free speech. In many cases, the social media platform themselves 
steps up to protect users, like with Twitter’s recent rule overhaul, or to keep advertisers, like in 
YouTube’s recent changes after big advertisers boycotted the video platform. But, in other cases, 
such as Germany’s new hate speech law and a potential new similar European Union law, 
moderation is government mandated. 
 

The Supreme Court of India has expressed concern about the misuse of social media to spread 

agenda-driven discourse which employs the use of abusive language, aggressive reactions on 

everyday issues and more. The court expressed anguish at comments by a senior advocate who 

was also the former Supreme Court Bar Association president, who went on to say that most of 

the judges are pro-government. 

Replying to such accusations, the bench said that people should attend proceedings in the court 

to see how the courts have hauled up the government to protect the rights of citizens.Agencies 

Prominent lawyers such as Fali S Nariman and Harish Salve have supported the concerns raised 

by the Supreme Court. In fact, Salve even went to the extent of deleting his Twitter 

account as his feed was getting increasingly abusive. Nariman said that he has stopped looking 

at his social media feeds, which are full of "unwarranted comments." The bench even discussed 

that an observation made during the hearing on the Rohingya matter was being discussed on 
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social media as if an order was delivered on the matter. This prompted a lot of online users to 

attack the Supreme Court in their social media messages. 

Both Salve and Nariman are of the opinion that social media needs to be regulated to prevent 

people from posting objectionable and abusive posts. The court bench was hearing a plea seeking 

restrictions on the proclivity of ministers or public functionaries to make controversial statements 

on sensitive matters, which may or may not be sub-judice. This was in reference to former UP 

minister Azam Khan, who commented on a highway gangrape case (calling it an outcome of a 

political conspiracy) which prompted the survivor's parents to file a case against him. 

The court bench was hearing a plea seeking restrictions on the proclivity of ministers or public 

functionaries to make controversial statements on sensitive matters, which may or may not be 

sub-judice. This was in reference to former UP minister Azam Khan, who commented on a 

highway gangrape case (calling it an outcome of a political conspiracy) which prompted the 

survivor's parents to file a case against him. 

The apex court had on 31 July asked the Attorney General to assist it on legal issues, including 

whether a minister or a public functionary could claim freedom of speech while airing views in 

matters of official business of the State, such as criminal investigation. However, Khan had on 

15 December last year tendered an "unconditional apology" for the remark, which the apex court 

had accepted. 

Regulating Social media, is that even possible? 

This is not the first time that a call for regulating social media has been made. Arun Jaitley, in 

his lecture on All India Radio in 2015 had said that while there can be no ban implemented on 

the media, social media needed to be regulated. According to him, while social media gave a 

voice to the citizens, it was still unregulated and carried a lot of false, defamatory and damaging 

content. 

While the concerns are legitimate, controlling social media platforms is something that is a 

technical nightmare as well. China is the first country that comes to mind when one discusses 

regulation of the internet in general and social media in particular. And that is because every 

social media site that wants to operate in China has to give the government the provision to 
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access their databases if need be. In a democracy such as India, that would surely not be 

appreciated. 

As explained in this piece on Firstpost, Twitter, Facebook, WhatsApp are platforms and a lot 

depends on how information on these platforms is consumed by the end recipients. 

The only legal recourse currently to tackle social media abuse, in the absence of strong privacy 

laws, is through other means, says cyber law expert and information privacy professional 

Asheeta Regidi. 

"Existing privacy laws don't deal with social media abuse. Current legal recourse is through laws 

for defamation, sexual harassment, intimidation and so on," says Regidi. 

According to New Delhi-based advocate Aman, "It is important to first describe the scope of the 

regulation. Will it involve banning sites? Or will it involve use of certain keywords." Aman feels 

that using trolling on social media as a means to regulate it is going down a slippery slope. He 

feels social media platforms should be self-regulated and in case anyone feels threatened or 

abused they should make use of the 'Report Abuse' feature that is offered by most social media 

platforms. 

Mishi Chaudhary of SFLC.in says that social media users are not very keen on regulations. 

"Most users don't wish for more social media regulations through more laws because any such 

measure leads to harassment at the hand of law enforcement. Let's not forget what 66A led to 

when it was constitutional," opines Chaudhary. 

Regidi feels that the effect of any law around social media regulation must take into 

consideration the wording. Citing the example of the broad wording of Section 66(A) of the IT 

Act, which led to its removal, Regidi states, "It was the main law for dealing with trolls and 

abusers online. A better, tightly worded replacement is certainly needed, enabling quicker 

actions against such persons." 

Questions around free speech 

Another question that will inevitably need to be answered has to do with the freedom of 

expression. According to Aman, "You have the freedom of speech, and you have a freedom to 
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express your thoughts. Of course, it comes with certain restrictions. Only if anyone's social 

media activity goes beyond these restrictions should we discuss regulation." 

Chaudhary feels that platforms such as Twitter and Facebook need to do more to check 

harassment without resorting to censorship. A multi-stakeholder approach to discussing issues 

and coming up with solutions is what she suggests. 

But in India, where the definition of offending someone changes on a daily basis, the definitions 

of restrictions online can also be open to interpretation. We have all read about the cases of 

sedition that have been slapped on people for their social media postings. In October 2016, a 

Facebook user was booked for sedition for posting derogatory remarks against the Haryana 

government, the BJP and the RSS. In 2012, free speech activist Aseem Trivedi was arrested for 

posting caricatures on Facebook which mocked Parliament. One of the charges pressed against 

him was sedition. In both the cases, what may have been freedom of expression for the original 

poster, was interpreted as an attack on the country by someone else. 

"A law as widespread as Section 66A can definitely lead to a chilling effect on free speech. A 

specific, limited law, on the other hand, can have the right effect of balancing free speech with 

reasonable restrictions," says Regidi. While she agrees that applying this limited law on a vast 

number of online abusers will be extremely difficult and possibly impractical, she says specific 

abusers can be brought to book under the same. 

Chaudhary feels that organised harassment by troll armies has become a tool that is used by all 

political parties. But there needs to be honest conversations around the topic lest we get another 

Section 66 (A) like law. 

"Honest conversations about use and abuse of social media and actors involved are absent from 

the public discourse. SC cannot be expected to opine on all aspects of our lives or teach civility," 

says Chaudhary. 

 
Research suggests the platforms can — and should — do more to regulate content: 

Earlier in January, Facebook, Twitter, and YouTube testified before a Senate committee on what 
steps the platforms are taking to keep terrorist propaganda offline. While the hearing appears to 
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be uncommon, the same groups also testified before Congress on Russian involvement in the 
2016 U.S. election. 
So should the government regulate social media platforms — or is there another option? In a 
recent white paper, the New York University Stern Center for Businesses and Human 
Rights suggested another option based on their research — moderation from the social media 
companies themselves, with limited government involvement. The report, Harmful Content: The 
Role of Internet Platform Companies in Fighting Terrorist Incitement and Politically Motivated 
Disinformation, looks specifically at political propaganda and extremism. While the group says 
social media platforms shouldn’t be held liable for such content, the research suggests the 
platforms can — and should — do more to regulate content. 

The group suggests that, because social media platforms have already made progress in 
preventing or removing such content, such moderation is not only possible, but preferable to 
government interference. Social media platforms have previously leaned towards no moderation 
at all, which, unlike a newspaper that chooses what news to publish, meant the platforms had no 
legal liability. Recent laws directed at social media have that changing — in Germany, social 
networks could pay up to $60 million in fines if hate speech isn’t removed within 24 hours. 

The report doesn’t push to make social networks liable for information users share on the 
platform, but suggests a new category outside the categories of traditional news editors and 
publishers that don’t regulate content at all. “This long-standing position rests on an incorrect 
premise that either the platforms serve as a fully responsible (and potentially liable) news editors, 
or they make no judgements at all about pernicious content,” the white paper reads. “We argue 
for a third way — a new paradigm for how internet platforms govern themselves.” 

The spread of misinformation with a political motivation is hardly new, the group points out, as 
evidenced by the “coffin handbills” handed out during Andrew Jackson’s campaign in 1828 that 
accused the future president of murder and cannibalism. At one time, misinformation could 
potentially be countered with, as Supreme Court Justice Louis Brandeis once said, “more free 
speech.” The faster speed at which information travels on social media, however, changes that. 
The top 20 fake news reports on Facebook during the 2016 election had more engagement than 
the same number of stories from major media outlets, according to BuzzFeed News. 

“The problem with turning to the government to regulate more aggressively is that it could 
easily, and probably would, result in an overreaction by the companies to avoid whatever 
punishment was put in place,” Paul Barrett, the deputy director at the NYU Center for Business 
Rights and Human Development, told Digital Trends. “That would interfere with the free 
expression that is one of the benefits of social media… If the platforms do this work themselves, 
they can do it more precisely and do it without government overreach.” 

If the platforms do this work themselves, they can do it more precisely and do it without 
government overreach. 
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The group isn’t suggesting that the government stay out of social media entirely — the 
legislation to apply the same laws to social media ads that apply to political ads on the TV and 
radio, Barrett says, is one example of laws that wouldn’t overreach. But, the paper argues, if 
social media companies step up their efforts against politically motivated misinformation and 
terrorist propaganda, government involvement wouldn’t be necessary. 

The white paper suggests social networks enhance their own governance, continue to refine the 
algorithms, use more “friction” — like warnings and notifications for suspicious content — 
expand human oversight, adjust advertising, and continue to share knowledge with other 
networks to reach those goals. Finally, the group suggests identifying exactly what the 
government role is in the process. 

Barrett recognizes that those suggestions aren’t going to be free for the companies, but calls the 
steps short-term investments for long-term results. Those changes are, in part, already in motion 
— like Facebook CEO Mark Zuckerberg’s comment that the company’s profits would be 
affected by safety changes the platform plans to implement, including an increase in human 
review staff to 20,000 this year. 

The expansion of Facebook’s review staff joins a handful of other changes social media 
companies have launched since the report. Twitter has booted hate groups, YouTube is adding 
additional human review staff and expanding algorithms to more categories, and Zuckerberg has 
made curbing abuse on Facebook his goal for 2018. 

“The kind of free speech that we are most interested in promoting — and that the first 
amendment is directed at — is speech related to political matters, public affairs and personal 
expression,” Barrett said. “None of those kinds of speech would be affected by an effort to 
screen out disguised, phony advertising that purports to come from organizations that don’t 
really exist and actually attempt to undermine discussions on elections. There will be some 
limitations on fraudulent speech and violent speech, but those are not the types of speech 
protected by the first amendment. We can afford to lose those types of speech to create an 
environment where free speech is promoted.” 

Now coming to our Nation there is a very important verdict on this case: 

Uncharitable comments, trolls and aggressive reactions on social media platforms on almost 
every issue, including judges and judicial proceedings, today came under the scanner of the 
Supreme Court which expressed concern over it and agreed that regulating them was necessary. 

The apex court also disapproved and expressed anguish over a statement made by a senior 
advocate and former Supreme Court Bar Association President that most of the judges are pro-
government. 
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"They should sit in the Supreme Court to see how the government is hauled up," a bench 
comprising Chief Justice Dipak Misra and Justices A M Khanwilkar and D Y Chandrachud 
observed. 

The concern of the bench found strong support from two eminent lawyers, Fali S Nariman and 
Harish Salve, who are assisting the apex court in a matter relating to the comment made by 
former UP Minister Azam Khan in a highway gangrape case. 

"Earlier the right to privacy could have been infringed by the state only. Now such things 
emanate from private parties also," the Supreme Court said 

  

"I have deleted my Twitter account. It was so abusive," Salve said, adding that once when he was 
appearing in a case relating to a Christian medical college and the subsequent happenings on his 
Twitter handle forced him to delete it. 

"I have stopped looking at them," Nariman said, adding that unwarranted comments about 
almost everything can be found on these platforms. 

The bench then said that one of the observations made during the hearing on the Rohingya 
matters was projected as if an order was delivered and it became a subject matter of debate. 

Anything that disrupts free exchange of views between the judges and the arguing lawyers needs 
to be curbed, Salve said. 

The bench also said that there was misuse of social media platforms and people disseminated 
wrong information even about the court proceedings. 

"Earlier the right to privacy could have been infringed by the state only. Now such things 
emanate from private parties also," the bench said. 

Pointing out that a newspaper or a media organisation which gets an audio clip, publishes it 
without taking any responsibility of its authenticity, Salve asked: "does it not amount to 
infringement of privacy". 

The concept of "my house is my castle" is fast fading due to the intrusion of private players, the 
bench said. 

Nariman then said the Indian civil laws were "defective" and unable to handle such incidents. 

"There was an urgent need to have some kind of regulation," Salve said. The bench agreed to the 
suggestion. 

Meanwhile, the top court today referred to a constitution bench questions like whether a public 
functionary or a minister can claim freedom of speech while airing views in a sensitive matter 
which is under investigation.  
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IDC- 2 LAW AND TECHNOLOGY  

Module- 1:  INTRODUCTION 

Study material is given by: Miss. Mayurika Roy 

 

 

Rights of Victims 
 

Rule of law, democracy, development and human rights are dependent on the degree of success 
that the governments are able to achieve on the criminal justice front. The objectives of the 
criminal justice are prevention and control of crime, maintenance of public order and peace, 
protection of the rights of victim’s as well as persons in conflict with law, punishment and 
rehabilitation of those adjudged guilty of committing of crimes and generally protection of life 
and property against crime and criminality. It is considered the primary obligation of the state 
under the Constitution of India. 

India derived its criminal justice system from the British model. The penal philosophy in India 
has accepted the concepts of prevention of crime and treatment and rehabilitation of criminals, 
which have been reiterated by many judgments of the Supreme Court. Victims have no rights 
under the criminal justice system, and the state undertakes the full responsibility to prosecute and 
punish the offenders by treating the victims as mere witnesses. 

The Indian criminal justice system is governed by four major laws: 

(i) The Constitution of India, 1950 

(ii) The Indian Penal Code, 1860 

(iii) The Code of Criminal Procedure, 1973 

(iv) The Indian Evidence Act, 1870 

 

The legislative power is vested with the Union Parliament and the state legislatures and the law-
making functions are divided into the Union List, State List and Concurrent List in the Indian 
Constitution. The Union Parliament alone can make laws under the Union list and the state 
legislatures alone can make laws under the State list, whereas both the Parliament and the State 
Legislatures are empowered to make laws on the subjects mentioned in the Concurrent List of 
the Constitution. The Constitution of India guarantees certain fundamental rights to all citizens. 
Under the Constitution, criminal jurisdiction belongs concurrently to the central government and 
the governments of all the states. 
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At the national level, two major criminal codes, the Indian Penal Code, 1861 and the Code of 
Criminal Procedure, 1973, deal with all substantive crimes and their punishments, and the 
criminal procedure respectively to be followed by the criminal justice agencies, i.e. the police, 
prosecution and judiciary during the process of investigation, prosecution and trial of an offence. 
These two criminal laws are applicable throughout India and take precedence over any state 
legislation. All major offences are defined in the Indian Penal Code and these apply to resident 
foreigners and citizens alike. Besides the Indian Penal Code, many special laws have also been 
enacted to tackle new crimes. The Indian criminal justice system has four sub-systems which 
include: Legislature, (Union Parliament and State Legislatures), Law enforcement (Police), 
Adjudication (Courts), and Corrections (adult and juvenile correctional institutions, Probation 
and other non-institutional treatment). The criminal justice system in India is based on 
adversarial model. 

Criminal justice administration in India, constitutionally speaking, is the area earmarked for the 
States. Naturally, one may expect it to be disparate. But despite some disparities the 
administration exudes exceptional uniformity. The reason for this is obvious. It is the powerful 
presence of the appellate judiciary – the High Courts and the Supreme Court that ensure this 
uniformity. But many a time conflicts occurs threatening uniformity. The Supreme Court 
intervenes wherever necessary; resolves the conflicts, settles the law, brings clarity and certainty. 
However, in a system where the High Court is having writ jurisdiction, chances for conflict are 
frequent and unless they are brought to the Supreme Court there may be spells of uncertainty in 
law. Sometimes, the Supreme Court Benches create conflicts and unless they are resolved by 
larger benches confusion may continue to haunt us. It is, therefore, necessary that the judiciary 
may be made aware of these conflicts so that it could take remedial steps to settle the law. 

The scope of fundamental freedoms and the space for democracy have both been enlarged and 
increased over the years. Shortcomings are definitely there and lot of criticisms as well. No 
institution in a democracy is above criticism. What is important is that criticisms should be based 
on facts and performance. As head of the judicial system it may be appropriate to answer the 
criticisms, clarify the facts and defend the institution enabling it to serve the litigant public 
better. It needs to be reiterated that it is the commitment of every member of our judicial 
establishment to uphold the purity of justice and to ensure its timely delivery to the millions who 
knock at our doors. This should be seen as a sign of our commitment to rule of law and of our 
convictions on the ability of courts to give fair and impartial justice. 

This is the reason for which, the judiciary has expanded the contours of its judgments and 
opinions. The earlier judgments of the High Courts and the Apex Court were restricted to the 
word of law. But as the time changed, the judges also started to give diverse judgments, and 
some time crossing the wall of legislature. There are plethora of cases in which the judiciary, 
through their dynamic and bold judgments, has enhanced the concept of fundamental rights 
especially Article 14, 19 and 21 of the Indian Constitution, 1950. Right to livelihood, right to 
clean and clear environment, right to shelter etc; are some of the rights, brought up by the 
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judiciary. In the area of criminal justice administration, the judiciary, again, played a 
considerable role. Several rights emerged and occupied substantial value in the criminal justice 
system. For example, right to bail, right to legal aid, rights of the arrested person, right of 
prisoners, right against solitary confinement, right to damages, right against handcuffing, etc. 
Thus, one can say that the Indian judicial system plays an active and dynamic role in the 
development, growth and expansion of the human rights and the laws of our country. 

 

VICTIMOLOGY AND VICTIMS OF CRIME 

There is a large body of evidence that demonstrates a close relationship between offending and 
victimization. One reason for this is that some kinds of crime arise out of mutual interactions 
between people, to the extent that victims and offenders are almost interchangeable. Even where 
crimes do not arise immediately out of interpersonal interactions, people often tend to commit 
offences on others within their social circle, because these people are most accessible to them, or 
because they are paying off an old score. This way we can say that victimization is the relation 
between victim and the accused, there is no exact definition available on it. There are different 
theories of victimization which are as follow: 

 Primary victimization 

 Secondary victimization (post crime victimization) 

 Re-victimization (repeatedly became the victim) 

 Self-victimization (variety of reason to justify abuse) 

The study of crime victims and issues related to victimization is known as victimology. 
Victimilogy is the study of the risk factors for and consequences of victimization, and criminal 
approaches dealing with victims and victimization. The risk factors for victimization are 
basically the same as the risk factors for victimizing in terms of gender, race, age, personal 
characteristics, and neighborhood. Victimology is seen by some scholars as a separate discipline 
in itself. Others see it as an important subfield of criminology. Victimology has its origin in early 
societies, where concerns for the victim outweighed concerns for exacting societal punishment 
on the offender. It has only been within the last thirty years that concerns for the welfare of the 
victim have reemerged. 

As scholars, politicians, criminal justice practitioners and the public as a whole have become 
more knowledgeable about victimization, strategies for determining the nature and extent of 
victimization have changed dramatically. Similarly, theories of victimology have developed from 
simple typologies that classified victim characteristics to diverse explanations of victimization. 
As the study of victimology developed, it was both helped and hindered by the concept of victim 
precipitation. Victim precipitation is a concept that a victim could be a contributing factor to his 
or her successive victimization. While victim precipitation was seen by many scholars as an 
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important means of understanding both victim-offender relationships and situational factors, 
critics believed that it unfairly blamed victims for the offenses committed against them. 

More recent theories of victimology allow for scholars from diverse perspectives such as critical 
criminology and routine activities theory to pursue their particular interests in understanding and, 
it is hoped, remedying the problem of criminal victimization. Victim precipitation is no longer 
believed to be as divisive a topic within victimology. Indeed, situational and personal factors 
originally discussed in the early victim precipitation discussions are dealt with in contemporary 
lifestyle theories. 

Victimology as a branch of criminology encompasses the study of the following: 

i. Victimization; 

ii. Victim – offender relationships; 

iii. Victim – criminal justice relationships; 

iv. Victim and the media relationship; 

v. Victims and costs of crime; 

vi. Victims and societal reactions; 

vii. Compensatory remedy for victims. 

 

The term ‘crime victim’ refers to any person, group or entity who has suffered injury or loss due 
to illegal activity of someone. The harm can be physical, psychological or economic. Such a 
person may be called a ‘primary victim of crime’. Besides, there are also ‘secondary crime 
victims’ who suffer harm or injury or harm to the primary crime victim. For example, the 
children of a raped woman or a battered woman suffering from lack of paternity are called 
bastards. According to Quinney: – “The victim is a conception of reality as well as an object of 
events. All parties involved in sequence of actions construct the reality of the situation. And in 
the larger social contacts, we all engage in common sense construction of the crime, the criminal, 
and the victims” 

The Code of Criminal Procedure (Amendment) Act, 2008, added clause ‘wa’ to the principal 
Code which says, “victim” means a person who has suffered any loss or injury caused by reason 
of the act or omission for which the accused person has been charged and the expression 
“victim” includes his or her guardian or legal heir”. 
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The United Nations General Assembly Declaration of Basic Principles of Justice for Victim 
and Abuse of Power, 1985 defined ‘victim’ as: 

1. “Victims” means persons who, individually or collectively, have suffered harm, including 
physical or mental injury, emotional suffering, economic loss or substantial impairment of their 
fundamental rights, through acts or omissions that are in violation of criminal laws operative 
within Member States, including those laws proscribing criminal abuse of power. 

2. A person may be considered a victim, under this Declaration, regardless of whether the 
perpetrator is identified, apprehended, prosecuted or convicted and regardless of the familial 
relationship between the perpetrator and the victim. The term “victim” also includes, where 
appropriate, the immediate family or dependants of the direct victim and persons who have 
suffered harm in intervening to assist victims in distress or to prevent victimization. 

Under the Indian criminal justice system victims of crime have no rights as such, and the state 
undertakes the full responsibility to prosecute and punish the offenders by treating the victims as 
mere witnesses. Justice requires that a person who has suffered must be compensated. Basically, 
the accused is responsible for the reparation of any harm caused to the victim. We have five 
statutes, under which compensation may be awarded to the victims of crime. 

 

i. The Constitutional Remedies for Human Rights Violation 

ii. The Criminal Procedure Code, 1973 

iii. The Fatal Accidents Act, 1855 

iv. The Probation of Offenders Act, 1958 

v. The Motor Vehicles Act, 1988 

 

Historically speaking, Criminal Justice System seems to exist to protect the power, the privilege 
and the values of the elite sections in society. The way crimes are defined and the system is 
administered demonstrate that there is an element of truth in the above perception even in 
modern times. However, over the years the dominant function of criminal justice is projected to 
be protecting all citizens from harm to their person or property, the assumption being that it is the 
primary duty of a State under rule of law. The State does this by depriving individuals of the 
power to take law into their own hands and using its power to satisfy the sense of revenge 
through appropriate sanctions. The State is itself the victim when a citizen commits a crime and 
thereby questions its norms and authority. In the process of this transformation of torts to crimes, 
the focus of attention of the system shifted from the real victim who suffered the injury to the 
offender and how he is dealt with by the State. 
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Criminal justice came to comprehend all about crime, the criminal, the way he is dealt with, the 
process of proving his guilt and the ultimate punishment given to him. The civil law was 
supposed to take care of the monetary and other losses suffered by the victim. Victims were 
marginalized and the State stood forth as the victim to prosecute and punish the accused. The 
victims do not get at present the legal rights and protection they deserve to play their just role in 
criminal proceedings which tend to result in disinterestedness in the proceedings and consequent 
distortions in criminal justice administration. 

When a person who has been the victim of a cognizable offence gives information to the police 
regarding the same, the police are required to reduce the information into writing and read it over 
to the informant. The informant is required to sign it and get a copy of the FIR [section 154 (1) & 
(2) of Cr.P.C.]. If the police refuse to record the information, the victim – informant is allowed to 
send it in writing and by post to the Superintendent of Police concerned [Section 154 (3)]. If the 
police refuse to investigate the case for whatever reason, the police officer is required to notify 
the informant of that fact [Section 157 (2)]. Alternatively, victims are enabled by Section 190 of 
the Cr. P. C. to avoid going to the Police Station for redress and directly approach the Magistrate 
with his complaint. 

Complainants say that they are treated indifferently by police and sometimes harassed when they 
go to them with their grievances. There are complaints that the police do not truthfully record the 
information but distort facts as found convenient to them. Cognizable cases are made non-
cognizable and vice-versa. Complaints are sometimes made by the accused and investigations 
initiated accordingly. Though these are unauthorized by the law and are rare, yet whenever it 
happens the victim gets disillusioned and alienated from the system itself. 

The investigation process is exclusively a police function and the victim has a role only if the 
police consider it necessary. There are administrative instructions given by police departments of 
certain States to give information on progress of investigation to the victim when asked for. 
Otherwise till police report (charge sheet) is filed under Section 173 Cr. P. C., the victim’s plight 
is pitiable. This is the time victims need assistance the most and the law is silent on it. After the 
police report is taken cognizance of by the Magistrate, if he decides to drop the proceedings, it is 
required of him to hear the victim-informant by issuing notice to him. The Court seems to have 
recognized a gap in the statutory provision and enjoined the court not to drop proceedings 
without giving an opportunity to the victim to ventilate his grievance. 

 

Section 250 of the Code of Criminal Procedure 1973 authorizes Magistrate to direct 
complainants or informants to pay compensation to people accused by them without reasonable 
cause. Section 357 enables the court imposing a sentence in criminal proceedings to grant 
compensation to the victim and to order the payment of cost to the prosecution. Under Section 
357A victim compensation is now made applicable by the Code of Criminal Procedure, 1973 and 
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it does not require the apprehension and conviction of the offender to provide financial relief to 
the victims. The Scheme for providing compensation shall be prepared by State Governments- in 
coordination with Central Government.  

Such scheme shall provide for compensation for: 

a. Victim of Crime 

b. Dependents of victim who died as a result of crime, who have suffered loss or injury and who 
require compensation. 

The quantum of compensation shall be decided by District Legal Service Authority or State 
Legal Service Authority, on recommendation for compensation by the court. Further, Section 
358 of Cr.P.C. empowers the court to order a person to pay compensation to another person for 
causing a police officer to arrest such other person wrongfully. Under Section 359 of the Code 
when any person has been convicted in non-cognizable case the Court may order for the refund 
of expenses incurred by the complainant in launching the prosecution. 

The Probation of Offenders Act, 1958, vide its section 5 empowers the trial court to order for 
compensation. The plain reading of this section clearly shows that the trial court and non-else. 
The whole discussion about legislative framework is incomplete until Sections 431 and 421 of 
Cr.P.C. is read with the above section. Section 421 provides for mean to recover the fine by 
attachment and sale of movable property of the offender and also from both movable and 
immovable property as arrears of land revenue. Section 431 empowers the courts to recover any 
money (other than fine) payable by virtue of any order made under the Code as if it were fine. 

The Malimmath Committee in its recommendation perceived that ‘justice to victims’ is one of 
the inseparable imperatives of the criminal justice system in India. It argues for the holistic 
justice to victims of crime by allowing them, as a matter of right, in criminal proceedings as well 
as to seek compensation for loss or injury. The Malimath Committee can be credited with at least 
accurately stating the obvious – that the absence of a law on witness protection has resulted in a 
growing trend of hostile witnesses. 

It is a fact that in India, thousands of violent offences go unreported. The effects of crime, 
evaluated in terms of the psychological and physical damage caused to hundreds of thousands of 
Indians every year, can be devastating. However, it is a fact that the victims and relatives are 
reluctant to divulge any information concerning heinous offences, due to fear of victimization by 
and reprisals from the perpetrators. Given this state of affairs, crime detection (especially in 
heinous offences) and crime prevention can become arduous jobs for the police. Undoubtedly, 
the role of witnesses in assisting police investigations and giving evidence in court is crucial to 
the success of criminal prosecutions. 
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ROLE OF JUDICIARY IN EMANICIPATING RIGHTS OF VICTIMS 

Justice traditionally has been understood to involve prosecution, conviction and punishment of 
guilty in order to restore public order, security and respect for rule of law. The victims, survivors 
and witnesses go to the altar of the court for a variety of reasons: the desire for the truth to be 
known, to speak for the dead, to demand accountability and to demand justice. Some years ago, 
Justice Albie Sachs, a member of the Supreme Court of South Africa said: “Justice is not only in 
the end result; it is also in the process”. These words spell out the expanded meaning of justice in 
the present day’s context. The preoccupation of the justice delivery system ought to be not only 
with whether a conviction or acquittal was secured, but whether the judicial system was able to 
inspire the confidence of victims and witnesses to truthfully testify before it in order to ensure 
conviction of the guilty. 

Section 357 (3) of the Code of Criminal Procedure, 1973 empowers the trial court, while 
imposing fines, to direct that the fine recovered be paid as compensation to the victim of the 
crime. Where the court has not imposed fine as part of the conviction, it may direct the accused 
to pay compensation to the victim. However, courts do not often resort to these and other 
provisions provided in our penal statutes. In Hari Shankar v Sukhbir Singh, the accused were 
convicted and sentenced under Section 325 read with Section 149, Section 323 read with Section 
149 and Section 148 of the Indian Penal Code, 1860. They were released on probation of good 
conduct. Each of them was ordered to pay compensation of Rs.2, 500/- to the injured. In default 
of payment of compensation, they were directed to serve their sentence. The Court inter alia 
considered whether the compensation awarded to the injured could be legally sustained. The 
court observed that the power of the court under Section 357(3) to award compensation is not 
ancillary to other sentences, but it is in addition thereto and is intended to do something to 
reassure the victim that he or she is not forgotten in the criminal justice system. The court further 
observed that it is a measure of responding appropriately to crime as well as of reconciling the 
victim with the offender. Describing it as a constructive approach to crime, the court 
recommended to all courts to exercise this power liberally so as to meet the ends of justice in a 
better way. It was clarified that the order to pay compensation may be enforced by awarding 
sentence in default. 

It was further observed, “The payment by way of compensation must, however, be reasonable. 
What is reasonable may depend upon the facts and circumstances of each case. The quantum of 
compensation may be determined by taking into account the nature of crime, the justness of 
claim by the victim and the ability of accused to pay. If there are more than one accused they 
may be asked to pay in equal terms unless their capacity to pay varies considerably. The payment 
may also vary depending upon the acts of each accused. Reasonable period for payment of 
compensation, if necessary by installments, may also be given. The court may enforce the order 
by imposing sentence in default.” 
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In Mangilal v State of M.P, the Supreme Court dealt with the scope of Section 357(3) of Cr.P.C 
in detail. The Court observed: – “The power of the court to award compensation to the victims 
under Section 357 is not ancillary to other sentences but is in addition thereto. Section 357(1) 
deals with a situation when a court imposes a fine or a sentence (including sentence of death) of 
which fine also forms a part. It confers discretion on the court to order as to how the whole or 
any part of fine recovered is to be applied. If no fine is imposed, section 357(1) has no 
application. The basic difference between sub-section (1) and (3) of Section 357 is that in the 
former case, the imposition of fine is the basic and essential requirement; while in the latter even 
the absence thereof empowers the court to direct payment of compensation. Such power is 
available to be exercised by an appellate court or by the High Court or Court of Sessions when 
exercising revisional powers”. In Rattan Singh v. State of Punjab the Court said that it is a 
weakness of our jurisprudence that the victims of the crime, and the distress of the dependents of 
the prisoner, do not attract the attention of the law. Indeed, victim reparation is still the vanishing 
point of our criminal law. 

In Dilip S. Dahanukar v. Kotak Mahindra Co. Ltd. and Another, the Court said, “….The purpose 
of imposition of fine and/or grant of compensation to a great extent must be considered having 
the relevant factors therefore in mind. It may be compensating the person in one way or the 
other. The amount of compensation sought to be imposed, thus, must be reasonable and not 
arbitrary. Before issuing a direction to pay compensation, the capacity of accused to pay the 
same must be judged. A fortiori, an enquiry in this behalf even in a summary way may be 
necessary. Some reasons, which may not be very elaborate, may also have to be assigned; the 
purpose being that whereas the power to impose fine is limited and direction to pay 
compensation can be made for one or the other factors enumerated out of the same; but sub- 
Section (3) of Section 357 does not impose any such limitation and thus, power there under 
should be exercised only in appropriate cases. Such a jurisdiction cannot be exercised at the 
whims and caprice of a judge.” 

In R. Mohan v. A.K. Vijaya Kumar, the Supreme Court responded to the legal question whether 
the court can award a sentence in default of payment of compensation. Under Section 357 of the 
Code the Court can pass order to pay compensation. Sub-Section (1) of Section 357 of the Code 
empowers the court to award compensation to the victim of offence out of the sentence of fine 
imposed on the accused. Section 357(3) is also relevant which empowers the trial court, while 
imposing fines, to direct that the fine recovered be paid as compensation to the victim of the 
crime. The Court said that the idea behind directing the accused to pay compensation to the 
complainant is to give him immediate relief so as to alleviate his grievance. In terms of Section 
357(3) compensation is awarded for the loss or injury suffered by the person due to the act of the 
accused for which he is sentenced. If merely an order, directing compensation, is passed, it 
would be totally ineffective. It could be an order without any deterrence or apprehension of 
immediate adverse consequences in case of its non- observance. The whole purpose of giving 
relief to the complainant under Section 357(3) of the Code would be frustrated if he is driven to 
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take recourse to Section 421 of the Code. Order under Section 357 (3) must have potentiality to 
secure its observance. Deterrence can only be infused into the order by providing for a default 
sentence. If Section 421 of the Code puts compensation ordered to be paid by the court on par 
with fine so far as mode of recovery is concerned, then there is no reason why the court cannot 
impose a sentence in default of payment of compensation as it can be done in case of default in 
payment of fine under Section 64 of the Indian Penal Code, 1860. 

In Ankush Shivaji Gaikwad v. State of Maharashtra, the Court said, “With modern concepts 
creating a distinction between civil and criminal law in which civil law provides for remedies to 
award compensation for private wrongs and the criminal law takes care of punishing the wrong 
doer, the legal position that emerged till recent times was that criminal law need not concern 
itself with compensation to the victims since compensation was a civil remedy that fell within 
the domain of the civil Courts. This conventional position has in recent times undergone a 
notable sea change, as societies world over have increasingly felt that victims of the crimes were 
being neglected by the legislatures and the Courts alike. Legislations have, therefore, been 
introduced in many countries including Canada, Australia, England, New Zealand, and Northern 
Ireland and in certain States in the United States of America providing for restitution/reparation 
by Courts administering criminal justice.” 

“The amendments to the CrPC brought about in 2008 focused heavily on the rights of victims in 
a criminal trial, particularly in trials relating to sexual offences. Though the 2008 amendments 
left Section 357 unchanged, they introduced Section 357A under which the Court is empowered 
to direct the State to pay compensation to the victim in such cases where “the compensation 
awarded under Section 357 is not adequate for such rehabilitation, or where the case ends in 
acquittal or discharge and the victim has to be rehabilitated.” Under this provision, even if the 
accused is not tried but the victim needs to be rehabilitated, the victim may request the State or 
District Legal Services Authority to award him/her compensation. This provision was introduced 
due to the recommendations made by the Law Commission of India in its 152nd and 154th 
Reports in 1994 and 1996 respectively” 

 

RIGHTS OF VICTIMS IN UNITED STATES OF AMERICA 

Crime Victims’ Rights Act (18 U.S.C. § 3771. Crime victims’ rights) 

RIGHTS OF CRIME VICTIMS – 

A crime victim has the following rights: 

(1) The right to be reasonably protected from the accused. 

(2) The right to reasonable, accurate, and timely notice of any public court proceeding, or any 
parole proceeding, involving the crime or of any release or escape of the accused. 
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(3) The right not to be excluded from any such public court proceeding, unless the court, after 
receiving clear and convincing evidence, determines that testimony by the victim would be 
materially altered if the victim heard other testimony at that proceeding. 

(4) The right to be reasonably heard at any public proceeding in the district court involving 
release, plea, sentencing, or any parole proceeding. 

(5) The reasonable right to confer with the attorney for the Government in the case. 

(6) The right to full and timely restitution as provided in law. 

(7) The right to proceedings free from unreasonable delay. 

(8) The right to be treated with fairness and with respect for the victim’s dignity and privacy. 

 

RIGHTS OF VICTIMS IN CANADA 

In Canada the Victims Bill of Rights Act was passed in 2015 which gives victims of crime a 
more effective voice in the criminal justice system, came into force. This legislation creates the 
Canadian Victims Bill of Rights to provide clear statutory rights at the federal level for victims 
of crime for the first time in Canada’s history. The Canadian Victims Bill of Rights establishes 
statutory rights to information, protection, and participation and to seek restitution, and it ensures 
that a complaint process is in place for breaches of these rights by a federal department or 
agency. 

Under the Canadian Victims Bill of Rights, when a victim believes that his or her rights have 
been breached, the victim first files a complaint with the appropriate federal department or 
agency. The legislation includes a requirement for all federal departments and agencies that have 
responsibilities under the Canadian Victims Bill of Rights to have internal complaint 
mechanisms accessible to victims to review complaints, make recommendations to correct any 
infringement, and notify victims about the results of the review. 

Complaints regarding a provincial or territorial agency, including police, prosecutors, and victim 
services, will be addressed in accordance with the applicable provincial or territorial legislation. 
In order to improve the remedies available to victims, the federal government is providing 
funding through the Victims Fund to provinces and territories to enhance or establish complaint 
bodies for victims of crime. This funding encourages a level of consistency in the complaints 
mechanisms available to victims of crime across the country without drawing funds from 
successful existing programs for victims of crime. 

A victim can exercise the rights in the Canadian Victims Bill of Rights while an offence is being 
investigated or prosecuted and while the offender is subject to the corrections or conditional 
release process. For cases in which an accused has been found unfit to stand trial or not 
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criminally responsible on account of mental disorder, the victim can exercise the rights while the 
accused is under the jurisdiction of a court or Review Board. 

 

 

CONCLUSION 

Though the criminal justice system has changed its purview and the legislatures and judges have 
been playing a significant role in the expansion of the rights of victims of crime in the criminal 
justice administration of the country, yet the victims have not received their due concern and 
their rights have not been given their due weightage. Victims have few legal rights to be 
informed, present and heard within the criminal justice system. But unfortunately, victims do not 
have to be notified of court proceedings or of the arrest or release of the defendant, they have no 
right to attend the trial or other proceedings, and they have no right to make a statement to the 
court at sentencing or at other hearings. Moreover, victim assistance programs are virtually non-
existent. 

For the emancipation of victims’ rights it can be said that the criminal justice system can take 
several steps to ensure and strengthen the rights of the victims, for example; the victims should 
be informed about the progress of their case timely and they should be provided with 
opportunities to be heard as and when they want to give an input. The victim should be more 
than a witness, but not have total control over the prosecution of the case. The role that the 
victim plays should be stronger than in the years prior to the victim’s movement, with an 
emphasis in sentencing. The victim and the court should communicate frequently with the courts 
giving victims specific explanations as to why an offender will be sentenced differently than the 
victim expects. This can give victims the personal gratification of being heard while balancing 
the power between the victim and the state. Victims should be heard in sentencing, feel satisfied, 
and be informed throughout case processing as the victims are the ones who feel the immediate 
damage caused by the crime. 

The courts should also seek victim approval of the sentence with the goal of improving victim 
satisfaction with their involvement in the justice process. Seeking victim approval in sentencing 
is a way for the system to recognize that beyond the role of the state, which is impersonal, there 
is an individual who has personal interest in sentencing, was directly affected by the crime, and 
wants to be heard. They should also be adequately compensated and restituted. The criminal 
justice officials especially the police personnel should be given special knowledge and 
information on the rights of the victims in the criminal justice system. There should be a separate 
fund for victims’ services and their rehabilitation. 
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The entire criminal legal system functions primarily and substantially to provide justice to the 
victim. Giving the victims and witnesses a voice to testify in court without fear, participate in the 
court proceedings and have their rights and interests protected is of utmost importance for the 
legitimacy of the justice delivery system. Moreover, the present day understanding of justice 
necessarily includes accessibility to courts of law. Unless the judicial system is accessible to the 
people who demand justice, the system would exist only in name and not in substance. Needless 
to say, victims and witnesses would be amenable to accessing the system and give truthful 
testimonies only if the system guaranteed a protection of their and their families’ Privacy, 
security, identity and dignity. 

Many a time the victims get ostracized and blamed for misfortune they face. It is easier for the 
people to blame a helpless and shattered victim rather to hate the criminal or the offender. It’s the 
society’s attitude towards victims of crime that the people usually blame the victim and don’t 
have the empathy for them. The criminal or the offender doesn’t face such ostracization and 
he/she gets mingled in the society without any problem. Had the law been tough on the criminals 
and took care of the rights of victims of crime, the situation would have been much different. 
The whole criminal justice system is offender oriented. The legislature, the executive and even 
many times the judiciary are concerned with the rights of the accused or the criminal. Hence, a 
strong message regarding victims’ rights is not forwarded to the people by them and therefore, 
the society does not feel the sympathy for the distressed victims. 
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IDC- 2 LAW AND TECHNOLOGY  

Module- 4: SOCIAL INTEGRATION & REGULATION OF TECHNOLOGY 

Study material is given by: Miss. Mayurika Roy 

 

Social networking- Positive and Negative Effects 

Social networking has changed the way people interact with each other forever. Social 

networking first existed as an invention created in 1975 known as email, which is still used today 

(Email). However social networking has advanced in to using a profile to give information about 

a user and his or her interests, and has integrated the use of email. Now social networking 

involves sharing stories, photos, and involves the use of apps as well as messaging to 

communicate with others. This type of social networking did not become popular until the year 

2003 when MySpace and Friendster were launched. Shortly after Facebook was launched but 

was not open to the general public until 2006, which has become the number one social 

networking site today. These networks have many positive effects such as remaining in contact 

with friends, meeting new people, providing educational benefits, as well as the convenience of 

mobilly accessing it. Also there are some negative effects which include identity theft, cyber 

bullying, decreased social interaction in real life, and social isolation. Increase in mobile social 

networking could possible cause future health problems. 

The first type of social networking created was Email, which was invented in 1975 (Email). 

Since then social networking has advanced into a profile with numerous features that can be used 

and has integrated the use of email. Now social networking is changing the way the world 

interacts with people, and has provided many useful tools for the world to use. Still these social 

networks are continuing to advance to provide better features for users, and these popular sites 

will continue to grow in size. Even though social networks can have negative effects such as 

wasting time, it also affects people positively by allowing people to communicate and remain in 

contact with friends in a much easier way. 

In the article "Are social networking sites good for our society?" (2009) social networking (or 

social media) is defined as "an online community that allow people to develop profiles of their 
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backgrounds and interests, communicate with friends and strangers, and share thoughts, photos, 

Internet links, music, and more (p.1). Once a social network is joined users are prompted to 

identify others in the system with which they have a relationship known generally as "friends." 

Social networking sites vary greatly with the features they have to offer, and is what makes each 

site different from the other. Six Degrees was the first major social network, similar to social 

networking today, to be launched and was launched in 1997 (Bhutkar, 2009). Social networking 

as it is today did not become popular until 2003 when Friendster MySpace and LinkedIn were 

launched. Then in 2004 Facebook was launched but was only open to college students with a 

valid university email. Facebook remained a college only network for two years before it opened 

to the general public in 2006. Since then Facebook has become the number one social 

networking site (Bhutkar, 2009). 

Positive Effects of Social Media 

Social networking sites allow people to communicate and remain in contact with friends as well 

as meet new people. These sites allow people to find others with similar interests that they can 

create a relationship with and get to know one another. Groups can be joined or formed to meet 

people with similar interests, and views. Social networking allows for creative expression by 

using tools such as blogging and messaging to post ideas and stories (Are social networking sites 

good for our society, 2009). Users also share poems, interest in music, TV shows, hobbies, 

photos, and many other things (Jasson). Event invitations can be made and sent to friends rather 

than having to mail invitations and friends can also rsvp for an event on the site. 

Not only is it used to talk to friends, but it is also used to discuss educational topics. Social 

networking is said to increase a person's quality of life, and can reduce health risks. Many people 

report that they have not had any negative experiences with social networking, and schools are 

starting to look at it as an educational tool (Thelwell, 2006). The use of social networking helps 

improve technological skills of students, and exposes them to many diverse views about things. 

It also has helped with communication skills, and allows the learning of cultures from users all 

over the world. Also students use social networking to discuss homework topics with peers 

online, and to get help on assignments (Reid, 2009). Sixty percent of students on social networks 

have said that they talk about education, and 50 percent specifically talk about school work 
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assignments. These students seem to have an extraordinary set of traditional and 21st century 

skills including communication, creativity, collaboration, and leadership skills and technology 

proficiency. Parents are expecting schools to take advantage of using online social networking to 

educate children, but to do so in a safe way. Some public schools have created a secure social 

network for its student to be able to communicate with other students, and to do so in a more safe 

way (National School Board Association, 2007). 

Social Networking does not just benefit individuals, but it also benefits businesses as well. These 

sites allow businesses to advertise and market services to a large audience, and a profile is free to 

set up (Gillin). Numerous businesses have created profiles that provide detailed information 

about the business to advertise in a low cost way (Roberts, 2008). Businesses will gain more 

attention on social networks because the business profile is available to for all users of the social 

network to see. Also businesses like to use social networks to learn what potential employees are 

like, and make decisions based on the information provided on the person's profile (Ellison, 

Steinfield, & Lampe, 2007). 

Social networking has already completely changed the way people interact in the world, but also 

it is advancing more to make it easier to access. Now social networking is becoming mobile and 

can be accessed through the use of a cell phone. It is thought to be a great idea and would 

increase the use of social networking since a lot of people carry cell phones with them at all 

times. People can use mobile phones to update their status, post comments, upload photos, send 

messages, and update profile from just about anywhere (Kharif, 2006). This allows people to be 

able to get things done as well as take some time to log onto social networks. Making social 

networks accessible through cell phones is also expected to increase the number of users by a 

significant amount (Gillin). So far mobile social networking is being used more than social 

networking from pc computers. The top sites that are being visited using mobile phones are 

Facebook, MySpace, and Bebo. Being able to access social networks from the cell phone 

unlocks the full potential of social network, and makes it more convenient for people to use. 

Since it is more convenient to use the number of users has increased and the mobile social 

networking has increased significantly (Hamblen, 2008). 
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Negative Effects of Social Media 

Social networking does have negative effects as well, but are nothing compared to the 

advantages of using it. These sites reduce the amount of face to face socializing and replace it 

with online interaction which is believed to result in low quality relationships with other people 

(Mikami, Szwedo, Allen, Evans, & Hare, 2010). Teens over share information to the public that 

can hurt them in the future when trying to get a job, and deleting the information is not good 

enough. Cyber bullying occurs as well, which is bullying people online in a public way, but 

occurs at a small percentage. People that frequently use online social networking are also prone 

to social isolation which can lead to depression and decreased social skills (Mikami, Szwedo, 

Allen, Evans, & Hare, 2010). A false sense of security leaves social networking site users 

vulnerable to security attacks such as hacking, leaking sensitive information, and sending 

viruses. Identity theft can occur when a cybercriminal uses the network to gather personal 

information posted about people (University of the Pacific). It also has been said that social 

networking sites endanger children by allowing pedophiles to seek out children (Are social 

networking sites good for our society?). Also since they are becoming mobile it might encourage 

people to use cell phone to access these sites while driving just like text messaging was a popular 

thing to do while driving. 

Social networking becoming mobile use will increase cell phone use and the problem with that is 

that cell phones have been found to emit electromagnetic radiation that is absorbed by the brain 

and body. This absorption disrupts the brain sites for memory and learning and can cause 

confusion and forgetfulness (Thomas, 2004). It is also been reported that cell phones can cause 

cancer from the electromagnetic exposure to other parts of the body, but little emphasis has been 

placed on it. The cause of cancer in the brain has been the main health concern with cell phones, 

which social networking by mobile phone is not exposing the brain to the waves. Also, cell 

phones give small amounts of radiation off and would require a lot of use and over a long period 

of time for it to start to cause cancer. Research is needed to provide evidence to determine that 

actual health risk of cell phones. 

Social networking has its advantages and its disadvantages like everything else does. The sites 

are continuously advancing, and changing to fix the negative problems. One example would be 
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accessing social networking sites using cell phones so that people can access the site on the go 

rather than sit at home on a computer. Most users have stated that they have had only positive 

experiences with social networking, and very few people experience cyber bullying. There are 

still problems that need to be fixed, but it seems that the positive effects outweigh the negative 

effects. Social networking is a very valuable tool that can be used to meet new people, and allow 

people to remain in contact with friends. Even though it can waste time, social networking 

positively affects the world by allowing people to communicate, and remain in contact with 

friends in an easy and convenient way. 

Social media has grown tremendously in the last few years. From 2006 onwards the growth rate 

is unexpectedly very high. Specially Facebook and Twitter have grown much faster and captured 

millions of users in just a few years. The way technology is growing, it is obvious that more and 

more people are going to grasp its benefits. It has brought a lot of advantages for the society. 

From progressed nations to under-developed countries, every nation is utilizing the power of 

social media to enhance life and use it for the bitterness of the people. 

However, on the other hand it has also affected the society in the negative way. Just like 

anything which can be used for both good and bad, social media have also provided the negative 

and positive ways for the people. It is all about the usage and getting things done positively by 

using the power of social media. It is in the hands of the user to use to its advantage. But 

willingly or unwillingly it can still have negative impacts on the users. Today in this article I am 

going to discuss both the advantages and disadvantages of the social media for the society. 

Let’s start with the disadvantages first, because the advantages are numerous and everything is 

perceived to have a positive effect unless it is used negatively. 

10 Disadvantages of Social Media for the Society 

1:- Cyberbullying – According to a report published by PewCenter.org most of the children have 

become victims of the cyberbulling over the past. Since anyone can create a fake account and do 

anything without being traced, it has become quite easy for anyone to bully on the Internet. 

Threats, intimidation messages and rumors can be sent to the masses to create discomfort and 

chaos in the society. Check out the 6 cyberbullying stories that turned into suicide stories. 
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2: – Hacking – Personal data and privacy can easily be hacked and shared on the Internet. Which 

can make financial losses and loss to personal life. Similarly, identity theft is another issue that 

can give financial losses to anyone by hacking their personal accounts. Several personal twitter 

and Facebook accounts have been hacked in the past and the hacker had posted materials that 

have affected the individuals personal lives.  This is one of the dangerous disadvantages of the 

social media and every user is advised to keep their personal data and accounts safe to avoid 

such accidents. 

3:- Addiction – The addictive part of the social media is very bad and can disturb personal lives 

as well. The teenagers are the most affected by the addiction of the social media. They get 

involved very extensively and are eventually cut off from the society. It can also waste individual 

time that could have been utilized by productive tasks and activities. 

4:- Fraud and Scams – Several examples are available where individuals have scammed and 

commit fraud through the social media. For example, this list contains the 5 social media scams 

that are done all the time. 

5:- Security Issues – Now a day’s security agencies have access to people personal accounts. 

Which makes the privacy almost compromised. You never know when you are visited by any 

investigation officer regarding any issue that you mistakenly or unknowingly discussed over the 

internet. 

6:- Reputation – Social media can easily ruin someone’s reputation just by creating a false story 

and spreading across the social media. Similarly businesses can also suffer losses due to bad 

reputation being conveyed over the social media. 

7:- Cheating and Relationship Issues – Most of the people have used the social media platform to 

propose and marry each other. However, after some time they turn to be wrong in their decision 

and part ways. Similarly, couples have cheated each other by showing the fake feelings and 

incorrect information. 

8:- Health Issues – The excess usage of social media can also have a negative impact on the 

health. Since exercise is the key to lose weight, most of the people get lazy because of the 
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excessive use of social networking sites. Which in result brings disorder in the routine life. This 

research by discovery will shock you by showing how bad your health can be affected by the use 

of the social media. 

9:- Social Media causes death – Not just by using it, but by following the stunts and other crazy 

stuffs that are shared on the internet. For example bikers doing the unnecessary stunts, people 

doing the jump over the trains and other life threatening stuffs. For example in this video 14 year 

old from Mumbai was doing stunts on a running train which caused his death. These types of 

stunts are performed by the teenagers because of the successful stunts made and shared over the 

social media. 

10:- Glamorizes Drugs and Alcohol – One of the disadvantages of the social media is that people 

start to follow others who are wealthy or drug addicted and share their views and videos on the 

web. Which eventually inspires others to follow the same and get addicted to the drugs and 

alcohol. 

10 Advantages of Social Media for the Society 

1:- Connectivity – The first and main advantage of the social media is connectivity. People from 

anywhere can connect with anyone. Regardless of the location and religion. The beauty of social 

media is that you can connect with anyone to learn and share your thoughts. 

2:- Education – Social media has a lot of benefits for the students and teachers. It is very easy to 

educate from others who are experts and professionals via the social media. You can follow 

anyone to learn from him/her and enhance your knowledge about any field. Regardless of your 

location and education background you can educate yourself, without paying for it. 

3:- Help – You can share your issues with the community to get help and giddiness. Whether it is 

helping in term of money or in term of advice, you can get it from the community you are 

connected with. 

4:- Information and Updates – The main advantage of the social media is that you update 

yourself from the latest happenings around in the world. Most of the time, Television and print 
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media these days are biased and does not convey the true message. With the help of social media 

you can get the facts and true information by doing some research. 

5:- Promotion – Whether you have an offline business or online, you can promote your business 

to the largest audience. The whole world is open for you, and can promote to them. This makes 

the businesses profitable and less expensive, because most of the expenses made over a business 

are for advertising and promotion. This can be decreased by constantly and regularly involving 

on the social media to connect with the right audience. 

6:- Noble Cause – Social media can also be used for the noble causes. For example, to promote 

an NGO, social welfare activities and donations for the needy people. People are using social 

media for donation for needy people and it can be a quick way to help such people. 

7:- Awareness – Social media also create awareness and innovate the way people live. It is the 

social media which has helped people discover new and innovative stuffs that can enhance 

personal lives. From farmers to teachers, students to lawyers every individual of the society can 

benefit from the social media and its awareness factor. 

8:- Helps Govt and Agencies Fight Crime- It is also one of the advantages of the social media 

that it helps Governments and Security Agencies to spy and catch criminals to fight crime. 

9:- Improves Business Reputation – Just like it can ruin any business reputation, It can also 

improve business sales and reputation. Positive comments and sharing about a company can help 

them with sales and goodwill. Since people are free to share whatever they want on the social 

media, it can impact positively when good words are shared. 

10:- Helps in Building Communities – Since our world has different religions and beliefs. Social 

media helps in building and participating in the community of own religion and believes to 

discuss and learn about it. Similarly, people of different communities can connect to discuss and 

share related stuffs. For example Game lover can join games related communities, car lover can 

join communities related to cars and so on. 
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These are some of the advantages and disadvantages of social media for the society. However, 

these are the enough advantages and disadvantages to decide which way to go on the social 

media. 

Conclusion 

When we are concluding the topic we will go through both the positive and negative one. Like in 

this way: 

Negatives: Not everyone in the 21st century thinks about the negative effects of having social 

networking accounts - but simple things like not setting your privacy settings properly or liking 

someone's photo can have bad results. 

Cyber bullying can be a problem as people can take advantage of the fact that there is no one 

who can effectively stop the bullying when it happens, due to everything being performed behind 

a screen. The only way for a bully to be stopped is if they are reported and victims may be too 

intimidated to do it. 

Social networking can also ruin relationships as people may get jealous if they find out their 

boyfriend or girlfriend is exchanging messages with other people. 

It can also be a waste of time as people can visit a site to check on thing and end up spending the 

whole day 'behind the screen' and as a result, not doing anything useful with their lives. 

Positives: Social networking has lots of good points 

You can express yourself, showing off your favourite song lyrics or posting pictures of your new 

outfit. It is a lot harder to feel embarrassment over the internet than in person, so people find it 

easier to vent their feelings on sites like Facebook. 

In fact, it has become so much a part of people's lives that you can learn someone's life story just 

by checking their page. Their friends, likes and dislikes, relationship status, phone number, 

address…everything. 
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You can share your feelings and your mental stresses - and it is a great way to entertain yourself 

after a busy daily routine. 

It also makes it a lot easier to keep in touch with family and friends, especially if they live far 

away. But you can also make new friends by connecting with friends of friends that you might 

not know. 
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The 12 Types of Cyber Crime 
In order to protect yourself you need to know about the different ways in which 
your computer can be compromised and your privacy infringed. In this section, we 
discuss a few common tools and techniques employed by the cyber criminals. This 
isn’t an exhaustive list by any means, but will give you a comprehensive idea of the 
loopholes in networks and security systems, which can be exploited by attackers, 
and also their possible motives for doing so. 

 CHAPTER 

 
  
THE 12 TYPES OF CYBER CRIME 
There are literally a dozen ways in which a cybercrime can be perpretrated, and 
you need to know what they are 
In order to protect yourself you need to know about the different ways in which your 
computer can be compromised and your privacy infringed. In this section, we discuss a 
few common tools and techniques employed by the cyber criminals. This isn’t an 
exhaustive list by any means, but will give you a comprehensive idea of the loopholes in 
networks and security systems, which can be exploited by attackers, and also their 
possible motives for doing so. 
1. Hacking 
In simple words, hacking is an act committed by an intruder by accessing your computer 
system without your permission. Hackers (the people doing the ‘hacking’) are basically 
computer programmers, who have an advanced understanding of computers and 
commonly misuse this knowledge for devious reasons. They’re usually technology buffs 
who have expert-level skills in one particular software program or language. As for 
motives, there could be several, but the most common are pretty simple and can be 
explained by a human tendancy such as greed, fame, power, etc. Some people do it 
purely to show-off their expertise – ranging from relatively harmless activities such as 
modifying software (and even hardware) to carry out tasks that are outside the creator’s 
intent, others just want to cause destruction. 
Greed and sometimes voyeuristic tendancies may cause a hacker to break into systems 
to steal personal banking information, a corporation’s financial data, etc. They also try 
and modify systems so hat they can execute tasks at their whims. Hackers displaying 
such destructive conduct are also called “Crackers” at times. they are also called “Black 
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Hat” hackers On the other hand, there are those who develop an interest in computer 
hacking just out of intellectual curiosity. Some companies hire these computer 
enthusiasts to find flaws in their security systems and help fix them. Referred to as 
“White Hat” hackers, these guys are against the abuse of computer systems. They 
attempt to break into network systems purely to alert the owners of flaws. It’s not always 
altruistic, though, because many do this for fame as well, in order to land jobs with top 
companies, or just to be termed as security experts. “Grey Hat” is another term used to 
refer to hacking activities that are a cross between black and white hacking. 
  
Some of the most famous computer geniuses were once hackers who went on to use 
their skills for constructive technological development. Dennis Ritchie and Ken 
Thompson, the creators of the UNIX operating system (Linux’s predecessor), were two 
of them. Shawn Fanning, the developer of Napster, Mark Zuckerberg of Facebook 
fame, and many more are also examples. The first step towards preventing hackers 
from gaining access to your systems is to learn how hacking is done. Of course it is 
beyond the scope of this Fast Track to go into great details, but we will cover the 
various techniques used by hackers to get to you via the internet. 
a. SQL Injections: An SQL injection is a technique that allows hackers to play upon the 
security vulnerabilities of the software that runs a web site. It can be used to attack any 
type of unprotected or improperly protected SQL database. This process involves 
entering portions of SQL code into a web form entry field – most commonly usernames 
and passwords – to give the hacker further access to the site backend, or to a particular 
user’s account. When you enter logon information into sign-in fields, this information is 
typically converted to an SQL command. This command checks the data you’ve entered 
against the relevant table in the database. If your input data matches the data in the 
table, you’re granted access, if not, you get the kind of error you would have seen when 
you put in a wrong password. An SQL injection is usually an additional command that 
when inserted into the web form, tries to change the content of the database to reflect a 
successful login. It can also be used to retrieve information such as credit card numbers 
or passwords from unprotected sites. 
b. Theft of FTP Passwords: This is another very common way to tamper with web 
sites. FTP password hacking takes advantage of the fact that many webmasters store 
their website login information on their poorly protected PCs. The thief searches the 
victim’s system for FTP login details, and then relays them to his own remote computer. 
He then logs into the web site via the remote computer and modifies the web pages as 
he or she pleases. 
c. Cross-site scripting: 
Also known as XSS (formerly CSS, but renamed due to confusion with cascading style 
sheets), is a very easy way of circumventing a security system. Cross-site scripting is a 
hard-to-find loophole in a web site, making it vulnerable to attack. In a typical XSS 
attack, the hacker infects a web page with a malicious client-side script or program. 
When you visit this web page, the script is automatically downloaded to your browser 
and executed. Typically, attackers inject HTML, JavaScript, VBScript, ActiveX or Flash 
into a vulnerable application to deceive you and gather confidential information. If you 
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want to protect your PC from malicious hackers, investing in a good firewall should be 
first and foremost. Hacking is done through a network, so it’s very important to stay safe 
while using the internet. You’ll read more about safety tips in the last chapter of this 
book. 
2. Virus dissemination 
Viruses are computer programs that attach themselves to or infect a system or files, and 
have a tendency to circulate to other computers on a network. They disrupt the 
computer operation and affect the data stored – either by modifying it or by deleting it 
altogether. “Worms” unlike viruses don’t need a host to cling on to. They merely 
replicate until they eat up all available memory in the system. The term “worm” is 
sometimes used to mean selfreplicating “malware” (MALicious softWARE). These terms 
are often used interchangeably in the context of the hybrid viruses/worms that dominate 

 

Although mankind’s best invention, the net is still a minefield of threats 
the current virus scenario. “Trojan horses” are different from viruses in their manner of 
propagation. 
They masquerade as a legitimate file, such as an email attachment from a supposed 
friend with a very believable name, and don’t disseminate themselves. The user can 
also unknowingly install a Trojan-infected program via drive-by downloads when visiting 
a website, playing online games or using internet-driven applications. A Trojan horse 
can cause damage similar to other viruses, such as steal information or hamper/disrupt 
the functioning of computer systems. 

 
A simple diagram to show how malware can propogate 
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How does this happen? Well, the malicious code or virus is inserted into the chain of 
command so that when the infected program is run, the viral code is also executed (or 
in some cases, runs instead of the legitimate program). Viruses are usually seen as 
extraneous code attached to a host program, but this isn’t always the case. Sometimes, 
the environment is manipulated so that calling a legitimate uninfected program calls the 
viral program. The viral program may also be executed before any other program is run. 
This can virtually infect every executable file on the computer, even though none of 
those files’ code was actually tampered with. Viruses that follow this modus operandi 
include “cluster” or “FAT” (File Allocation Table) viruses, which redirect system pointers 
to infected files, associate viruses and viruses that modify the Windows Registry 
directory entries so that their own code is executed before any other legitimate program. 
  
Computer viruses usually spread via removable media or the internet. A flash disk, CD-
ROM, magnetic tape or other storage device that has been in an infected computer 
infects all future computers in which it’s used. Your computer can also contract viruses 
from sinister email attachments, rogue web sites or infected software. And these 
disseminate to every other computer on your network. 
  
All computer viruses cause direct or indirect economic damages. Based on this, there 
are two categories of viruses: 
1) Those that only disseminate and don’t cause intentional damage 
2) Those which are programmed to cause damage. 
However, even by disseminating, they take up plenty of memory space, and time and 
resources that are spent on the clean-up job. Direct economic damages are caused 
when viruses alter the information during digital transmission. Considerable expenses 
are incurred by individuals, firms and authorities for developing and implementing the 
anti-virus tools to protect computer systems. 
3. Logic bombs 
A logic bomb, also known as “slag code”, is a malicious piece of code which is 
intentionally inserted into software to execute a malicious task when triggered by a 
specific event. It’s not a virus, although it usually behaves in a similar manner. It is 
stealthily inserted into the program where it lies dormant until specified conditions are 
met. Malicious software such as viruses and worms often contain logic bombs which are 
triggered at a specific payload or at a predefined time. The payload of a logic bomb is 
unknown to the user of the software, and the task that it executes unwanted. Program 
codes that are scheduled to execute at a particular time are known as “time-bombs”. 
For example, the infamous “Friday the 13th” virus which attacked the host systems only 
on specific dates; it “exploded” (duplicated itself) every Friday that happened to be the 
thirteenth of a month, thus causing system slowdowns. 
Logic bombs are usually employed by disgruntled employees working in the IT sector. 
You may have heard of “disgruntled employee syndrome” wherein angry employees 
who’ve been fired use logic bombs to delete the databases of their employers, stultify 
the network for a while or even do insider trading. Triggers associated with the 
execution of logic bombs can be a specific date and time, a missing entry from a 
database or not putting in a command at the usual time, meaning the person doesn’t 
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work there anymore. Most logic bombs stay only in the network they were employed in. 
So in most cases, they’re an insider job. This makes them easier to design and execute 
than a virus. It doesn’t need to replicate; which is a more complex job. To keep your 
network protected from the logic bombs, you need constant monitoring of the data and 
efficient anti-virus software on each of the computers in the network. 
  
There’s another use for the type of action carried out in a logic bomb “explosion” – to 
make restricted software trials. The embedded piece of code destroys the software after 
a defined period of time or renders it unusable until the user pays for its further use. 
Although this piece of code uses the same technique as a logic bomb, it has a non-
destructive, non-malicious and user-transparent use, and is not typically referred to as 
one. 
4. Denial-of-Service attack 
A Denial-of-Service (DoS) attack is an explicit attempt by attackers to deny service to 
intended users of that service. It involves flooding a computer resource with more 
requests than it can handle consuming its available bandwidth which results in server 
overload. This causes the resource (e.g. a web server) to crash or slow down 
significantly so that no one can access it. Using this technique, the attacker can render 
a web site inoperable by sending massive amounts of traffic to the targeted site. A site 
may temporarily malfunction or crash completely, in any case resulting in inability of the 
system to communicate adequately. DoS attacks violate the acceptable use policies of 
virtually all internet service providers. 
Another variation to a denial-of-service attack is known as a “Distributed Denial of 
Service” (DDoS) attack wherein a number of geographically widespread perpetrators 
flood the network traffic. Denial-of-Service attacks typically target high profile web site 
servers belonging to banks and credit card payment gateways. Websites of companies 
such as Amazon, CNN, Yahoo, Twitter and eBay! are not spared either. 
5. Phishing 
This a technique of extracting confidential information such as credit card numbers and 
username password combos by masquerading as a legitimate enterprise. Phishing is 
typically carried out by email spoofing. You’ve probably received email containing links 
to legitimate appearing websites. You probably found it suspicious and didn’t click the 
link. Smart move. 

 

How phishing can net some really interesting catches 
The malware would have installed itself on your computer and stolen private 
information. Cyber-criminals use social engineering to trick you into downloading 
malware off the internet or make you fill in your personal information under false 
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pretenses. A phishing scam in an email message can be evaded by keeping certain 
things in mind. 
  

 Look for spelling mistakes in the text. Cyber-criminals are not known for their grammar and 
spelling. 

 Hover your cursor over the hyperlinked URL but don’t click. Check if the address matches with 
the one written in the message. 

 Watch out for fake threats. Did you receive a message saying “Your email account will be closed 
if you don’t reply to this email”? They might trick you by threatening that your security has been 
compromised. 

 Attackers use the names and logos of well-known web sites to deceive you. The graphics and the 
web addresses used in the email are strikingly similar to the legitimate ones, but they lead you to 
phony sites. 
  
Not all phishing is done via email or web sites. Vishing (voice phishing) involves calls to 
victims using fake identity fooling you into considering the call to be from a trusted 
organisation. They may claim to be from a bank asking you to dial a number (provided 
by VoIP service and owned by attacker) and enter your account details. Once you do 
that, your account security is compromised. Treat all unsolicited phone calls with 
skepticism and never provide any personal information. Many banks have issued 
preemptive warnings informing their users of phishing scams and the do’s and don’ts 
regarding your account information. Those of you reading Digit for long enough will 
remember that we successfully phished hundreds of our readers by reporting a way to 
hack other people’s gmail accounts by sending an email to a made up account with your 
own username and password… and we did that years ago in a story about , yes, you 
guessed it, phishing! 
6. Email bombing and spamming 
Email bombing is characterised by an abuser sending huge volumes of email to a target 
address resulting in victim’s email account or mail servers crashing. The message is 
meaningless and excessively long in order to consume network resources. If multiple 
accounts of a mail server are targeted, it may have a denial-of-service impact. Such 
mail arriving frequently in your inbox can be easily detected by spam filters. Email 
bombing is commonly carried out using botnets (private internet connected computers 
whose security has been compromised by malware and under the attacker’s control) as 
a DDoS attack.  
This type of attack is more difficult to control due to multiple source addresses and the 
bots which are programmed to send different messages to defeat spam filters. 
“Spamming” is a variant of email bombing. Here unsolicited bulk messages are sent to a 
large number of users, indiscriminately. Opening links given in spam mails may lead 
you to phishing web sites hosting malware. Spam mail may also have infected files as 
attachments. Email spamming worsens when the recipient replies to the email causing 
all the original addressees to receive the reply. Spammers collect email addresses from 
customer lists, newsgroups, chat-rooms, web sites and viruses which harvest users’ 
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address books, and sell them to other spammers as well. A large amount of spam is 
sent to invalid email addresses. 

 

Email filters cleaning out spam mail 
Sending spam violates the acceptable use policy (AUP) of almost all internet service 
providers. If your system suddenly becomes sluggish (email loads slowly or doesn’t 
appear to be sent or received), the reason may be that your mailer is processing a large 
number of messages. Unfortunately, at this time, there’s no way to completely prevent 
email bombing and spam mails as it’s impossible to predict the origin of the next attack. 
However, what you can do is identify the source of the spam mails and have your router 
configured to block any incoming packets from that address. 
7. Web jacking 
Web jacking derives its name from “hijacking”. Here, the hacker takes control of a web 
site fraudulently. He may change the content of the original site or even redirect the 
user to another fake similar looking page controlled by him. The owner of the web site 
has no more control and the attacker may use the web site for his own selfish interests. 
Cases have been reported where the attacker has asked for ransom, and even posted 
obscene material on the site. 
The web jacking method attack may be used to create a clone of the web site, and 
present the victim with the new link saying that the site has moved. Unlike usual 
phishing methods, when you hover your cursor over the link provided, the URL 
presented will be the original one, and not the attacker’s site. But when you click on the 
new link, it opens and is quickly replaced with the malicious web server. The name on 
the address bar will be slightly different from the original website that can trick the user 
into thinking it’s a legitimate site. For example, “gmail” may direct you to “gmai1”. Notice 
the one in place of ‘L’. It can be easily overlooked. 

 
Obviously not gmail.com, but still enough people click 

  
Web jacking can also be done by sending a counterfeit message to the registrar 
controlling the domain name registration, under a false identity asking him to connect a 
domain name to the webjacker’s IP address, thus sending unsuspecting consumers 
who enter that particular domain name to a website controlled by the webjacker. The 
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purpose of this attack is to try to harvest the credentials, usernames, passwords and 
account numbers of users by using a fake web page with a valid link which opens when 
the user is redirected to it after opening the legitimate site. 
8. Cyber stalking 
Cyber stalking is a new form of internet crime in our society when a person is pursued 
or followed online. A cyber stalker doesn’t physically follow his victim; he does it virtually 
by following his online activity to harvest information about the stalkee and harass him 
or her and make threats using verbal intimidation. It’s an invasion of one’s online 
privacy. 
Cyber stalking uses the internet or any other electronic means and is different from 
offline stalking, but is usually accompanied by it. Most victims of this crime are women 
who are stalked by men and children who are stalked by adult predators and 
pedophiles. Cyber stalkers thrive on inexperienced web users who are not well aware of 
netiquette and the rules of internet safety. A cyber stalker may be a stranger, but could 
just as easily be someone you know. 
  
Cyber stalkers harass their victims via email, chat rooms, web sites, discussion forums 
and open publishing web sites (e.g. blogs). The availability of free email / web site 
space and the anonymity provided by chat rooms and forums has contributed to the 
increase of cyber stalking incidents. Everyone has an online presence nowadays, and 
it’s really easy to do a Google search and get one’s name, alias, contact number and 
address, contributing to the menace that is cyber stalking. As the internet is increasingly 
becoming an integral part of our personal and professional lives, stalkers can take 
advantage of the ease of communications and the availability of personal information 
only a few mouse clicks away. In addition, the anonymous and non-confrontational 
nature of internet communications further tosses away any disincentives in the way of 
cyber stalking. Cyber stalking is done in two primary ways: 
  

 Internet Stalking: Here the stalker harasses the victim via the internet. Unsolicited email is the 
most common way of threatening someone, and the stalker may even send obscene content and 
viruses by email. However, viruses and unsolicited telemarketing email alone do not constitute 
cyber stalking. But if email is sent repeatedly in an attempt to intimidate the recipient, they may 
be considered as stalking. Internet stalking is not limited to email; stalkers can more 
comprehensively use the internet to harass the victims. Any other cyber-crime that we’ve already 
read about, if done with an intention to threaten, harass, or slander the victim may amount to 
cyber stalking. 
  

 Computer Stalking: The more technologically advanced stalkers apply their computer skills to 
assist them with the crime. They gain unauthorised control of the victim’s computer by 
exploiting the working of the internet and the Windows operating system. Though this is usually 
done by proficient and computer savvy stalkers, instructions on how to accomplish this are easily 
available on the internet. 
  
Cyber stalking has now spread its wings to social networking. With the increased use of 
social media such as Facebook, Twitter, Flickr and YouTube, your profile, photos, and 
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status updates are up for the world to see. Your online presence provides enough 
information for you to become a potential victim of stalking without even being aware of 
the risk. With the “check-ins”, the “life-events”, apps which access your personal 
information and the need to put up just about everything that you’re doing and where 
you’re doing it, one doesn’t really leave anything for the stalkers to figure out for 
themselves. Social networking technology provides a social and collaborative platform 
for internet users to interact, express their thoughts and share almost everything about 
their lives. Though it promotes socialisation amongst people, along the way it 
contributes to the rise of internet violations. 
9. Data diddling 
Data Diddling is unauthorised altering of data before or during entry into a computer 
system, and then changing it back after processing is done. Using this technique, the 
attacker may modify the expected output and is difficult to track. In other words, the 
original information to be entered is changed, either by a person typing in the data, a 
virus that’s programmed to change the data, the programmer of the database or 
application, or anyone else involved in the process of creating, recording, encoding, 
examining, checking, converting or transmitting data. 
This is one of the simplest methods of committing a computer-related crime, because 
even a computer amateur can do it. Despite this being an effortless task, it can have 
detrimental effects. For example, a person responsible for accounting may change data 
about themselves or a friend or relative showing that they’re paid in full. By altering or 
failing to enter the information, they’re able to steal from the enterprise. Other examples 
include forging or counterfeiting documents and exchanging valid computer tapes or 
cards with prepared replacements. Electricity boards in India have been victims of data 
diddling by computer criminals when private parties were computerizing their systems. 
10. Identity Theft and Credit Card Fraud 
Identity theft occurs when someone steals your identity and pretends to be you to 
access resources such as credit cards, bank accounts and other benefits in your name. 
The imposter may also use your identity to commit other crimes. “Credit card fraud” is a 
wide ranging term for crimes involving identity theft where the criminal uses your credit 
card to fund his transactions. Credit card fraud is identity theft in its simplest form. The 
most common case of credit card fraud is your pre-approved card falling into someone 
else’s hands. 
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Credit card fraud is the most common way for hackers to steal yoiur money 
He can use it to buy anything until you report to the authorities and get your card 
blocked. The only security measure on credit card purchases is the signature on the 
receipt but that can very easily be forged. However, in some countries the merchant 
may even ask you for an ID or a PIN. Some credit card companies have software to 
estimate the probability of fraud. If an unusually large transaction is made, the issuer 
may even call you to verify. 
  
Often people forget to collect their copy of the credit card receipt after eating at 
restaurants or elsewhere when they pay by credit card. These receipts have your credit 
card number and your signature for anyone to see and use. With only this information, 
someone can make purchases online or by phone. You won’t notice it until you get your 
monthly statement, which is why you should carefully study your statements. Make sure 
the website is trustworthy and secure when shopping online. Some hackers may get a 
hold of your credit card number by employing phishing techniques. Sometimes a tiny 
padlock icon appears on the left screen corner of the address bar on your browser 
which provides a higher level of security for data transmission. If you click on it, it will 
also tell you the encryption software it uses. 
  
A more serious concern is the use of your personal information with the help of stolen or 
fake documents to open accounts (or even worse, using your existing account) to take a 
loan in your name. These unscrupulous people can collect your personal details from 
your mailbox or trash can (remember to shred all sensitive documents). Think of all the 
important details printed on those receipts, pay stubs and other documents. You won’t 
know a thing until the credit card people track you down and tail you until you clear all 
your dues. Then for months and months you’ll be fighting to get your credit restored and 
your name cleared. 
  
With rising cases of credit card fraud, many financial institutions have stepped in with 
software solutions to monitor your credit and guard your identity. ID theft insurance can 
be taken to recover lost wages and restore your credit. But before you spend a fortune 
on these services, apply the no-cost, common sense measures to avert such a crime. 
11. Salami slicing attack 
A “salami slicing attack” or “salami fraud” is a technique by which cyber-criminals steal 
money or resources a bit at a time so that there’s no noticeable difference in overall 
size. The perpetrator gets away with these little pieces from a large number of 
resources and thus accumulates a considerable amount over a period of time. The 
essence of this method is the failure to detect the misappropriation. The most classic 
approach is “collect-the-roundoff” technique. Most calculations are carried out in a 
particular currency are rounded off up to the nearest number about half the time and 
down the rest of the time. If a programmer decides to collect these excess fractions of 
rupees to a separate account, no net loss to the system seems apparent. This is done 
by carefully transferring the funds into the perpetrator’s account. 
Attackers insert a program into the system to automatically carry out the task. Logic 
bombs may also be employed by unsatisfied greedy employees who exploit their know-
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how of the network and/or privileged access to the system. In this technique, the 
criminal programs the arithmetic calculators to automatically modify data, such as in 
interest calculations. 
  
Stealing money electronically is the most common use of the salami slicing technique, 
but it’s not restricted to money laundering. The salami technique can also be applied to 
gather little bits of information over a period of time to deduce an overall picture of an 
organisation. This act of distributed information gathering may be against an individual 
or an organisation. Data can be collected from web sites, advertisements, documents 
collected from trash cans, and the like, gradually building up a whole database of factual 
intelligence about the target. 
  
Since the amount of misappropriation is just below the threshold of perception, we need 
to be more vigilant. Careful examination of our assets, transactions and every other 
dealing including sharing of confidential information with others might help reduce the 
chances of an attack by this method. 
12. Software Piracy 
Thanks to the internet and torrents, you can find almost any movie, software or song 
from any origin for free. Internet piracy is an integral part of our lives which knowingly or 
unknowingly we all contribute to. This way, the profits of the resource developers are 
being cut down. It’s not just about using someone else’s intellectual property illegally but 
also passing it on to your friends further reducing the revenue they deserve. 

 

Piracy is rampant in India, but you knew that 
Software piracy is the unauthorised use and distribution of computer software. Software 
developers work hard to develop these programs, and piracy curbs their ability to 
generate enoughrevenue to sustain application development. This affects the whole 
global economy as funds are relayed from other sectors which results in less investment 
in marketing and research. 
The following constitute software piracy: 
  

 Loading unlicensed software on your PC 
 Using single-licensed software on multiple computers 
 Using a key generator to circumvent copy protection 
 Distributing a licensed or unlicensed (“cracked”) version of software over the internet and offline 
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“Cloning” is another threat. It happens when someone copies the idea behind your 
software and writes his own code. Since ideas are not copy protected across borders all 
the time, this isn’t strictly illegal. A software “crack” is an illegally obtained version of the 
software which works its way around the encoded copy prevention. Users of pirated 
software may use a key generator to generate a “serial” number which unlocks an 
evaluation version of the software, thus defeating the copy protection. Software cracking 
and using unauthorised keys are illegal acts of copyright infringement. 
  
Using pirated material comes with its own risks. The pirated software may contain 
Trojans, viruses, worms and other malware, since pirates will often infect software with 
malicious code. Users of pirated software may be punished by the law for illegal use of 
copyrighted material. Plus you won’t get the software support that is provided by the 
developers. 
To protect your software from piracy if you’re a developer, you should apply strong 
safeguards. Some websites sell software with a “digital fingerprint” that helps in tracing 
back the pirated copies to the source. Another common method is hardware locking. 
Using this, the software license is locked to a specific computer hardware, such that it 
runs only on that computer. Unfortunately, hackers continue to find their way around 
these measures. 
13. Others 
So far we’ve discussed the dedicated methods of committing cyber crimes. In a 
nutshell, any offence committed using electronic means such as net extortion, cyber 
bullying, child pornography and internet fraud is termed as cyber crime. The internet is a 
huge breeding ground for pornography, which has often been subject to censorship on 
grounds of obscenity. But what may be considered obscene in India, might not be 
considered so in other countries. 
Since every country has a different legal stand on this subject matter, pornography is 
rampant online. However, according to the Indian Constitution, largely, pornography 
falls under the category of obscenity and is punishable by law. Child pornography is a 
serious offence, and can attract the harshest punishments provided for by law. 
 Pedophiles lurk in chat rooms to lure children. The internet allows long-term 
victimisation of such children, because the pictures once put up, spread like wild-fire, 
and may never get taken down completely. Internet crimes against children are a matter 
of grave concern, and are being addressed by the authorities, but this problem has no 
easy solution. 
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